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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3169
208. 100. 26. 228 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net dr op 1
5.189.176. 176 Ger nany 147.237.76. 201 e atal.idf.il Bl ock Udp Al Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Np All Net drop 1
5.189.176. 176 Ger nany 147.237. 76. 198 e.yohal an.idf.il Bl ock_Udp Al _Nets drop 1
208. 100. 26. 228 Lhited Sates 147. 237.76. 86 navy. i df . i | Block Np All Net drop 1
5.189.176. 176 Ger nany 147. 237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ock Np Al Net dr op 1
5.189.176. 176 Ger nany 147.237.76. 199 e. nakchal .idf.il Bl ock Udp Al Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il B ock Np Al Net drop 1
114. 226. 158. 195 Chi na 147.237.76. 42 refuah.idf.il Bl ock_ Udp Al _Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np All Net drop 1
5.189.176. 176 Ger nany 147.237.76. 200 eitan. aka. idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

2.54.8.102 147.237. 72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
46.19. 85. 42 147.237.76.39 |Israel nobi | e. nei tav.idf.i|PCLI CyY- OTHER TCP packet with urgent flag attenpt 16
212.179. 177. 148|147. 237. 77. 216 | srael dover.idf.il SER\/ER APAO_E_ Apache mod_ssl non-SSL connection to SSL port 3
deni al of service attenpt
207. 241. 229. 104|147.237. 77. 216 |Wited Sates  |dover.idf.il portscan: TQP D stributed Portscan 3
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
164. 138. 118. 231(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
146, 185.250. 2 |147 237 0,15 |Russian vosher-kravi i df i ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1
Federation Potential Scan or Infection
79.182. 195. 182 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.116.177.17 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.14.65 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179.97  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
146.185.250.2 [147.237.0.19 ?ézz;;”im nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 90. 71 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
66.249.93.107 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

46. 19. 86. 30 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 83
Vb Server Enforcenent HITP Deni

207.241. 229, 104|United Qates  |147. 237. 77. 216 |dover. i df i1 _ Veb Servers Sow HITP Denial of ) oy 39
Mol ation Service

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi

2.54.179.177  |israel 147.237.0.19 |madimatal.idf.il 9 =g Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.

2.54.8.102 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18

183. 79. 220. 248 |Japan 147.237.76.200|eitan.aka.idf.il  |drop SAMrul e drop 16

54.244.22.103 |lhited Sates 147.237.77. 233 |ata .idf.il drop First packet isn't SN drop 16

46.19. 85. 190 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12

46.19.85.0 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
Sreamng Engine: TP Invalid i i ssi

62. 219. 166. 149 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

183.79. 220. 248 [Japan 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |y o 8
Ret r ansn ssi on Packet dr opped.

. . SYNVACK retransmt wth different .

84.228.138. 173 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e nonitor |7

130.207.203.56 [lhited Sates  |147.237.77. 227 |e. hanaz. i of . Geo- | ocati on enf or cenent Sﬁfo'rzgﬁi'mo”  nbound drop 6
Sreamng Engine: TCP Invalid i i ssi

37.26.149.220 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

62.0.212.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 6

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

212.179.210. 74 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6

62.0.212.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

84.228.74.86  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

212.179.210. 74 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6

reamn ine: TCP Invali i i ssi

109. 66. 196. 251 |l srael 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission. |, op 6
Ret ransm ssi on Packet dropped.

81.218.57.61 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

157.55.39.173 [lhited Sates  |147.237.77. 176 |nat pash.i df .il drop First packet isn't SN drop 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

207. 46. 13.81 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 5

2.52. 40. 246 I srael 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5

54.244.22.103 |Uhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi

85. 250. 215.80 |Israel 147. 237. 72. 156 |anan. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

109. 253. 199. 149]I srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Inval id segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.

46. 19. 85. 54 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

2.52. 40. 246 I srael 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3

46. 19. 85. 42 | srael 147.237.76.39 |nobile neitav.idf.i|dr op Frst packet isn't SN drop 3

85. 65.169. 155 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi

80.178.169.7  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.

46. 19. 85. 54 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52.40. 246 I srael 147.237.0.19 |madimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 3
Russi an o Streaning Engine: TCP Invalid |invaid segnent retransnission.

5. 255. 253. 188 erat i on 147.237.72. 166 |aka.i df .i | Ret  ansmi ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi

79.179.191. 228 |[Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

80. 178. 203. 151 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

147.236. 238. 41 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.

2.54.132.172 I srael 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TP Invalid i i ssi

109.66.20.73  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

2.52. 40. 246 | srael 147.237.0.19 |madimatal.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TQP Invalid i i ssi

79.181.140.21 |israel 147.237.72. 166 |aka i f .| 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.

132.71.145. 156 |l srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber alert

2.52.173.219 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

188. 120. 148. 209! srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

81.218.137. 218 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.

2.52.40. 246 | srael 147.237.0.19 |nadimatal.icdf.il |Bad TCP sequence Invalid sequence nunier noni t or 3
Sreamng Engine: TCP Invalid i i ssi

79.181. 168. 171 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 214 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 101
46. 19. 85. 214 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) B ock 61
2.54.29. 16 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 54
176.13.22.217 |Israel 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 54
2.54.179. 177 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 42
183. 79. 220. 248 |Japan 147.237.76.200|ei tan. aka. i df .i| [Miltiple Abnornal ly Long Request from 183.79.220. 248 B ock 39
183. 79. 220. 248 |Japan 147.237.76.200|ei tan. aka.idf.il [Mitiple Illegal HITP Version from183. 79. 220. 248 Bl ock 39
176. 12. 140. 182 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 30
82.102.169. 113 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 12
46.10.85.214  |israel 147.237.0.19 |nadi matal .idf.il EZL?&EZELI T%’Z?.\iAI(;In?;gi?llcltég%n;;”;ﬂfigse&' der 18t xt A rsthane in B ock 7
2.54.131.0 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 6
176.12. 143. 102 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
80.246.137.32 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method GPTIONS for aka.idf.il/ B ock 3
192. 115. 64. 250 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 192. 115. 64. 250 B ock 3
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/4/ B ock 3
54.244.22.103 |[hited Sates |147.237.76. 147 |chi nuch. aka. i df . i ||D stributed Suspici ous Response Code_Cust om Tenporary B ock 3
213.8.204.13 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
37.46.35.35 I srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
2. 54. 36. 140 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
204.13.200.200 |Wnited Sates |147. 237. 77. 216 |dover . i df . i | e 1) 1155, 25461 el dover. aume Bock |2
185.32.179.89 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 82.80.196. 44 B ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/international _training Bl ock 1
46.116. 153. 208 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
212.179. 218. 166|l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df.il/giyus B ock 1
109. 253. 196. 237|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
85. 64. 16. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.46.13.127 |lnited Sates [147.237.0.34 |tikshuv.idf.il Ml tiple Unauthori zed URL Access from 207. 46. 13. 127 B ock 1
2.52.141.65 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
176.13.16.235 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
173.252.115.84 |Uhited Sates |147.237.72. 166 |aka. i df .| Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 32 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
208.184.112. 74 [United Sates [147. 237.77. 216 |dover . i df . i | Dstri utec 1?;;};‘%;;?&%&?2222” Bl ock 1
107.178.194.83 |Uhited States |147. 237. 77. 216 [dover . i df . i | e 1) 1155, 25650 nel dover. s Bock |1
2.54.30.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
185.32.179.99 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None
60.58.178.58  |Uited Sates [147.237.0.15  |Kosher-kravi . idf .i[so o 260 W Acess X0 header upper/ Bl ock 1
176.13.10. 161 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None

46.116. 221. 243 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None

109. 253. 202. 176|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
85.64.149.58  |Israel 147.237.72.166 |aka. i df . i | mmafae; f‘?‘?lg‘;g:aﬂhi'ﬁ”egi'gr at o zar g st er . asp None 1
207.46.13.127 |Wited Sates |147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/links. aspx B ock 1
81.218.241.25 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . il/$$$8282$$% B ock 1
2.54.0.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
173.252.115.90 |[Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
66. 249. 75. 6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9682- he/ r ef uah. aspx |Bl ock 1
212.143.82.238 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
107.178.194.83 |lhited Sates |147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df . i|/1133-22638- he/ dover . aspx. Bl ock 1
77.125.14.210 |israel 147.237.72. 166 |aka. i df . i | mn;’k“; izaf‘r.?'rftn;r Ncéggﬁ:;‘jtgazgffEz.'\’:égf"phsachar$°t' 25 in None 1
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