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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3642
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 180

198. 254. 186. 41 Canada 147.237.77. 216 dover.idf.il |JLMDover Con Linmt Htps drop 19

46. 166. 139. 20 Net her | ands 147.237.76. 177 ncore.idf.il |Block Udp All Nets drop 1

66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

get Address

Site

Sgnature

Russi an . . 1]13248: HITP. Joonta JCE File Wl ocad Renote Code Execution
141.8.192.23 |0 oon 147.237.77.176 |nat pash. i df . i 1|/ nerabi lity Bl ock
136. 243. 103. 156 |Ger many 147.237.77.216|dover. i df .i| [CL000106: HTTP. naj estic bot B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.155.203.54 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.54.8.102 147.237. 72. 166 [I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
212.179. 177. 148|147. 237. 72. 167 || srael i shuri maka.idf.il SER\/ER APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
141. 8. 192. 23 147.237.77. 176 gzzi;'}m mat pash. i df . i | Tehila - Perl LW with fake user agent 1
89.248. 166. 147 |[147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.155.203.54 |147.237.77. 216 |China dover.idf.il ET SCAN Potential SSH Scan 1
61.155. 203.54  [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61.155.203.54 [147.237.0.35 |[China akavs. i df .i | ET SCAN Potential SSH Scan 1
5. 39, 222. 253 147. 237. 76. 148 |Net her | ands gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
104. 131. 66. 203 [147.237.0.16 |Lhited Sates  |ny-kosher-kravi.idf.il SER.’\/E?-APAO-E'Apache mod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
84.94.171. 187 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
61.155. 203. 54  [147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
61.155.203.54  [147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
81.218.241.25 |lsrael 147.237.72. 166 |aka.i df .il dr op First packet isn't SN drop 16
Sreaming Engine: TGP Invalid i i ssi
176.13.12.6 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 14
Ret ransmi ssi on Packet dropped.
37.26.148.148 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 129 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
Vb Server Enforcenent HTTP Deni
207.241.229. 104|Wited Sates  |147.237.77. 216 |dover.idf.il , Véb Servers S ow Cenial of | o ect 11
Mol ation Service
Sreaming Engine: TCP Invalid i i ssi
66.249.66.90  |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. -y 10
Ret ransn ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
213.57.131. 218 |[Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 249 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 249 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid ' i ssi
183. 79. 220. 248 |Japan 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
176. 12. 151. 218 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
79.183. 164. 134 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102.254.249 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
66.249.93.192 [Israel 147.237.76.202e.halag.idf.il  |Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |dr op 4
50.241.255.41 |lhited Sates  |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaming Engine: TP Invalid i i ssi
79.178.121.4  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
217.132.226.22 |israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 3
Ret ransmi ssi on Packet dropped.
5.102.254.202 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
reamn ine: TCP Invali i i ssi
84.228.51.35  |Israel 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 69.230 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
213.57.129. 222 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
Sreaming Engine: TCP Invalid i i ssi
77.125.73.152  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
87.68.158.218 | srael 147.237.72. 166 |aka. i df . i Streanng Engi ne: TCP Invalid  |invalid segnent retransmission drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.183.23.82  |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.
66.249.93.192 |lhited Sates 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop
213.57.129. 222 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
79.176. 112. 165 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
80. 246. 136. 4 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TP Invalid i i ssi
46.19.85.253  |israel 147.237.72. 167 |i shuri maka. i f . 9 =g Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.
213.57.129. 222 [israel 147.237. 72. 156 |anan.i df . | Bad TCP sequence SINAQC retransmt with different Joonitor s
w ndow scal e
46. 19. 86. 35 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
31. 168. 49. 46 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
212. 25. 69. 22 I srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 2
46. 19. 85. 253 | srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TGP Invalid i i ssi
66.249. 64.200 |lhited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret ransni ssi on Packet dropped.
46.19. 85. 141 I srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
e SYNVACK retransmt wth different .
31.168. 49. 46 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ noni t or 2
93.172.48.50 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |2
w ndow scal e
46. 19. 85. 87 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid ' i ssi
66.249.66.61  |lnited Sates  |147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
2.54.8.102 | srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
5. 255, 253. 52 R‘SIS:;”i o 147.237.77.176 |metpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreamng Engine: TCP Invalid i i ssi
176.13.12.116  |israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
2.54.8.102 | srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
31.168. 49. 46 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
79.183.24.177 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Too Many of the Sane Response Code (404) in Session from

Action

‘Count

176. 13. 16. 69 I srael 147.237.0.19 |madi matal .idf.il 176. 13. 16. 69 B ock 253
176. 13. 16. 69 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 118
176.13.16.69  |Israel 147.237.0.19 |nadimatal .idf.il I(;‘élhg_‘ylgeéhe Sane Response (ode (403) in Session from Bl ock 28
183. 79. 220. 248 |Japan 147.237.76.200|ei tan. aka.i df .i | Mil tipl e Abnormal Iy Long Request from 183.79. 220. 248 B ock 12
183. 79. 220. 248 |Japan 147.237.76.200|ei tan. aka. i df .i | Mitiple Illegal HITP Version from 183.79. 220. 248 Bl ock 12
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 192.115.64.250 |B ock 7
212.143.82.238 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTI ONS for waw aka. i df.il/ Bl ock 4
176.13.12. 116  |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
212.143.82. 238 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti ple Waut hori zed URL Access from 212. 143. 82. 238 B ock 3
176.13.16.135 |[lIsrael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
89.139.171.61 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
37.26.149.134 |[Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
46.19. 86. 175 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwv aka. idf.il/main/giyus/ B ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Wauthori zed URL Access to wwn chi nuch. aka. i df .il/404. htm B ock 2
149. 88. 101. 240 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 149. 88. 101. 240 B ock 2
82.81.41.51 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
2.54.163. 151 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249. 64. 233 |l srael 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/val tam Bl ock 1
149.78.62. 186 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 6 I srael 147. 237. 76. 39 Irmbl le.neitav. idf. i mﬁttgi tzf_’?d\fA_ f"l ‘/"‘iieggl ::;m’x_‘:;f acetbl der 13t xtPassvord in g oo 1
2.54.5.254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.46.13.67  |thited Sates |147.237.77. 176 [mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
104. 131. 66. 203 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il|Uhauthorized URL Access to / Bl ock 1
176. 13. 21. 60 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180.229.173 |lhited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249.66. 3 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/eitan/tnuna/ defaul t.asp B ock 1
157.55.39. 244 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
107.178.194. 87 |United States |147. 237.77. 216 |dover. i df . | w111 1155, 2461 nel dover. s Bock |1
212.143.82.238 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vy aka. i df . i|/nai n/ sacher Bl ock

93.172. 48. 50 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.66.61  |Israel 147. 237.72. 166 |aka. i df . i | mngkm; i?r.?ﬁtn(;r nfgz;gzocgnr: act s, asp None 1
149. 88. 101. 240 |l srael 147.237.72. 166 |aka. i df . i | LL'riZzJ/ i?'ta:escf’idﬁngr“ggg‘:/zz)ga”ckﬁ f/ i 1V kapat 2/ /v es Bl ock 1
2.54. 26. 209 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
208.184.112. 74 |United Sates |147.237.77.216|dover. i df .| D stri but ec lfggfggggfﬂe%ﬁf?:pﬁ” Bl ock 1
104. 131. 66. 203 [Lnited Sates [147.237.0.34 |ti kshuv.idf.il Unaut hori zed Met hod HEAD for / B ock 1
79.183. 164. 134 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
180. 76. 15. 19 Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
173.252.90. 110 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194.87 |Uiited Sates |147.237.77. 216|dover. i df . | D stri but oc lfggfggggg?ﬁeﬁvﬁff;ﬁn B ock 1
45.35.71. 179 147.237.77. 216 |dover . i df . i | mult gﬁri'f/ﬁaﬁ/ﬁﬁiﬁinffd o header upper B ock 1
212.179. 177. 148|i srael 147.237.72.167|i shuri maka. i df . i %ngﬁﬂfgﬁfec'ﬂ“fg - Protocol violation None 1
93.173.235.83 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
192. 115. 64. 250 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i/ mai n/ sachar/ B ock 1
68.180. 228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1379-he/ dover.aspx  |B ock 1
66. 249. 64. 50 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in vww aka.idf.il/main/giyus/general .aspx [None 1
2.54.132.152 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessions: Protocol violation (SSL GONN QI ENT HALQ |None 1
208.184.112. 74 |United Sates |147.237.77.216|dover. i df .| D stri but ec lfggfggggg_eﬂe%ﬁf?:pﬁ” Bl ock 1
104. 131. 66. 203 |Lhited Sates [147.237.76.39 Im)bl le.neitay. idf.i Lhaut hori zed URL Access to / B ock 1
180. 76. 15. 24 Chi na 147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237.76. 42/ robot s. t xt Bl ock 1
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