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|Top Attackers | n DDoS- Def ence |

Signature

Device Action |Count|

Attacker Address |Attacker Country |Target Address |Site

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3147
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 267
89. 165. 4. 91 Iran, Islamc Republic of |147.237. 76. 202 e halag.idf.il|JLM Under Attack Con Tcp drop 2
5.189.176. 176 Ger nany 147.237.76. 34 yohal an.idf.il|B ock Wip Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
80. 147.37. 174 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
62.210. 115. 133 France 147.237.72. 166 aka.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104.192.0.226 |147.237.0.19 |lhited Sates [madimatal.idf.iJET SCAN NVAP -sS wi ndow 1024 1
_ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
90. 231. 211. 223 |147. 237. 8. 46 Sweden e.chinuch.idf.il . 1
Potential Scan or Brute Force
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 173.115. 102|147. 237. 72. 14 |Mexi co dover.idf.il(old] . 1
Potential Scan or Brute Force
, . |ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
194. 165. 158. 137|147. 237.0.19  |Jordan nadi matal .idf.i ) 1
Scan or Infection
177.135.29.17 |147.237.77.179|R azi | enazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
94.102.48.195 |147.237.77. 243 [Net her | ands nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
60.214.79. 234 [147.237.76.30 [China hi nush. i df i | ) 1
Potential Scan or Brute Force
. . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187.181.100. 196|147. 237.76. 34 |Bazil yohal an.idf .il . 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80.178.67.152 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 16
Sreaning Engine: TGP Invalid i i sSi
199.30.25.90  |Wwited Sates |147.237.77.234|hal ag.idf.il 9 =9 Invalid segnent retransmssion. . 14
Ret ransm ssi on Packet dropped.
130.207.203.56 |Lhited Sates |147.237.8.27 e nadimatal.idf.i|Geo-1 ocation enf or cerent Sﬁ?;}:ggi:ﬁn I nbound drop 6
66.189.119. 104 [lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
Sreaning BEngine: TQP Invalid i i SSi
66.249.66.61 |Wited Sates |147.237.72. 166 |aka i df .| 9 59 Invalid segment retransmssion. . 4
Ret ransni ssi on Packet dr opped.
80.178.67.152 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning BEngine: TP Invalid i i ssi
40.77.167.59  |wited Sates  |147.237. 77. 243 |nobi 1 e.i of i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
157.55.39. 157 |Uited Sates  |147.237. 77. 243 |nobil e.idf i1 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
2.54. 5,20 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
40.77.167.18  |Wited Sates |147.237.77.243|nobile.idf.il 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
157.55.39.80  |Wited Sates |147. 237. 77. 243 |nobile. i df i1 g =g Imvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
5.22.131. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
5. 255. 253. 52 RJSf;;”ion 147.237.77.176 |mtpash.icf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreaning Engine: TQP Invalid i i ssi
40.77.167.1 Whited Sates  |147.237.72. 166 |aka. idf.il g =g Invalid segnent retransmssion. |y o 2
Ret ransm ssi on Packet dr opped.
141.212.121. 184|Uhited Sates  [147.237.0.15 |kosher-kravi.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109.186.5.107 |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SINHAK retransmt with different 1o, yior 1
w ndow scal e
46.117.105. 238 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACGK nunber noni t or 1
184.105.139.91 |lLhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
5.22.131. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 150|Whited Sates  |147.237.76.34 |yohalan.idf.il drop drop 1
141.212. 121. 178|Wited Sates  |147.237.76. 201 |e. atal i of .il Geo- 1 ocati on enf or cenent Geo-lrocati on inbound drop 1
enf or cenent
141.212.122. 148|Uhited Sates  |147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 207|Wnited Sates [147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enfor cenent Geo-locati on inbound drop 1
enf or cenent
141.212.122. 151|Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
141.212.121. 182|Wnited Sates  [147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cerent Ceo-| ocati on i nbound drop 1
enf or cenent
80.178.67.152 |l srael 147.237. 77. 216 |dover.idf . i1 SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 1
216.73.220.111 [Whited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212. 122. 149|lhited Sates 147.237.76.34 |yohal an.idf.il drop drop
141.212.121. 176|Wited Sates  |147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184. 105. 247. 220|Whited Sates  |147.237. 76. 147 |chinuch. aka.idf .il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 156|Uited Sates  |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 183|Wited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 158. 168. 31 |Canada 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 1
216.73.220.111 [Lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
42.62.74.71 Chi na 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 149|Wited Sates  |147.237.76. 177 |ncore.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 177|wited Sates  [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
66.249. 79. 1 I srael 147.237.0.33  |idf.il drop drop
185. 3. 146. 203 |l srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 157|United Sates  [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.121. 183|Wnited Sates [147.237.8.14 |eorchot.idf.il  |Geo-1ocati on enf or cenent Geo-locati on inbound drop 1
enf or cenent
104. 158. 168. 31 |Canada 147.237.77. 216 |dover. i df. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
46.117.105. 238 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 1
184.105.139.83 |Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 150|Wited Sates [147.237.0.35 |akaws.idf.il drop drop 1
141.212.121. 177|Wited Sates  |147. 237.76. 201 |e. atal .idf .1 Geo-1 ocation enf or cenent Ceo- | ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
89. 138. 165. 199 |l srael 147.237.0.19 |nadimatal .idf.il [Suspicious Response Code B ock 3
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP Version from 195. 154. 226. 90 B ock 2
: ] . ] D stributed Unaut hori zed URL Access on
199. 30.24.241 |lnited Sates |147.237.76. 147 |chi nuch. aka. i df .i | e chi nuch. aka. i df i | /404, htm Bl ock 2
174. 116. 187. 174|Canada 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i|/602- 2265- he/ pat zar B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
141.212.121. 176|United Sates |147.237.0.15 |kosher-kravi.idf.il|Unauthorized URL Access to 147.237.0. 15/ B ock 1
40.77.167.1 Lhited Sates |[147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il I11egal HITP \ersion HITH B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/val tam B ock 1
Lhited . - Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Par anet er (+)
205.252.110.19 . ngdom 147.237.77.216|dover.i df . i | from 205. 252. 110. 19 Bl ock 1
157.55.39. 126 |lhited Sates [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf .il Lhaut hori zed LRL Access to wan i df.il/newsite/english B ock 1
46.19. 86. 34 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
: . ] D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | vaw cogat i df i1/ si p.storage/fil es/ 7/ 3097. pdf A Bl ock 1
207.46.13.124 |lWnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
167.114.0.27  |canada 147.237.77. 216 |dover . i df . i | Distributed Lhauthori zed URL Access on Bl ock 1
wa i df . i1/ newsi t e/ engl i sh/ nai n. asp
104.131.113.24 |Uited Sates [147.237.0.19 |[madimatal.idf.il |Wtraceable SSL Sessions: Unsupported d pher None 1
. . Unaut hori zed URL Access to
66. 249. 66. 37 I srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 20027- he/ dover . aspx B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 |[lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1133- he/ dover. aspx |B ock
2.54.5.20 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.i|/nain/sachar/tfasi maspx. |B ock
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
174. 116. 187. 174|Canada 147.237.77.74 [lawidf.il Ml ti pl e Unaut hori zed URL Access from 174. 116. 187. 174 B ock
104. 236. 25. 221 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e QGonnection - Lhsupported d pher None
. . Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover.idf . il 147, 237.77. 216/ 1133- 19915- he/ dover . aspx Bl ock 1
: . . D stributed Unhaut hori zed LRL Access on
204.13.200.200 [Wwited Sates (147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
' nobi | e. neitav.idf.i
128. 232. 110. 29 LK!i“r:gegom 147.237.76.39 | Unaut hori zed URL Access to 147. 237. 76. 39/ B ock 1
82. 85. 14. 105 Italy 147.237.0.19 |nadimatal .idf.il [Adnin Bl ocking B ock 1
5.22.131.114 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
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