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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3172
36.57.254. 6 Chi na 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets dr op 1
36.57.254. 6 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
66. 249. 66. 25 I srael 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.66.12  |147.237.77.170|W0ited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 |147.237.72.156 |Lhited Sates |anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 77. 170 |Chi na maar achot .i df .i | ET SCAN NVAP -sS wi ndow 4096 1
. - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
201.175.113.79 |147.237.77.74 |Mexico lawidf.il . 1
Potential Scan or Brute Force
183.82.106. 200 |147.237.76.201|India e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 238. 155(147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.77. 216 |Net her| ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. - SERVER APACHE Apache nod_ssl non-SSL connection to SSL
66.249.66.181 |147.237.72.166|lhited Sates |aka.idf.il ) i - 1
port denial of service attenpt
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
61.77.54.132  |147.237.8.27 [FO"€& Repwblic| imatal . idh.il ) y 1
of Potential Scan or Brute Force
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
201.175.113.79 |[147.237. 77. 233 |Mexi co atal.idf.il . 1
Potential Scan or Brute Force
. ... |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
201. 173.59. 246 |147.237.0.17 |Mexico mny- kosher-kravi .idf.il . 1
Potential Scan or Brute Force
183.82.106. 200 |147.237.76.201|India e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
159. 122. 238. 155(147. 237. 76. 44 |Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 219. 238. 10 |147.237.77.179 e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.117.113. 152 |147. 237. 77. 227 |Ronani a e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Action

‘Count

82.217.137. 123 |Netherlands  |147. 237, 76. 200 |ei tan. aka i of 1| o ' €23 NG ENgi ne: TCP Inval id nvalid segnent retransmssi on. drop 152
Ret r ansni ssi on Packet dr opped.
75.119. 250. 84 |Canada 147. 237.76. 200 |ei tan. aka i o, 1| o | S2M NG Engi ne: TP Invalid nval i d segnent retransmssi on. drop 48
Ret ransn ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il  |drop SAMrul e drop 34
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
66.249.66.61  |Lnited Sates |147.237.72. 166 |akaidf. il Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop
77.125.98.12 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.244.22.103 |Lhited Sates [147.237.77.176|natpash.idf.il [drop Frst packet isn't SN drop
40.77.167.7 Uited Sates [147. 237, 76. 200 |eitan aka i .| " Com NG Engine: TP Invalid finvalid segnent retransnissi on dr op 4
Ret r ansni ssi on Packet dr opped.
113. 247. 235. 106|Chi na 147.237.77. 216 |dover.idf il [Bad TCP sequence mdgitrsaé:“y wth different moni tor |4
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop 4
Sreanming Engine: TCP Invalid i i ssi
133. 130. 54. 151 |Japan 147.237.77. 234 el ag. i i1 o ransn? ssigon ::;\(/:ak]eltd dsreggsga retransmssi on. drop 2
128. 232. 110. 28 LKJ?ir:gegom 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
128. 232. 110. 28 LKTi;gegom 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
128. 232. 110. 28 LKJ?ir:gegom 147.237.77. 216 |dover.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66. 249. 66. 72 | srael 147.237.77. 176 |matpash.i of .il |dr op Frst packet isn't SN drop
128. 232. 110. 28 zi;gegom 147.237.77.227|e.hanaz. i df .i| |Geo-| ocat i on enf or cenent Geo-l ocat i on inbound enf orcenent |drop 2
113. 247. 235. 106 |Chi na 147.237.77. 216 |dover. i df .i Orectory Traversal directory traversal overflow noni t or 2
74.82.47.15 Lhited Sates |[147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
216.218.206. 104|hited Sates [147.237.72.217 |e.idf.il Geo- | ocati on enf or cenent Geo-l ocation inbound enf orcenent |[drop 1
184. 105. 139. 118|lhited Sates [147.237.8.24 |e.lifestyle.idf |Geo-1 ocati on enf or cenent Geo-l ocat i on inbound enf orcenent |drop 1
216.218.206.84 |lhited Sates [147.237.76.199|e. nakchal .idf.il|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
141.212.122. 155|lhited Sates |147.237.8.24 |elifestyle.idf |Geo-1 ocati on enf or cement Geo-l ocation inbound enf orcenent |[drop 1
74.82.47.55 Lhited Sates |[147.237.0.33 |idf.il drop drop 1
216.218. 206. 118|lhited Sates [147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
31.210. 186. 230 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 120|Wnited Sates [147.237.0.34 |tikshuv.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 153|Uhited Sates |147.237.76.38 |e.e.neitav.idf.|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
99. 234. 204. 148 |[Canada 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206.84 |Lhited Sates [147.237.77.179|e.nazi.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 156|Uhited Sates [147.237.8.24 |e.lifestyle.idf |Geo-1 ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
74.82.47.59 Lhited Sates [147.237.77.61 |e.cogat.idf.il |Geo-| ocation enforcenent Geo-l ocation inbound enf orcenent [drop 1
207. 46.13. 77 Lhited Sates [147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 153|Wnited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 42. 26 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |Lhited Sates [147.237.76.38 |e.e neitav.idf.i{SYN Attack SYN -> SYN-ACK -> RST rej ect 1
210.48.190.30 |New Zealand [147.237.77.216|dover.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 154|Wnited Sates |147.237.76.38 |e.e.nmeitav.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 [Lnited Sates |[147.237.77.227|e.hanaz.idf.il |Geo-1 ocati on enfor cenent Geo-l ocat i on inbound enf orcenent |drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 154|Wnited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
75.119.250.84 |canada 147.237.76. 200 |ei tan. aka. i df . | |10° MY of the Same Response Qode (404) in Session from B ock 104
75.119. 250. 84

82.217.137.123 |Netherl ands 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 104

58.61.184.207 |China 147.237.77. 176 [nat pash. i of . i | Mil tipl e Unaut hori zed UR. Access from 58. 61.184. 207 Bl ock 6

45.55. 41. 246 147.237.76.42 |refuah.idf.il Mil ti pl e Unauthorized URL Access from 45, 55. 41. 246 B ock 3
] . . Distributed Uhaut hori zed URL Access on

107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2

58.61.184. 207 |China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/contact.asp Bl ock 1
] . . Distributed Lhaut hori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
’ - . O stributed Unhaut hori zed URL Access on

107.178.194.83 |Lnited Sates |147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

. . Unhknown Paraneter hc_| ocation in

66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i |/ nai v/ gj yus/ general . aspx None 1

195. 154. 227. 118|France 147.237.77.216|dover . i df .i | I11egal HITP \ersion HITH B ock 1

75.119. 250. 84  |Canada 147.237.76.200|ei tan. aka. i df . i| |Too Many 404: Response Code per Session B ock 1

58.61.184.207 [China 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 58. 61. 184. 207 B ock 1

208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/irag/ english/nedia. asp B ock 1
; ; ; Distributed Lhaut hori zed URL Access on

107.178.194.87 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1

. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
66.249. 66. 181 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to

45.55.41. 246 147.237.76.42 [refuah.idf.il refua atal.idf.il/shared usercontrol s/ header upper/ Bl ock !

195. 154. 227. 118|F ance 147.237.77.216|dover. i df . il Miltiple Illegal HITP Version from195. 154. 227. 118 B ock 1

66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
] . . Distributed Lhaut hori zed URL Access on

208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

113. 247, 235. 106 |Chi na 147. 237.77. 216 |dover . i df . i | WL i's Above Root Directory Bl ock 1

wan i df . il /. ./ shared/ user control s/ header upper/

66.249. 75.127 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
] . . Unaut hori zed URL Access to

199. 16. 156. 124 |Wnited Sates |147.237.77.216|dover.i df .il v df i1 /si p_storagel fi1 es/ 6/ si ze220x0/ 9236. ] pg B ock 1

66. 249. 66. 31 | srael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw idf.il/elram B ock 1
] . . Distributed Uhaut hori zed URL Access on

208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . . Unaut hori zed URL Access to

123.125.71. 44 [China 147.237.76.86 [navy.idf.il v navy. i of i 1/si p st orage/ il es/ 3/ si 7e338x0/ 1613, | pg Bl ock 1

68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 68. 180. 228. 175 B ock

58.61.184.207 [China 147.237.77. 176 |mat pash. i df .i|  |PHP Attenpt B ock
; ; ; Distributed Lhaut hori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock

213. 152. 173. 135|Net her | ands 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/site/general.aspx |B ock
] . . -|D stributed Waut hori zed URL Access on

157.55.39. 194 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i vaww chi nuch. aka. i df i1/ 404. htm B ock 1

68.180.230.29 |United Sates [147.237.77.176|matpash.idf.il |2 ometer Type Molation Pagehimin Bl ock 1

WA cogat . i df . il /901-ar/ cogat . aspx
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