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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3386
162. 219. 4. 145 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np All _Net drop 1
51.254.212.184 Uni ted Ki ngdom 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
162. 219. 4. 145 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 25 147.237.77.216|Whited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 76 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
201.172.102. 231(147.237.8.14  [Mexi co e.orchot.idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
155. 94, 254. 143 |147.237.77.205|thited Sates  [prisha.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 72. 166 |Tur key aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
80.82.79.39 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
146.185.250.2  |147.237. 76. 202 g{jz;;”im e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 [147.237.72. 156 aman. i df.il ET SCAN Potential SSH Scan 1
84.117.113. 152 [147.237.77. 205 |Romani a prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |ited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.180.100 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
: e . . header rejection pattern found in .
64.246.165.50 |lnited Sates [147.237.77.233|atal .idf.il Header Rejection r equest noni t or 3
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 2
128.232.110. 28 |United Kingdom|147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
81. 39. 213. 93 Spai n 147.237.77. 216 |dover.idf . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
70.193.19.207 |wnited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
128.232.110. 28 |Wnited Ki ngdom|147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enfor cenent gﬁfolggﬁ;t"”  nbound drop 2
207.46.13.169 |Wiited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 157|hited Sates  |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 54 Whited Sates [147.237.76.176|test. ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
70.193.19.207 |Wnited Sates  [147.237.77. 176 |natpash.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122. 157|wited Sates  [147.237. 76. 202 [e. hal ag. i of .1 Geo- | ocati on enf or cenent ﬁ?;'rggz:nfn I nbound drop 1
46.19.86.71 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
184.20.233.14 |Whited Sates  |147.237. 77. 216 |dover. i df .il drop First packet isn't SN drop 1
141.212.122. 144|tnited Sates  |147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
70.193.19.207 |lhited Sates |147.237.77.176 |natpash.idf.il Bad TCP sequence Invalid sequence nunber noni t or 1
141.212.122. 158|thited Sates  |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.110.184.18 |lsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
46.19.86. 71 I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SAXK retransmt with different oo |1
w ndow scal e
184.105. 247. 239|Uhited Sates  |147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 144|Wited Sates  |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenent gﬁ?olrggi:mo” i nbound drop 1
70.193.19.207 |Wnited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 158|Wited Sates  |147. 237.76. 202 |e. hal ag.i df .i Geo- | ocat i on enf or cenent gﬁfolggﬁ;ton i nbound drop 1
99.137.158.224 |United Sates  [|147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
202.176.147.93 |Thailand 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 145|Wnited Sates  |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
5. 255, 253. 52 R‘Sf:;”ion 147. 237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 159|thited Sates  |147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
} . . D stributed Unhaut hori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216(dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
66. 249. 66. 16 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 2
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
207.46.13.136 |lhited Sates |147.237.77.176 |nmat pash. i df.il Uhaut hori zed URL Access to waw cogat.idf.il/api/getfragnent/ |B ock 1
: ] . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216(dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.75.15  |Israel 147.237.76.42 [refuah.idf.il 147, 237.76. 42/ 938- hel r ef uah. aspx Bl ock 1
. m ny- kosher - kravi . i df , .
199. 115. 117. 117|lhited Sates |147.237.0.17 i Unaut hori zed URL Access to 147.237.0.17/ _asteri sk B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228.112 [Wited Sates (147.237.77.216|dover.idf .i | v i df i 1/ 1415- he/ dover . aspx Bl ock 1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207.46.13.153 |lhited Sates |147.237.77.176 nmat pash. i df il Uhaut hori zed URL Access to ww cogat.idf.il/i/js_inst B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
66.249.78.216 |[lIsrael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1767 B ock 1
199. 115. 117. 117|Wnited Sates [147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0.19/ _asterisk B ock
68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock
. . Unaut hori zed URL Access to
66.249. 66. 183 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1
208.115.111. 73 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228. 112 |Wnited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1133- he/ dover . aspx B ock 1
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
68.180.228.175 |hited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to www mag. i df.il/228-he/faqg. aspx  |Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66. 249. 66. 187 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
: ] . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
128. 232. 110. 29 LK!i“r:gegom 147.237.72.167|i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
] ; . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1379- he/ dover . aspx B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
68. 180. 229. 239 |Lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwn aka.idf.il/prisha B ock 1
66. 249. 66. 191 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
190. 67. 186. 190 |Col onbi a 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
68.180.228. 112 [nited Sates |147.237.77.216|dover. i df.i Paraneter Type Mol ation PageNumin Bl ock 1

wan i df . i |/ 1414- he/ dover . aspx
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