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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3139
79.178. 205. 9 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
79.183.122.211 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnature

Device Action |Count
188. 165. 15. 119 France 147. 237.77. 233 atal .idf.il |28 HITP. AhrefBot crawer Bl ock 1
188. 165. 15. 129 France 147.237.77. 233 atal .idf.il |28 HITP AwrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59. 45. 79. 117 147.237.0.17 |china mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
187, 252, 214. 1581147 237 77. 234 | co bl ag. i df i ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
175.143.53.17 |147.237.0.16 [Milaysia ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
113. 106. 129. 219|147. 237. 76. 39 |Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
64,147 86. 71 147 237 76.30 |Ber muda hivmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
5.28. 185. 236 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
187 252 214 158|147 237 77 74 |vexi co Landi df i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175.143.53.17 |147.237.0.16 [Milaysia ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
166. 63. 125. 149 |147.237.77.179 |Uhited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
73.17. 14. 46 147.237.77. 243 |lhited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 156 |Chi na anan. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
94.159.159. 84 | srael 147.237.72. 166 |aka.i df . i Bad TCP sequence SN retransmt wih different nonitor |24
) ) ) ) T ) q w ndow scal e
123.103.8.184 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
185. 3.146. 221 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
Sreanming Engine: TCP Invalid i i ssi
79.179. 196. 168 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 15
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 64. 182. 33 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
37.26.146.150 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
62.219.137.5 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
. . SYNtAXK retransmt with .
62.219.137.5 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent w ndow scal e noni t or 10
37.26.147.162 |lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence alert
37.26.147.162 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence noni t or
5.29.117. 154 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval id AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
213.151. 32. 163 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. | 8
Ret ransmi ssi on Packet dropped.
5.29.117. 154 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |8
Sreanming Engine: TCP Invalid i i ssi
77.127.3.41 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
192. 116. 48. 187 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
83.130.110.27 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
213.57.143.74 |lIsrael 147.237.0.34 |tikshuv.idf.il  |[SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
207.229. 156. 214|Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 6
83.130.110.27 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
79.177.138.230 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
176.13.8.247  |Israel 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
188. 227. 236. 78 ga:lcisgi':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 6
109. 64. 204. 203 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
109. 64. 204. 203 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |5
46.117.127.226 |Israel 147. 237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 4
2.52.45. 110 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.148.149 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46.117.127.226 |Israel 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence mnitor |4
5.102.254.129 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
80. 246. 136. 237 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.190. 147 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.162 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i SSi
79.182.61.193 | srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. —q ., 3
Ret ransm ssi on Packet dr opped.
49.180.161.64 |Australia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TGP Invalid i i sSi
82.81.0. 175 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46.19. 85. 137 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
89. 134.236.78 |Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
. . . . SYNtAXK retransmt with .
46.117. 127. 226 |l srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
79.182. 150. 180 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.176.25.208 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54. 10, 22 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
. . SYNtAXK retransmt with .
46.117. 127. 226 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
79.177.21.232  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
46.117.127.226 |Israel 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Invalid ACK nunber alert
2.54.15.219 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
149. 88.66. 161 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaming Engine: TCP Invalid i i ssi
79.181.154.92 | srael 147.237. 72. 166 |aka i df .1 9 59 Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.181.138.74 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 48
79.181.138.74 | srael 147.237.0.19 |nadimatal .idf.il [0 My of the Sane Response Code (404) in Session from Block |31
79.181. 138. 74
213.151.32.163 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode Bl ock 17
176.228.212. 22 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 176.228. 212. 22 B ock
212.235.16.21 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 1 Bl ock
176.228.188.9 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
: . ] ] D stributed Uhauthori zed URL Access on
207.46.13.169 |[Wnited Sates [147.237.76. 147 |chi nuch. aka. i df.il it chi nuch. aka. i df i 1 /404 htm B ock 2
109. 64. 204. 203 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
2.52.137.174 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock
m ny- kosher - kr avi i i
46. 120. 46. 55 | srael 147. 237. 0. 17 _ ny . Par anet er Type \/1 QI all_on ct | 00$Cont en_tP_l acel—bl_dgr 1$t xt AreaRenarks in B ock 2
idflil mny-kosher-kravi .idf.il/tenpl ates/trai ning/traini ng. aspx
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bock 2
] . . D stributed Uhauthori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
93.173.36.7 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None |2
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
] . . D stributed ULhauthori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bock |2
79.182.70.126 |[Israel 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 47 Headers Bl ock 1
69.30.244.186 |Lhited Sates [147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 1
46. 19. 86. 87 I srael 147.237.77.216|dover.i df .i | Paraneter Type Mol ation SearchText in wwyidf.il/1065 he/dover.aspx  |B ock 1
122.224.8.111 |China 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to v i df . il/ckfinder Bock |1
79.182.70.126 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qbde Character in Header Val ue from79.182.70.126 |B ock 1
2.54.149. 79 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to wa atal .idf.il/xnirpc. php Bl ock 1
95. 86. 90. 222 I srael 147.237.77.216|dover . i df .i | Distributed Unauthori zed URL Access on vwwvidf.il/https: /v idf.il/ Bl ock 1
. . Ill1egal Byte Qode Character in Query String APURAYSARAELf Ate] [#24]]
79.182.70.126 [Israel 147.237.72. 166 |aka. i df . i | on [ [ #28]] t AcbAuad—j x?hx° (% AEA? A Bock |1
185. 35. 62. 11 Sntzerland  [147.237.76. 147 |chi nuch. aka. i df .i| |Uhauthorized URL Access to 147.237.76. 147/ Bl ock 1
84.108.13.232 |[lIsrael 147.237.72. 166 |[aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
157. 55. 39. 18 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt Bl ock 1
79.182.70.126 |lIsrael 147.237.72. 166 |[aka. i df . i | Mil tiple Malformed URL from 79.182. 70. 126 Bl ock 1
Mal for med URL 8t xeAl {{ x?A+a€Z8€™h (P axa (A A»; A—
x+meA A- Ag1zx”. EceAY[ [ #5] ] &A€“Al i y[ [#27]]rk) O, A»A3% sxf
79.182.70.126 |Israel 147.237.72. 166 |aka. i df . i | [[#16] ] A¥a2* 1x¥a€za€"a€f A A [ [ #5] | aOA? AGASA™A >vA'] &€ Bl ock 1
1gAexhAraxe' A [ [ #8]] &€?j aEct [ [ #25] ] APx8AY[ [#25] ] { A | [[#2]] AceAce
[[#4]][[#15]] r &€Y [ #23] ] sd0x2 X" x?+A€"4€8} gj A 4€°j [ [ #26] ] O; SETAY,
213. 8. 204. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.44.138.171 | sr ael 147.237.72. 166 [aka. i df . i | viw aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
89. 38. 150. 47 Rormani a 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to v i df.i|/wp-si gnup. php Bl ock 1
Illegal Byte (ode Character in Header Nane ; Ae
[[#1]] cAYA?ALAY[ [ #24] ] A8A%A° % [ #5] ] A3 APNAYATAR [ [ #7]] Ace
[[#6]]>J[[#2]] At5A AAYAJ [ #5]] AThf A®w] [ #17] ] AYAURT [ #17] ] 2A—
. . =hwW ! A™n) | Aol AT [#29] ] A'AVAa [ #26] ] NYAYBA...[ [ #2711 [ [#22]1} A
79.182.70.126 [Israel 147.237.72. 166 |aka. i df . i | § AT NOSA [ [#20]] AR AGEYA! AL/ [ [#19]] A2, i Ae Bock |1
Aj Rz xt> A- A2A" @A - [ [ #4] ] Al 8A° 99KAYA¥M A- AYAfA«AAtAce
[[#17]]1$[[#31]] A—9r AY&ankA AA A, 1#A . AeAuAYAVAL ATA, eA-AAL
A t[[#29] ] TAA-AR[ [ #30]] A
Kor ea, . . . Unknown Paraneter | in
203.133. 168. 167 Republ i ¢ of 147.237.76. 147 chi nuch. aka. i df . i | wan chi nuch. aka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
. . Unknown HTTP Request Met hod AAce] "AcAZ[[#12]]U in URL 8t xe
79.182.70.126 |l srael 147.237.72. 166 |aka. i df . i | Ao { { x2ALBEZE™N(R axatH Ao Bock |1
69.30.244.186 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php Bl ock 1
183.91.14.219 [Vietnam 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ Bl ock 1
128. 232. 110. 29 E?';gegom 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147. 237.76. 31/ Bl ock 1
79.182.70.126 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 79.182. 70. 126 Bl ock 1
2.54.183.85 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
95.108. 132. 178 RJsls;;ni on 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw mag. i df.il/sip_storage/fil es/8/638. pdf |B ock 1
Illegal Byte Code Character in URL 8t xeAl{{x?A+A€Z8€™
he axa(/f A»; A—x+meA A- Aj1zx". EceAY[ [ #5] | &A€"
. . A y[[#27]1]11k) O A>A5% sxf[ [ #16] ] Ava2a* 1x¥a€7a€"a€”
79.182.70.126 [Israel 147.237.72. 166 |aka. i df . i | FASA [ [ #5] ] a0/ AGASAMA SvA'] a€1 gAoxhAzaxe’ A [ [#8] ] 4€7] a€ Bock |1
¢t [ [#25] ] APxSAY[ [#25] 1 { A | [ [#2]] AccRoe] [ #4]] [ [ #15] ] r €Y [ #23] ] sd0x2 x”
QU x?+A€75€8} gj A a€°| [ [ #26] ] O; SETAY,
} . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bock |1
79.181.138.74 [Israel 147.237.0.19 |[madimatal .idf.il |[Too Many 404: Response Code per Session Bl ock 1
185. 35. 62. 11 Sitzerland  |147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bock |1
84.108. 45. 38 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.70.126 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 79. 182. 70. 126 Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bock |1
] . . . D stributed ULhauthori zed URL Access on
157.55.39. 194 |Uited Sates [147.237.76.147|chi nuch. aka.idf .il e chi nuch. aka, i df i 1/404. htm B ock 1
79.182.70.126 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Header Line from 79.182.70. 126 Bl ock 1
213.57.209. 63 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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