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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3701
66. 249. 66. 78 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 361
75.83. 0. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
80. 246. 133. 98 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 13
109. 66. 15. 246 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
210. 165. 197. 41 Japan 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
115. 239. 228. 8 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack _Con Htp drop 2

52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
213.57. 207. 33 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

80. 246. 133. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
71.7.155. 33 Canada 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 81 147.237.76.30 |Lhited Sates  |himush.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72.166|Wited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.66.81  |147.237.72.166|Wiited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
123. 202, 245. 235|147, 237.8.28 |Hong Kong o robi | e ks i df i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82. 79. 39 147. 237.76. 38 |Netherl ands eemeitav.idf.il |ET SCAN Potential SSH Scan 1
220.231. 195. 122|147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
58.253.96.122 [147.237.8.27 |[China enadimatal .idf.i [ET SCAN NVAP -sS w ndow 4096 1
187.161. 144. 19 [147.237.72.14 |Mexi co dover.idf.il (ol d) ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
171. 232.56. 108 [147.237.76. 199 |M et nam e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
171.232.56. 108 |147.237.76.34 [\ etnam yohal an. i df . il ET SCAN Potential SSH Scan 1
171.232. 56. 108 |147.237.0.15 [\ etnam kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
08.119.105. 221 |147.237.77.19 |Uhited Sates [lawforumidf.il |ET SCAN NVAP -sS wi ndow 3072 1
73.17.14. 46 147.237.77.234|tnited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122[147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61 78 147 27 |147 237 76 31 |KOr€a Republic | . .o ET SI:AN Behavi oral Uusual |y fast i nbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
187 161, 144. 19 |147. 237 72. 156 Ivexi co avanidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.253.96.122 |147.237.8.27 |China e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 3072 1
183. 82. 106. 200 |147.237.0.15 |india kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
171. 232. 56. 108 |147.237.76. 44 [\ et nam erefuah.idf.il ET SCAN Potential SSH Scan 1
171. 232.56. 108 [147.237.0.35 |V etnam akavs. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.176.14.108 |Israel 147. 237.72. 167 |i shuri maka. i df . i Ret 1 ansm ssi on Packet dr opped. drop 60
31.168. 155. 160 |Israel 147, 237, 76. 200 |eitan. aka. i of i1 || S@M NG Engine: TCP Invalid invalid segnent retransmssion drop 54
Ret ransn ssi on Packet dr opped.
46. 116. 134. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
80.178.157.42 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 29
37.26. 147. 192 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 28
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 27
37.26.146. 207 |lsrael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 22
46. 19. 86. 227 I srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
80. 246.133.98 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
79.179. 196. 168 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
79. 182. 36. 32 I 'srael 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber alert 19
37.26.147.192 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 18
176. 13. 16. 51 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 16
2.52.21.132 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 16
176.13.0. 64 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 15
85.65.192.220 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 15
79.182. 115. 159 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14
176.13. 16. 51 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 14
89.138.125.80 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 13
109. 65. 160. 242 |[Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.136. 70 I'srael 147,237, 77, 243 |mbi e i i1 | €M NG Bngine: TCP Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
62.219.129. 116 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
85. 250. 25. 231 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 65. 163.58 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber aert 12
77.127.89.188 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
176.13.16.51 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.117.127.226 |Israel 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence noni t or 12
109. 67. 4. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
31.154. 254. 160 |[lsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber alert 11
109. 66. 104. 4 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
79.177.119. 213 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
79.183.35.229 [Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber alert 11
109. 65. 160. 242 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber aert 11
83.130.110.27 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 10
83.130.110.27 [Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 10
176.13. 11. 60 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 10
72.66.110. 50 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
188. 128. 122. 114 gz::;”i o 147.237.72. 166 |aka. i df .1 ‘;I ?Zr:sr:g Slir:gcl):e: TP Invalid Lif;tdds}efgggfi retransmssi on. drop 9
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
185. 120. 126. 51 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
2.52.21.132 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
109. 67. 251. 36 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 9
87.68. 76. 236 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 9
79.177.119. 213 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 8
46.117.127.226 |[Israel 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invali d ACK nunber noni t or 8
75. 83. 0. 145 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
213.57.128.150 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
85. 250. 113. 166 |l srael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 8
188. 120. 148. 197|l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval id ACK nunber noni t or 8
46.117.127.226 |Israel 147. 237. 72. 167 |i shuri maka. i df . i |dr op First packet isn't SWN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
213. 8. 204. 61 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 90
176.228.212.22 |Israel 147.237.72. 166 |aka. i df . i | m“;f: riid?.aidl /'\'ﬁ;ihnc;dgi%; i\tsh;grl cati onservi ce. asn! get at huser Bock |12
176.228.212. 22 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 176. 228, 212. 22 B ock 7
109. 253. 222. 122|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
79. 179. 99. 94 I srael 147.237.76.86 |[navy.idf.il PHP At t enpt Bl ock 5
79.179. 99. 94 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 5
46. 19. 85. 143 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
2.54.21. 144 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
2.54.136. 70 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.120. 255. 68 | sr ael 147.237.72. 166 aka. i df . i | V\ux;x;a\lzu;?gi Id?.eidl /'\I:;ihncjcéi E/):-Is-; Su\tsh;riri cat i onser vi ce. asnx/ get aut huser B ock 2
80. 246. 136. 126 |[lIsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.159. 155 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 204. 203|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover . i df . i | D stri buted 1%";;}2;;5?&%&??:&” Bock |2
40.77.167. 1 Lhited Sates |147.237.76.147|chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m|B ock 2
207.46.13.169 |Wited Sates [147.237.76.147|chi nuch. aka. i df.i|Dstributed Uaut hori zed LRL Access on waw chi nuch. aka. i df . i/404. ht m|B ock 2
46. 19. 85. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.182. 165. 131 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5.22.131. 166 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
149.78.35. 253 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.177.32.232  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
213.151. 34. 215 | srael 147.237.77.233|atal .idf . il ﬂ?”tzg;’”;eg?;: ;fscte(frsaée‘;fi es/ 712227, g Bock |1
95. 86. 83. 156 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n B ock
85. 64. 9. 102 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None
185. 35. 62. 11 S t zerl and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock
31.168. 155. 160 |Israel 147.237.76. 200 |ei t an. aka. i df . i | m”;‘”faga;s;ﬁt;r. . /'t”enpl at 65/ opcont act us/ goveapt chai mage. axd None 1
176.13.11. 175 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
2.54. 46. 202 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None
Unknown Par anet er
109. 160. 208. 189]l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! aceHbl der $enai | Updat e$r pt Enai | Subj ectsLi s |None 1
t $ct | 01$chEmai | Subj ect in wwwv aka. i df.il/mai n/ gi yus/ fag. aspx
68.180. 228. 112 |[Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/newsite/ hebrew 0303-1.stm B ock 1
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df .i b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Bock |1
92.53.113. 89 gcsj:;:ﬂ on 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/wp-admin/ B ock 1
54. 210. 8. 50 LUhited Sates |147.237.76.200(ei tan. aka. i df.il |Wauthorized LRL Access to waw eitan. aka.idf.il/wp-1ogin. php Bl ock 1
46. 19. 85. 94 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
185. 3. 144. 84 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79. 183. 146. 227 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
79.177.119. 213 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
5.22.134. 103 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS At ack None 1
149. 88. 66. 161 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66.249. 66. 183 I srael 147.237.72. 166 |aka. i df . i | i;t rzi;;‘ftfzc.‘ 1%26/‘“;;;0;; ;efu;%exfzf.sazgx Bock |1
107.178.194.79 |Uhited Sates |147.237. 77. 216 |dover . i df . i | 111 1155, 25636 nel dover. s Bock |1
85. 64. 241. 40 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
54.153.32.246 |[Wnited Sates |147.237.77.170|maarachot.idf.il| [Wauthorized URL Access to 147.237.77.170/ B ock 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df .i b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Bock |1
31.168. 239. 231 |[lIsrael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. idf.il/https:/ww anman.idf.il/ B ock 1
176.13.16.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 186. 183. 134|I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147. 237. 77. 233/ 1136- he/ at al . aspx B ock 1
69.58.178.56  |Lnited Sates |147.237.77.216|dover. i df.i mult gfo_ri'lzli‘:]at’:a/ﬁ‘;gfign:rool of header upper | Bl ock 1
54.210. 8. 207 Lhited Sates |[147.237.76. 147 |chi nuch. aka. i df . i|Dstributed PHP Attenpt B ock 1
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