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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3311
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2

172. 58. 169. 154 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
123.194. 2. 31 Tai wan 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1

31.223. 182. 67 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
123.194.2. 31 Tai wan 147.237.76. 44 e.refuah.idf.il |B ock Wp Al _Nets drop 1

70.199. 116. 226 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
72.38.11. 210 Canada 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Addr ess|Attacker O)untry|Tar get Address |Site |S gnature
108. 19. 46. 6 Lhited Sates 147.237.76. 42 |ref uah. i df . i |16798: HITP. G\U Bash HTTP Header Renote Code Execution Vul nerability [B ock
151.80.31. 137 |[italy 147.237.0.34 |tikshuv.idf. 28 HITP. AnrefBot craw er B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 61 147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77.19 |China lawforumidf.il |ET SCAN Potential SSH Scan 1
212.179. 177. 148|147. 237. 72. 167 || srael ishurimakaidf.ilm'APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.76. 44 |China erefuahidf.il |ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.8.28 |China e.nobi | e-ks.idf .il|[ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.72.14 |Netherlands dover.idf.il (ol d) |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 200 [China ndu.idf il ET SCAN Potential SSH Scan 1
80. 82. 79. 39 147.237.76.38 |[Netherl ands eeneitav.idi.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.121|China e.navy.idf.il ET SCAN Potential SSH Scan 1
213.244. 119. 251(147. 237. 77. 216 (';ajcis;iig;a” Territory, over. i . i1 portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.0.35 |Lhited Sates akavs. i df .i | ET SCAN NVAP -sS w ndow 3072 1
59. 45, 79. 117 147. 237. 76. 147 [Chi na chinuch. aka.idf .il|ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 196 |Sweden e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237.76. 44 |China erefuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.14 |China ecorchot.idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 114 |147.237. 77. 176 |krai ne mat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 34 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
73.17.14. 46 147.237.77. 205 |thited Sates prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237. 77. 227 |Chi na e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 170 |Chi na naarachot.idf.il1 |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ dte

‘Signature

SYNretransmt wth different w ndow

109. 66. 59. 175 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence scal e noni t or 653
185. 120. 126. 58 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 46
89.139. 187. 214 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence i;;e”a”s”“ with different wndow| o ivor  |3g
80.178.157.42 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 37
31.168. 155. 160 |israel 147, 237. 76. 200 e tan. aka i of || S NG Engine: TCP Inval i d nvalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 30
79.182. 36. 32 I srael 147.237.72. 156 |anan.i df .i Bad TCP sequence noni t or 30
185. 120. 126. 58 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 24
79.182. 36. 32 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 22
79.182. 36. 32 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Invalid ACK nunber alert 21
84.110.35.21 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 18
85. 250. 25. 231 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
85. 250. 123. 104 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence nmoni t or 18
84.110.35.21 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber alert 18
109. 160. 208. 189|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 17
79.178.36.240 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 17
79.177.108.25 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
95. 86. 110. 15 I srael 147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 16
79.182.36.32  [Israel 147.237.72.156 |anan.idf i1 |Bad TOP sequence ?C(Z;e“ansm wth different window) o ior |16
84.109.31.84  [Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence ig;e”ansm't with different wndow| oivor |16
176.12.148. 155 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 16
109. 65. 163. 58 |l srael 147.237.72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 15
31.168.220. 131 |[Israel 147.237. 72. 156 |anan. i df .il Bad TCP sequence noni t or 15
79.183.35.229 |[lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence nmoni t or 15
95. 86. 110. 15 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber alert 15
31.154. 254. 160 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 14
109. 186. 172. 12 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 14
80. 12. 43. 87 France 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 14
66.249.81.212 |lLited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 13
85. 250. 123. 104 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber aert 13
31. 154. 254. 160 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 13
77.127.126. 56 | srael 147.237. 72. 156 |anan. i df .il Bad TCP sequence Invalid ACK nunber noni t or 13
79.181.209.39 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
109. 186. 172. 12 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber alert 13
185. 3. 146. 249 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
80. 12. 43. 87 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
89.138.125.80 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 13
109. 65. 187. 177 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
79.181.209.39 [ srael 147.237.72.166 |aka idf.il  |Bad TOP sequence ?C(Z;e“ansm with different wndow) oivor  [12
109. 64. 25. 67 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
77.127.89.188 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
46.117.63.243  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
77.127.126.56  |Israel 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber alert 12
109. 65. 160. 242 |l srael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 12
46. 116. 134. 250 |l srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 12
79.179. 196. 168 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
84.109. 31. 84 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 12
79.177.202. 109 |[Israel 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 12
109. 67. 4. 65 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
31.154.161.55 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 267
31.154.161.55 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 175
2.54.35.11 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 66
2.54.35.11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
31.154.161.55 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 27
213. 8. 204. 61 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 12
94.159.141.31 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 64. 25. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
. . . Unaut hori zed URL Access to
87.142.239.82 |lsrael 147.237.77.243|mobi | e. i df . ] obi | e. i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bock |3
176. 12. 160. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
85. 144. 155. 243 |Netherlands |[147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock
85. 144. 155. 243 [Netherlands [147.237.77.216|dover.idf.i | D stributed Lhaut hori zed LRL Access on www i df . il /xnirpc. php Bl ock
] . . . D stributed Lhaut hori zed URL Access on
157.55.39. 194 |lhited Sates [147.237.76. 147|chi nuch. aka. i df . il ot chi nuch. aka, i dff i 1/404. htm Bl ock 2
185. 32. 179. 204 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
40.77.167. 19 Whited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
85.130.183.22 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
17.138.57. 96 Lhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/list5 htm B ock 1
79.179. 146. 223 |[Israel 147.237.77.74 |lawidf.il Ostributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover. i df . il 147, 237. 77, 216/ 1133- 20140- he/ i df gdover . aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
89. 139. 187. 214 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css B ock 1
46.19. 86. 13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
. . S Untraceabl e Gonnection - Protocol violation
79.182.11.221 |Israel 147.237.77. 216 |dover . i df .i | (SSL_OONN LI ENT FELLO) None 1
37.142.217.69 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
149.88.78.201 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00Scphii nSephSachar $ct1 09 in None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
68.180. 230. 244 |[Wnited Sates [147.237.77.233|atal .idf.il D stributed Uhauthorized URL Access on 147.237.77. 233/ robots. txt |Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
54. 153. 33. 233 Lhited Sates |147.237.76.39 |nobile neitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ B ock 1
. . Unaut hori zed URL Access to
41.141.92.129 |Morocco 147.237.77.216|dover . i df .i | wiw i df i 1/ engl i shi rk=0/ r s=wyOnxmur 2zkj hef ni t uof znbgea- Bl ock 1
79.179. 146. 223 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw rmag. i df.il/xmrpc. php Bl ock 1
176.13.0. 231 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/val tam B ock 1
109. 67.115.55  |Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
93.172.167.204 |[Israel 147.237.0.34 |tikshuv.idf.il Ostributed PHP A tenpt B ock 1
. . Paraneter Type M ol ation SearchText in
46. 19. 86. 96 I sr ael 147.237.77. 216 |dover. i df . il v i df i 1/1065- he/ dover . aspx Bl ock 1
83.130.113. 213 [lIsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwidf.il/ B ock 1
] . . Unaut hori zed URL Access to
157. 55. 39. 33 Lhited Sates |147.237.77.74 |lawidf.il vwe | aw i o i|/si p storage fil es/ 8 638, p Bl ock 1
79.176. 180. 152 |l srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
m ny- kosher - kravi . i i i * i
46. 19, 85. 109 l'srael 147, 237.0. 17 IT)/ osnhe a Il1legal Paranet er Encoph ng I'bj gOU (1eM Kt r _O_f 2MipUf ) InJWWex& i n None 1
df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
Unknown Par anet er
79.179. 230. 140 [Israel 147.237.72. 166 |aka. i df . i | ct100%$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unaut hori zed URL Access to
176.13.13.173  |lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V sachar/ tfasi m aspx. Bl ock 1
66.249.66. 132 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
109. 160. 208. 189|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
93.172.167.204 |[Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to ww ti kshuv. idf.il/xnrpc. php B ock 1
. . Unaut hori zed Met hod PCST for
46.117.237.229 |Israel 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ rai ry sachar/ r egj st rat i onwi zar d st epd. aspx Bl ock 1
37.212.245.110 [Belarus 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 1
212.179.163.75 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTI ONS for waw aka. i df . i | / mai n/ sachar/ B ock 1
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