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Top Attackers

M dover.idf.il

Meitan aka. idf.il

M aka.idf.il

M anan.idf.il

M hal ag.idf.il

M nadimatal .idf.il

[ ishurimaka.idf.i

M nobile.idf.il
refuah.idf.il

M navy.idf.il

M 167. 114. 156. 16
79. 180. 0. 150
I 46. 120. 216. 177

185. 120. 126. 58
Il 54. 196. 207. 116
M 54. 159. 63. 231
[ 213.57.135. 42
M 2.52.167. 20

66. 249. 66. 39
W 41.33.231.90




|Top Attackers | n DDoS- Def ence |

12-16-2015-18:04:08 to 12-16-2015-19:04:08

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3590
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack f orward 572
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack dr op 486
54.196. 207. 116 Lhited Sates 147.237.77.216 dover.idf.il |HTTP Page F ood Attack f orward 29
54. 196. 207. 116 Lhited Sates 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 28
54.159. 63. 231 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 23
54.159. 63. 231 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 22
54.83. 98. 217 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack f orward 7
54.197.86. 71 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 6
107.22.127. 154 Lhited Sates 147.237.77.216 dover.idf.il |HTTP Page F ood Attack f orward 5
107. 20. 119. 96 Lhited Sates 147.237.77. 216 dover.idf.il |HTTP Page F ood Attack f orward 3

54. 83. 98. 217 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 3

54. 145. 63. 46 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
54.234.76.114 Lhited Sates 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack f orward 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
79.181. 26. 181 I srael 147.237.77. 216 dover.idf.il |C008: HITP. Xenu User Agent B ock 1
109. 64. 33. 218 I srael 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

|Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109. 64. 136. 94  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
104. 152.190. 84 [147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
84.94. 170. 23 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
73.17.14. 46 147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
73.17.14. 46 147.237.77. 178 |Lnited Sates e. mat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
167.114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stri buted Portscan 1
37.26.148.225 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
141. 105. 160. 161|147, 237. 72. 166 |Satel lite Provi der aka.idf.il portscan: TCP D stributed Portscan 1
123.196. 116. 11 |147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
123.196. 116. 11 |147.237.0.200 |Chi na . i df il ET SCAN Potential SSH Scan 1
104. 152. 190. 84 (147.237.0.35 |Wnited Sates akaws. i df il ET SCAN Potential VNC Scan 5900- 5920 1
93.172. 140. 240 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
82.102.253.52 |147.237.77. 216 chis;ii;ijan Territory: | sover. i df. il portscan: TCP Distributed Portscan 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
73.17.14. 46 147.237.77. 226 |Lhited Sates wan charmat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
192. 162. 100. 148(147. 237. 0. 34  |Russi an Federation tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
60.177.195. 87  |147.237.76.38 |China e.e.neitav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
27.8.249. 165 147.237. 76. 44 |China e.refuah.idf.il ET SOAN Behavi oral Lhusual 1y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
123.196. 116. 11 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
123.196. 116. 11 [147.237.76.30 |China hi nush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79. 180. 0. 150 I srael 147. 237.76. 200 |ei tan. aka. i df . il S dro 351
Ret ransni ssi on Packet dr opped. P

185. 120. 126. 58 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 54

213.57.135.42 |lIsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 40
Sreanming Engine: TCP Invalid i i ssi

66.249.66.39  |Uited Sates |147.237.77. 234|hal ag.iof i 9 =g Inval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

46.19.85.9 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 26

185. 120. 126. 58 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 26

192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21

84. 94. 38. 200 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 20

107. 167. 108. 129|Whited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19

207.241.226.40 |Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 17

172.56.15. 246 |lhited Sates |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 17
Sreanmng Engine: TCP Invalid i i ssi

185. 27. 105. 185 |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.

213.57.140. 129 |[lsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
Sreanming Engine: TCP Invalid i i ssi

66.249.66.45  |Uited Sates |147.237.77. 234 |hal ag.iof i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.

37.26. 146. 252 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 12

79.183. 202. 108 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12

94.230. 86. 147 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 11
Sreaning Engine: TCP Invalid i i ssi

46.120. 216. 177 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 10
Ret r ansm ssi on Packet dropped.

84.94. 38. 200 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 10

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

91.201.242. 130 |lkraine 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 10

2.52.167. 20 I srael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

91.201.242. 130 |lkraine 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10

2.52.167.20 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 8

2.52.167.20 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence I'nval i d sequence nuniber noni t or 8

84.228.87.186 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8

54. 145. 63. 46 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7

2.52.167. 20 I srael 147.237.72. 156 |anan. i df .i SYN At ack rej ect 7

46. 116. 160. 8 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi

37.26.149.134 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.183.137. 150 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

93.172. 140. 240 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

5.102. 254.103  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

46.19.85.161  |Israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

109. 67. 160. 242 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

46.120. 44.219 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

149. 78. 96. 53 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

37.26.146.201 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

46. 116. 160. 8 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi

37.26.147.226 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

130. 207. 203. 56 |Uhited Sates |147.237.76.199e. nakchal .idf.il |Geo-| ocati on enf or cenent Geo-l ocati on inbound enf orcenent [drop 6

176.13. 1. 230 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

2.52.167. 20 I srael 147.237.72. 156 |anan. i df .i Bad TCP sequence Invalid AGK nunber aert 5

46. 19. 85. 245 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 5

54.234.76.114 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5

84.228.26.102 |Israel 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

213.8.204. 60 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 5

172.56.15.246 |Wnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINWAK retransmt wih different | oo |s

W ndow scal e
46. 19. 85. 245 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.120. 216. 177 |[Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 222
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 27
79. 180. 0. 150 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 13
59.40.119. 109  |Chi na 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 59. 40. 119. 109 Bl ock 4
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 4
176. 13. 20. 40 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 4
46. 19. 86. 207 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 4
2.52.16. 148 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.54. 151 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 120. 92. 36 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176. 13. 4. 145 I srael 147.237.77.243|nobi l e. i df . i | Ml tipl e Unaut hori zed URL Access from 176. 13. 4. 145 B ock 3
94.230. 86. 147 [Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
204.13.200. 200 [United Sates|147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:%;;?&%&?22;” Hock |2
59.40.119.109 [China 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 2
107.178.194. 87 |Uhited States|147. 237. 77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aue Bock |2
149.78.171.86 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
66. 249. 66. 16 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
37.26.146.193 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock
176.13.4.145  [Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt 2 ci’rd'leie?/ lc";egpgrcyisem O e/ 1 st chi | cdocument s/ 1432 Bock |2
NLL Cnaracter in Header Mame at A/ AGER VACAR:
79.182.70.126 | srael 147.237.72. 166 |aka. i df . i | ?ﬁigﬁgﬂ??ﬁ%iﬁ;;ﬁg g%é;ﬁ%ﬁéi%()' 75 AA B ack 1
[[#21]] A2A, [ [ #5] | BAXAAYAE
109. 160. 243. 152]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
46. 19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/nai n/sachar/tfasi maspx. B ock 1
79.181.128.195 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.126.40.222 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
46. 19. 85. 25 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87. 68. 82. 245 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
176.12. 138. 251 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
5. 29. 66. 60 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
79.183. 147. 149 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
79.182.70.126 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
46. 116. 160. 8 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178.187.10 | srael 147.237.72.166 |aka. i df . i | \Twarwagfaeir f?f,?az)r']/\iaghaalr'lfggi'sfr i onwi zar e ster . aspx None 1
212. 150. 245. 250|l srael 147.237.77. 170 |maar achot . i df . i | |Unhaut horized URL Access to naarachot.idf.il/pdf/files/8/ 109978. pdf B ock 1
46. 19. 85. 105 | srael 147.237.77.216|dover . i df . i | Unknown HTTP Request Method 1f05rb in URL B ock 1
89.139.182. 189 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
37.26.148.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
84.109. 18. 75 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249. 64.200 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/giyus/asp/ giyus. asp B ock 1
176.13.5. 193 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
149. 78. 110. 220 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/wan tikshuv.idf.il B ock 1
2.54.19.121 | srael 147.237.72.166 [aka. i df . i | V\Lhmxl:zngkmg. ipc?fr.ainle/t:a:j r::/aéilfusllnnai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
79.182.70.126 |Israel 147.237.72. 166 |aka. i df . i | NLLL Character in Method A [[#30]] As[[#3]]1[[#1]] B ock 1
46.121.211. 67 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
46.19. 86. 114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
95.12.112. 96 Tur key 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in v aka.idf.il/iturindasp/ dipl ona. asp None 1
79.181. 149. 146 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
79.113.56.149 |Ronmani a 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
208.184.112.74 |United Sates|147.237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:2;2?%%&?22;” Hock |1
46.19. 85. 54 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
88. 80. 197. 74 Ger many 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock 1
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