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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3304
46. 19. 86. 156 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
212.179.146. 174 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
5.29.0.116 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
212.179. 177. 148 | srael 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

198. 20. 69. 98 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il Bl ock_Ulp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1

149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|S'te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.93.123  |147.237.77.233|lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
213.151.53.59  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
192. 162. 100. 148|147, 237, 77. 178 |SSI " e. nat pash. i df .| ET SGAN Behavi or al Unusu.al ly fast Termnal Server Traffic, 1
Federation Potential Scan or Infection
104. 131. 161. 230|147, 237. 77. 216 |Lhi ted Sates dover . idf.il portscan: TCQP D stributed Portscan 1
82. 81. 163. 6 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TGP D stributed Portscan 1
193. 105. 134. 220(147. 237.8.28  |Sweden e.nobi | e-ks.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 166. 239 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236. 114 |147.237.8.27 |lkraine e.madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
77.127.23.74  |israel 147, 237 76. 200 |ei tan. aka i of i1 | €A NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 924
Ret r ansni ssi on Packet dropped.
84.94. 38. 200 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 60
185. 120. 126. 58 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 48
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
80. 246. 133. 216 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |35
84. 94. 38. 200 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 30
185. 120. 126. 58 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 24
84.228. 144. 160 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dropped.
207.241.226.40 |wited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 16
2.52.168. 1 I st ael 147.237.76.31 [nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 15
2.54.33.26 I sr ael 147. 237. 72. 166 |aka.i dof .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 208 | sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
66.249.93.123 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SYN drop 12
104. 131. 161. 230|Wnited Sates |147.237.77.176 |natpash.idf.il  |drop First packet isn't SN drop 12
2.54.190. 218 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
93. 114.64. 76 Ronani a 147.237.77. 176 |nat pash.i df .i | drop SAMrul e drop 12
2.52.168. 1 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
46.19. 86. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
79.183.1.111  [Israel 147.237.77. 170 |nsarachot.. i df . i1 |[Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different monitor |9
79.179.6.207  |israel 147.237.77. 243 |moti e ior. i1 | SAMNG Engine: TP Invalid - invalid segnent retransnissi on. dr op 9
Ret r ansni ssi on Packet dropped.
46.19. 86. 50 I'srael 147. 237.72. 166 |aka. i f . Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |9
46.19. 85. 128 I sr ael 147.237.77. 233 |atal .idf il Bad TCP sequence Invali d ACK nunber noni t or 8
46. 19. 86. 235 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 8
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
46.19. 85. 117 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 8
2.52.168.1 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 7
46.19. 85. 231 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7
2.52.168.1 I sr ael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invali d ACK nunber alert 7
2.52.168.1 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 86. 208 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7
5. 102. 254. 220 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 7
46.120. 203. 171 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 6
2.54.190. 218 I 'srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 218 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or 6
37.26.149.182 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 6
46. 120. 203. 171 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.190. 218 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
2.52.168.1 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack rej ect 6
37.26.149.182 |israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.86.206  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid Jinvlid segnent retransission drop 6
Ret r ansni ssi on Packet dropped.
2.52.168.1 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
77.125.77.140 |israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
82. 80. 56. 70 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
192.114. 91. 230 |Israel 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
79.179.210.3  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
2.54.190. 218 I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invalid ACK nunber alert 6
37.26.148. 147 |lsrael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 218 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 231 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
77.127.23.74  |lsrael 147.237.76.200|ei tan. aka. i df . i | [Too Many of the Same Response Code (404) in Session from77.127.23.74 Bl ock 202
37.26.146. 166 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
37.26.148.212 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 84
37.26.146. 166 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 67
37.26.148.212 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 61
80. 246. 136. 170 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 15
80. 246. 136. 238 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
37.26.149. 211 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
107.178.194. 79 [ & 147.237.77. 216 |dover . i df . i | D stri buted 1?;;};;25?&%@??&2“ HBock |2
5.102.214.196 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
91.143.80.201 |Gernany  |147.237.77.216|dover. i df .|| D stri uted lT:;f:gg;g?ﬂeﬁvﬁc_f;pﬁ” Bock |2
66.249. 66.25 |lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/error. htm B ock 2
Uhaut hori zed URL Access to
213.151.36.98 |[lIsrael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/sip_storagel fil es/ 6/ 67906. pdf &a=u&ed=0ahukew w8r gni- dj |Bl ock 2
ahwl sr okhyzkdn4qgf ggnmai &usg=af gj cnei i w33nxnmkwBydgyqgbzbgeew
2.54.177.19 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.3.235 I srael 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
93.172.43.57 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.75.15 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9066- he/ r ef uah. aspx B ock 1
217.132.33. 202 [I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19.86.149 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.65.94.215 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
132. 66. 236. 210 |I srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
77.127.235. 120 [I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df . i |/ navy/ B ock 1
5.29.164.192 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
89.139. 16. 252 |[Israel 147.237.77. 176 |nat pash. i df . i|  |Unaut hori zed UR. Access to www cogat.idf.il/894-ar B ock 1
46.120. 209. 211 |I srael 147.237.76.42 |refuah.idf.il ?45; r2i3b7u_tfg ng:gg%r_ihzeidr ?Jaﬁ.cngi on Bock |1
208. 184. 112, 74 11 147. 237.77. 216 |dover . i df . i | D stri bt oc ggfggzgfﬁeﬁviﬁcfjp;n Hock |1
84. 109. 176. 107 |I srael 147.237.72. 166 |aka. i df . i | mn;’k“; Izaflr??ftn;r Ncéggﬁiitgangfzzﬁ;prhsaChar$Ct' 63 in None 1
46.19.85.185 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.3.212 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.146. 175 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
109. 66. 162. 232 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
79.182.168. 74 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.33. 146 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
93.172. 177. 165 |I srael 147. 237. 72. 156 |anan. i df . i | mmﬂe& ﬂ?”;tﬁﬂéjmmfzfssl o Bock |1
66.249. 75. 127 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46.19.86.199 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
202.1.197.130 |Mi dives 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
87.68.41.124 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.142. 230. 166 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
149.78.171.86 |lIsrael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179.6.207 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
107. 178. 194. 83 |1 1 147.237.77. 216 |dover . i df . i | b stri but o 1?:;}:;&;;?&%&??3}"'” HBock |1
54.153. 32. 246 ;hiatt:: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
208. 184. 112, 74 11 147.237.77. 216 |dover . i df . i | b stri but o 1?:;}:;&;;?&%&??3}"'” HBock |1
176.13.9.207 |Israel 147.237.77.243|nobi | e.i df . i | Suspi ci ous Response Code B ock 1
84.228.142. 135 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None 1
46.19. 86. 38 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
109. 66.199.5 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.183.6.198 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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