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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3189
79.178. 8. 129 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6

79.176. 23. 213 | srael 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 2

78.180. 102. 153 Tur key 147. 237.76. 38 eensitav.idi.il [Bock Wp Al Nets drop 1

191. 55. 99. 213 Brazil 147. 237. 76. 30 hi nush. i df . i | Bl ock Wdp Al Nets drop 1

191. 55. 99. 213 Brazil 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action ‘Count
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
212.179.177. 148 I srael 147.237. 72. 166 aka.idf.il [CL000107: DDCS- Spoofed HTTP Packets B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
5.39. 222. 253 147.237. 8. 24 Net her | ands elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 15. 81. 144 147.237.77. 216 Pol and dover.idf.il portscan: TCP D stributed Portscan 1
84.228.122. 191 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 230. 98. 89 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
62. 219. 226. 95 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.85.7 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
193. 105. 134. 220 147.237.76. 39 Sweden nobi | e. nei tav.idf. il ET SCAN NVAP -sS w ndow 1024 1
176.13. 7. 106 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 147. 237.77. 178 e. nat pash. i df . i ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 83. 155 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46. 19. 86. 58 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i SSi
62.219.226.95 |israel 147. 237. 76. 200 |ei tan. aka.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 531
Ret ransni ssi on Packet dr opped.
84.94. 38. 200 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 60
185. 120. 126. 58 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 50
213.57.128.159 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 43
Sreaning Engine: TCP Invalid i i ssi
176.13.3.45 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 32
Ret r ansmi ssi on Packet dr opped.
84. 94. 38. 200 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 30
Sreanmng Engine: TCP Invalid i i ssi
84.228. 144. 160 |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 30
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 126. 58 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber aert 26
213.57.141. 124 |lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 24
207.241.226.40 |Lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 17
37.26.148.193 |Israel 147.237.0.34 |tikshw.idf.il |drop First packet isn't SWN drop 17
46.19. 86. 191 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
79.178.131. 239 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor |10
w ndow scal e
46. 19. 86. 103 | srael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
85. 64. 205. 157 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
79.178.131. 239 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt wth different alert 0
w ndow scal e
195. 160. 240. 11 |Israel 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 48 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
109. 66. 137. 175 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
192.114. 91, 246 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 48 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
79.183.36.36 | srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
46.19. 86. 235 I srael 147.237.72.167|ishurimaka idf.i|Bad TCP sequence Inval id AGK nunber noni t or 8
46. 19. 85. 217 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 8
207.241.226.40 |Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop 8
213.57.128.150 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
s SYNHAK retransmit with different .
132. 70. 66. 10 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal noni t or 7
213.57.131.180 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
132. 70. 66. 10 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i SSi
2.54.153.192  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179.25.50  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 110 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or
37.142.64.107 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 136 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
79.179.55.25  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.172 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.117.179.22 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber alert 6
46. 19. 85. 110 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
46.117.179.22 |[Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 186. 143. 209! srael 147.237.76.86 |navy.idf.il Bad TCP sequence noni t or 5
46.19. 86. 191 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 158 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 184 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.199. 34.114 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
98.117.79.129 |tnited Sates [147.237.77.216 |dover.idf.il 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
2.54.31.54 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.102.254. 144 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or
2.52.167.232 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 32.179. 168 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 318
185.32.179. 168 | srael 147.237.0.19 |madimatal .idf.i Ig‘;."g“ylg’; tlgg Same Response Qode (403) in Session from B ock 117
185. 32.179. 168 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 108
46. 19. 85. 87 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 95
62.219.226.95 |[Israel 147.237.76.200(ei tan. aka. i df . i | [Ostributed Too Many of the Sane Response Code (404) B ock 72
80.246.133.66 [Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 80. 246. 133. 66 B ock 49
212.179. 159. 253|l srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut horized UR. Access from 212.179. 159. 253 Bl ock 8
46.19. 86. 74 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13. 4. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from176. 13. 4. 20 B ock 6
37.26.148.188 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13.15. 175 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
46. 19. 86. 207 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 46. 19. 86. 207 B ock 4
82.81.29.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.212 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.246.133.66 |Israel 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 2
41.33.214.161  |Egypt 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df .il/894-ar B ock 2
77.126.96. 91 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
31.168.151.252 I srael 147.237.72. 166 |aka. i df . i | mu;?ac.)ri Id?.eidl /l\,:;ihnc;dgi Sjg gl\:shefzn(;ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
149. 88. 226. 192 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79.176.51.253 I srael 147.237.72. 156 |anan. i df . i | mu;g.l iZ:fd. iﬁmgci?ijfetsgurces/i nages/ f avi con/ f avi con. png Bl ock 2
204.13.200. 200 [J11€ 147.237.77. 216 |dover . i df il | ST lT;;f;gzgi_egeﬁvﬁc_ispzn Bock |2
107.178.194. 79 [J1 1 147.237.77. 216 |dover . i df .i| [0 SI" Auted 1?:;};;22;?&%&?222” HBock |2
176.13. 16. 22 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/sachar/index Bl ock 2
85. 65. 61. 152 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 85. 65. 61. 152 B ock 2
89.138. 95. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 2
5.175.25.171 Ger many 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/aman B ock 1
85. 65. 61. 152 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wa aka.idf.il/sip_storagel/files/3/61193.pdf. |B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 66. 61 B ock 1
185. 32.179. 144 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.13. 138 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
84.108. 204. 217 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
217.132.33.202 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149.78.241.111 |Israel 147. 237.77. 216 |dover . i df . i | i‘sgtégf@a_b'&gpﬁ”gﬁi g_g&fgd&ﬂ;') on None 1
192. 114.23. 211 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
Unhaut hori zed URL Access to
95.86.117.253 |[Israel 147.237.77. 170 [maar achot . i df . i | [maarachot . i df.il/pdf/files/ 3/ 107553. pdf &a=udved=0ahukewj 20_ekzodj ahuf | |Bl ock 1
g8khct 2d84qgf ggknae&usg=af gj cnhkgj 13_05vnl hpnkeokedm ocki a
2.54.5.254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None
84.228. 205. 237 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
54.153. 33. 233 g“;:s 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
178.37.172.28 |Fol and 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock
82. 80. 22. 202 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to wwv aka. i df.il/main/ hones Bl ock
107. 182. 228.53 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179. 104. 128 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184. 112. 74 [J11€ 147.237.77. 216 |dover . i df il | ST lT;;f;ggigg_egeﬁvﬁc_ispzn Bock |1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/val tam B ock 1
8.37.70.163 gq;ttg: 147.237.77. 216 [dover . i df . i | mu: 2?" Ii T?in;ﬁsiclzzsssg:t; kj r hh3l w knm6zvnpunoghalf gi | gnbdg Bl ock !
85.250.31.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
176.13.14.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
84.109. 154.57 |Israel 147.237.72. 166 |aka. i df . i | mngk“; izef‘r.?r:ftn: nf;;g?:}clt;;?iczz&isgf‘:phsa‘:har$°t' 80.xin None 1
46.19. 85. 82 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
37.26.147.172 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
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