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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3284
79.181. 254, 23 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6

200. 61. 47. 21 Argentina 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 2

106. 89. 166. 83 Chi na 147.237.76. 176 test.ncore.idf.il [B ock Wp Al Nets drop 1

120. 37.178. 189 Chi na 147.237.76.176 test.ncore.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

51. 254. 130. 60 Lhited Ki ngdom 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Sl'te |Signature |Count|
2.52.134.31 147.237.72.166 |Israel aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 18
176.13.11. 111  [147.237.0.19 I 'srael nadi matal .idf.il GPL SCAN nyscan 2
176.13.11. 111  [147.237.0.19 I srael nedi matal .idf.il I NDI CATOR- SCAN nyscan 2
79.181.139. 152 |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77.235 |Wnited Sates sviva idf.il ET DRCP Dshi el d B ock Listed Source 1
94.102.48.195  |147.237.0.35 Net her | ands akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
79.181.211.65  |147.237.72.166 |[lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
46.151. 55. 35 147.237.77.74 |Wkraine lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
132.73.207.86  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.0.17 Net her | ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

66.249.93.123 |Wited Sates |[147.237.77.233|atal.idf.il |dr op Frst packet isn't SN drop 98

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi

46.19.85.193  |Israel 147.237.76.31 |nakchal . i df . | 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dropped.

84.94. 38. 200 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 20

207.241.226.40 |United Sates [147.237.72.166(akaidf.il [drop SAMrul e drop 19

46.19. 85. 183 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I nval i d ACK nunber moni t or 17

79.181.181. 107 |Israel 147.237.72. 166 |aka i f .il  [Bad TCP sequence S retransmt with different wndow | ovor |17

212.199. 112. 144]l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 16

185. 120. 126. 58 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14

2.52.150. 22 | srael 147.237.76. 42 [refuah.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 12

37.26.147.170 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12

82.166.57.226 |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid sequence nunber noni t or 12

212.179.21.194 |[lIsrael 147.237.76. 177 |ncore.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi

31.210. 182. 234 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

109. 65. 209. 169 |l srael 147.237.72. 156 |anan.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11

37.26.146.173 |lsrael 147.237.76.42 |refuah.idf.il|drop First packet isn't SYN drop 10

199.203.8.2 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I nval i d ACK nunber moni t or 10
Sreamng Engine: TCP Invalid i i ssi

79.179. 165. 123 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.

109. 64. 63. 130 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

199. 203. 8.2 I srael 147.237.72. 166 |aka.idf.il  |Bad TCP sequence Invalid ACK nunber alert 9

2.52.134.31 | srael 147.237.72. 166 |aka. i df . i drop First packet isn't SN drop 9

213.57.128.150 |Israel 147.237.72. 166 |aka idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9

79.181. 109. 118 |l srael 147.237.77. 216 |dover.idf.il |[SYN Att ack SYN -> SYN-ACK -> RST rej ect 9

84.94. 38. 200 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 8

80. 246. 136. 172 I srael 147.237.72. 166 |aka.idf.il  |Bad TOP sequence SIAK retransmt with different o, o g

w ndow scal e

84.108. 175. 105 |Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8

46. 19. 85. 84 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I nval i d ACK nunber noni t or 7

213.57.141. 124 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 45 I'srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segrent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 67. 35. 103  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46.19. 85. 13 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber aert 6

79.178.105.42 |lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence I nval i d ACK nunber noni t or

2.52.150. 22 I srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

84.228.142. 234 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segrent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

185. 120. 126. 58 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert

80. 246. 137. 105 |Israel 147.237.72. 166 |aka.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or

194.100.97.66  |Finl and 147.237.77.233|atal .idf.il |Bad TOP sequence Ssz;';e”ansm with different wndow | oivor |6

46.19.85.13 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6

212.199.57.192 |Israel 147.237.72. 166 |aka idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6

80. 246. 136. 172 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6

46.19. 85.173 | srael 147.237.72. 156 laman.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

176.13.7.137  |Israel 147. 237.77. 243 |mobi l e. i f i 9 =g Invalid segrent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.176. 166. 102 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

. . SYNPAXK retransmit with different .

80. 246. 137. 105 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 6

2.52.150. 22 I srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TP Invalid i i ssi

62. 90. 35. 32 I srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

81. 168. 72. 106 LKTI;;gom 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid sequence nunber mnitor |6

2.52.150. 22 | srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or

176.12. 149. 223 |l srael 147.237.72.166|aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or

80. 246. 136. 172 |Israel 147.237.72. 166 |aka idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176.13.11. 111 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 156
176.13.11. 111 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 151
46.19. 85. 34 I stael 147.237.0.19 |madimatal . i df . i1]1°C VW of the Save Response Qode (404) in Session from Bl ock 85
46. 19. 85. 34
46. 19. 85. 34 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
176.13. 3. 123 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 58
79.177.130.227 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 177. 130. 227 B ock 10
213. 8. 204. 38 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 213. 8. 204. 38 B ock
109. 253. 145. 64 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.24.18 I stael 147.237.72. 167 |i shuri maka. i df . i ;02 4'\”;? g the Sane Response Code (404) in Session from Bl ock 5
193.106.52.36 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 193. 106. 52. 36 B ock 4
193.106.54.36 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 193. 106. 54. 36 B ock 4
80.179.23.73 | srael 147.237.76.86 |navy.idf.il Mil tiple Unaut hori zed URL Access from 80.179. 23. 73 B ock 4
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.159. 160 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
91.227.164.5 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/3/ B ock 3
176. 12. 140. 203 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
198.1.127.179 |Uhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 198. 1. 127. 179 B ock 3
80.246.137.50 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for B ock 3
wwy aka. i df . i |/ mai n/ rabanut / cont act us. aspx
109. 253. 156. 215|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
199. 30. 24. 20 Lhited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm Bl ock
) ] . Uhaut hori zed URL Access to
46.118. 156. 84 Ukrai ne 147.237.72. 166 [aka. i df . i | wwy aka. i df.il/ituriniresources/inages/ body/ i nages/ nai n. j pg B ock 2
2.52.15.81 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
194.100. 97.66 |Fnland 147.237.77.216|dover.i df .i | Unaut hori zed HTTP Met hod Bl ock 2
2.54. 46. 253 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
107.170.94.61 |[thited Sates |147.237.77.176 |nat pash.idf . il Mil tipl e Unaut hori zed UR. Access from 107.170. 94. 61 B ock 2
176.12. 147. 190 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
66. 249. 64. 244  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
2.52. 165. 40 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
} . . D stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.177.130.227 |[israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. idf.il/main/ giyus/ B ock 1
’ . . DO stributed Whaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
132.72.138.1 I srael 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
. . DO stributed Whaut hori zed URL Access on
66. 249. 66. 34 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
194.100.97.66 |FAnland 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut horized URL Access from 194. 100. 97. 66 B ock
37.26.148.133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
} . . D stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
2.54.0.169 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . DO stributed Whaut hori zed URL Access on
85.64.120. 121 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
61.135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout . css B ock 1
176.13.21. 174 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
176.12.140.27 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None
. . Mil tiple Fullwidth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
79.181.181. 107 [lIsrael 147.237.72. 166 [aka. i df . i | from79. 181 181. 107 B ock 1
’ . . DO stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 67. 164. 140 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.125.144.55 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
195. 154. 194. 111 |France 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waww i df.il/wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
. . . . Uhaut hori zed URL Access to
61.135.190.71  [China 147.237.0.34  [ti kshuv.idf.il 147.237.0. 34/ shared/ cl i ent scri pts/scrol | er/j query.jcarousel .js Bt ock !
176.13.7.137 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock
80. 246. 136. 148 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
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