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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3143
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 82
171.115. 99. 215 Chi na 147.237. 76. 202 e halag.idf.il Block Udp All Nets drop 1
14.212.87.118 Chi na 147. 237. 76. 196 e svivaidf.il Bl ock Wdp All Nets drop 1

93.174. 93. 181 Net her | ands 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
14.212.87.118 Chi na 147. 237. 76. 197 e hinush.idf.il |Block Udp All _Nets drop 1
14.212.87.118 Chi na 147.237.76. 198 e.yohalan.idf.il |Block Udp All _Nets drop 1
171.115. 99. 215 Chi na 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
194. 114. 146. 227(147. 237. 72. 166 || srael aka idf.il SERVEQ APAO—E.Apache nod_ssl non-SS. connection to SS. port 2
deni al of service attenpt
11425 213 21 |147. 237 77. 19 |7ai van | e orumi i | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
95.156.251. 10  [147. 237. 72. 166 |Ger many aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 113 |147.237.77. 212 |krai ne e.dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
87. 68. 254. 80 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
62.219. 144. 119 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
176.12. 151. 216 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
132. 64.25. 226  [147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
112.196. 49. 101 [147.237.0.35 |india akavs. i df .i | ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.76. 201 |Net her | ands eatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236. 113 |147.237.77. 212 |krai ne e.dover.idf.il |ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
81.218. 116. 129 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
212.179. 177. 148|147. 237. 72. 167 |I srael shuri maka fdf. |0 Ve APACHE Apache nod_ssl non- SSL-connection to SSL port 1
deni al of service attenpt
46. 19. 86. 125 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
194. 114. 146. 227(147. 237. 7. 216 [ srael dover i df .i SERVER APACFE Apache mod_ss| non- SSL. connection to SS. port 1
deni al of service attenpt
193. 105. 134. 220|147. 237. 76. 202 |Sweden ehalag.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
173.193. 252. 211|147, 237. 72. 167 |Lhited Sates |ishurimaka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |[Ste Signature Action ‘Count
46.116.197.74 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor  [112
w ndow scal e
46. 19. 85. 68 | srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 46
46. 19. 85. 49 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 42
46.19.86.222 |[lIsrael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 36
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
46.19. 85. 49 I srael 147.237.72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 26
. . . . SYNPAXK retransmit with different .
46. 19. 85. 49 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Vi ndow scal e noni t or 23
192. 116. 54. 190 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different moni tor |15
w ndow scal e
185. 3. 146. 205 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 15
37.26.148. 145 |Israel 147. 237. 77. 226 ;“I”‘W"ha”atz'aka"df' dr op First packet ism't SWN drop 15
Sreaning Bngine: TQP Invalid i i ssi
66.249.66.90 |lited Sates [147.237.76.86 |navy.idf.il 9 59 Invalid segment retransmssion. 14
Ret ransni ssi on Packet dr opped.
80.179.114.3  |[lsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |14
80.179.114.3  |[lsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 13
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.76  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
2.54. 28. 67 I srael 147. 237.77. 243 |nobile. i f . | Streamng Engi ne: TCP alid Jinvalid segnent retransnission. drop 12
Ret ransmi ssi on Packet dr opped.
2.52.16.232 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |10
2.54.5.130 I srael 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning BEngine: TCP Invalid i i ssi
176.13.16.22 |Isradl 147. 237.77. 243 |mbi l e, i f . i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dropped.
80.246.136.2 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different | oo g
w ndow scal e
46.19.86.139  |[lsrael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
213.57.143.74 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout alert 8
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
213.57.143. 74 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
Sreaning Engine: TGP Invalid i i ssi
207.46.13.95 |Wnited Sates |147. 237. 77. 234 |hal ag.i df . 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
185. 3. 146. 205 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
R SYN+AXK retransmit with different .
213.57.143. 74 |Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 8
62.0.24. 40 I srael 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 8
. . SWNretransmt wth different .
176. 12. 145. 107 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.105 [l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 160 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 7
212.143.3.44  |lsrael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
62. 219. 115. 220 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence noni t or 6
Sreaning BEngine: TGP Invalid i i ssi
46.19.85.41  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
62.219. 196. 246 |l srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |4 o 6
Ret ransm ssi on Packet dropped.
87. 68. 85. 10 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
79.182.38.96 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.54.1.231 | srael 147.237.72. 156 |anan.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TGP Invalid i i ssi
66.249.93.54 |Wnited Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
81.218.241.26 |lsrael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
Sreaning BEngine: TP Invalid i i ssi
62.219. 48.188 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
132. 64.205. 25 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
89.21.208.234 |[itay 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
2.52.130.221 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.52.39.196 I srael 147. 237.72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
31.168. 202. 78 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
207.232.37. 198 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
213.57.143.74 |Israel 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
37.142.213. 196 |l srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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Country Action
2.54.184.100 | srael 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (404) in Session from B ock 298
2.54.184. 100
2.54.184. 100 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 229
176.13.15. 175 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 107
176.13.15.175 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
176.12.150. 42  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 43
2.54.22.62 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 12
176.13.15.175 |l srael 147.237.0.19 |nadimatal .idf.il I‘;‘é.'\g‘yl;fl;ge Sane Response (ode (403) in Session from B ock 12
2.54.21. 144 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.54.155. 11 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
2.54.55. 130 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Whauthori zed URL Access on nobile.idf.il/sachar/index |B ock 7
37.26.146.217 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 210. 150! srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
176.13.7.78 I srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
212.199. 16. 193 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for wan aka. i df .il/ B ock 5
37.26.147.189 |lsrael 147.237.72.167|i shurimaka. i df . il Distributed Too Miny of the Same Response Code (404) Bl ock 4
46. 19. 86. 207 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 207 B ock 4
176. 12. 145. 255 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unauthorized LRL Access from 176. 12. 145, 255 B ock 4
37.26.146.149 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
212.199. 16. 193 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 9/ B ock 3
176.13.7.78 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.158.18 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.183. 101 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 3
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
208.115.113.93 |[lhited Sates|147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 2
193.106.52.36 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
176.13. 16. 22 | srael 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Gode Bl ock 2
212.179.21.194 |[Israel 147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 2
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . i | D stri buted 1?:?;;&;;6%%\/?21;” Bock |2
212.199. 69. 213 |l srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
107.170.94.61 |lhited Sates|147.237.77. 176 |mat pash. i df . i | Mil tiple Unauthorized URL Access from 107. 170. 94. 61 Bl ock
72.9.148.10  [United Sates|147.237.76.86 |navy.idf. il m“tngs;' e e 0/ navy. aspx. asp Hock |2
31.168. 74. 67 I srael 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 2
176.13.20. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 203 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 2
157. 55. 39. 28 Uhited Sates|147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 2
2.54.28. 67 | srael 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 2
Unknown Par arret er
87.71.6.182 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19.86.207  |Israel 147.237.72. 166 |aka. i df . i | m“;:‘:'i'df?lg‘pfgfgsasggﬁiIes/ di st/ mages/ backgr ound, svg Bl ock 1
176. 13. 13. 167 | srael 147.237.0. 17 g; niyl- kosher -kravi .| Miltiple Illegal Paraneter Encoding from176.13. 13. 167 None 1
176.12. 145. 255 |Israel 147.237.72. 166 |aka. i df . i | m“;:‘:'i'df?lg‘pfgfgsasggﬁiIes/ di st/ mages/ backgr ound, svg Bl ock 1
2.54.37.171 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
80. 246. 137. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 193 I srael 147.237.77.216|dover.idf .il Distributed Il1egal HITP \ersion B ock 1
46.19.85.9 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Abnornal |y Long Request from 46. 19. 85. 9 B ock 1
79.177.220.170 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwwu chi nuch. aka. i df.il/404. htm B ock 1
94.230.93.218 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
213.8.204.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
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