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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3262
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 117

188. 138. 1. 218 Ger nany 147.237.76. 177 ncore.idf.il Bl ock UWdp All Nets dr op 1
58.148. 118. 75 Korea, Republic of 147. 237.76. 86 navy.idf.il Block Udp All Nets drop 1

198. 20. 70. 114 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_ Udp All _Nets drop 1

115. 231. 222. 40 Chi na 147.237.0. 16 ny-kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop 1
31.168. 23. 187 | srael 147.237.77. 243 nobi | e.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

192. 116. 126. 110(147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP O stributed Portscan 1
37.142.157.18 |147.237.72. 166 |l srael aka. idf.il portscan: TCQP D stributed Portscan 1
173. 193. 252. 211|147, 237. 77. 170 |Whited Sates |[naarachot.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168.202. 78 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
173.193. 252. 211(147. 237. 76. 177 |Lhi ted Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.39. 222. 253 147.237.0.34 |Netherlands  [tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
149.78.154.69  [147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
95.156.251.10 [147.237.0.17 |Germany mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.76. 147 |krai ne chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
85. 64. 86. 231 147.237. 72. 166 |I srael aka. idf.il portscan: TCQP O stributed Portscan 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
79.177.124. 113 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220|147. 237. 77. 176 |Sweden nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
54.72.73. 168 147.237.77.216|Irel and dover.idf.il portscan: TP D stributed Portscan 1
176.13. 5. 49 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168.226. 132 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
173.193. 252. 211|147. 237.77. 61 |lhited Sates |e. cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
7 206. 66. 48 147 237. 77 74 | na Lawidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TGP O stributed Portscan 1
2.52.188.212 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 131. 108. 230|147. 237.0. 16  |Lhited Sates |[ny-kosher-kravi.idf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to S3. 1
port denial of service attenpt
95. 35, 156. 158  [147.237. 77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
91.201. 236. 114 |147.237.76. 147 |krai ne chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
223.4.174.30 147.237.76.34 |China yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 251. 219 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
62.219.234.61 |147.237.77.216|Israel dover.idf.il portscan: TQP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count

2.52.10. 226 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 103

212. 235. 98. 139 |I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 86

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi

46.19.86.10  |Israel 147.237.76.31 |nakchal .idf.il 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.

s SWNretransmit wth different .

79.181. 181. 107 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 23

46.19.85.183 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 20

107. 167. 107. 25 |Whited Sates |147. 237. 77. 216 |dover. i df.i SYN Attack SYN -> SYN-ACK -> RST rej ect 20

2.52.189.19 I srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17

46.19.86.139 |[Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 15
Sreamng Engine: TCP Invalid i i ssi

81.218.190. 43 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansnm ssi on Packet dr opped.

46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

2.52.189.19 I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14

149. 78. 108. 247 |l srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14

46.19.85.160 |[lIsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 10

85.64.184.19 |israel 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
Sreanming Engine: TCP Invalid i i ssi

46.19.86.139 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

95.86.76.100 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansnm ssi on Packet dr opped.

85.64.145.10 |l srael 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 7

46.19.85.151 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi

79.183. 20. 235 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.176. 216. 108 | srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

46. 19. 85.227  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

87.68. 85. 10 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber aert 6
Sreaming Engine: TCP Invalid i i ssi

5.22.131.156 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

46. 19. 86. 60 I srael 147.237.72. 167 [i shurimaka. i df . [Bad TCP sequence Invalid ACK nunber noni t or 6

80. 246. 137. 169 [l srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 6

87.68. 85. 10 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

2.54.21. 73 I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

46. 19. 86. 15 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert

46. 19. 85. 34 I 'srael 147.237. 72. 166 |aka. i df . i1 SYN At tack SYN -> SYN-ACK -> Ti nmeout alert

46. 19. 86. 15 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

2.54.0. 182 I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

46.19. 85. 34 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng Engine: TCP Invalid i i ssi

62. 219.130. 26 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.

212. 235. 105. 53 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop

46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert

46.19.86.194 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SIWAK retransmt with different oo s

w ndow scal e

46.19.86.188 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46.19.85.151  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 5

80. 246. 139. 209 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

87.68. 55. 41 I srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 4

37.26.149. 133 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

46.19.86.15 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SINAK retransmt with different Jopyivor  |a

w ndow scal e

46.117.125.89 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4

37.46.39.77 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 4

5.22.134.116 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

194. 90. 209. 235 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 210. 150! srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 57
157. 55. 39. 88 Lhited Sates |147.237.76.30 |hinush.idf.il DO stributed Suspici ous Response Qode B ock 47
176.13.15. 175 |Israel 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 44
95. 86. 76. 100 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 43
40.77.167. 44 Lhited Sates |147.237.76.30 |hinush.idf.il DO stributed Suspici ous Response Qode B ock 40
157. 55. 39. 28 Uited Sates |147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 34
207.46.13.95 Lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 33
2.54.25. 68 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 2. 54. 25. 68 B ock 19
207.46.13.127 |lnited Sates [147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 127 B ock 17
2.54.131.218 I srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 9
109. 253. 219. 54 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 8
157. 55. 39. 29 Uited Sates |147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 5
208.115.113.93 |Wited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 5
79.180.52.240 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
212.179.46.16 |[Israel 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 3
46.118. 155. 216 [Wkrai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 Bl ock 3
176.13.6. 122 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 3
66. 249. 66. 83 | srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 197. 186|l srael 147.237.76.30 |hi nush.idf.il DO stributed Suspici ous Response Qode B ock 2
5. 29. 76. 50 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
95.134.121.18 |Wkraine 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 2
176.13.19. 36 I srael 147.237.0.19 |[nadimatal .idf.il [Wauthorized URL Access to madimatal.idf.il/x xxx? B ock 2
46.118.156.84 |Wkraine 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 2
176.12. 150. 42  |Israel 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
176.12.150. 42 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
212.25.103.10 [israel 147.237.76.42 |refuah.idf . oot ated Lt fori zed of o e Bock |1
2.54.181. 85 I srael 147.237.72.156 [anan. i df . i | ijut;rs:t iegf Tfl/urrsgirii rf/erde;;_r ?e:scleisr‘:la;:s/favi con/ f avi con. png B ock !
2.54.23.87 I srael 147.237.72.156 [anan. i df . i | \Aux:x?\zu;:;)rr\.l izci‘d. iﬁmﬁci?ﬁ?etsgur ces/ i mages/ f avi con/ f avi con. png Bl ock !
95.86.76.100 | srael 147.237.76. 200 |ei t an. aka. i df . i | m“;gj;ig iffL. iﬁcsi:eg/oaj o | ht boxredi agal | ery. asp B ock 1
62.219. 161. 153 | srael 147.237.76.42 |refuah.idf . oot ated Lt fori zed of o e Bock |1
192. 114.91. 245 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
86. 123. 240. 150 |Romani a 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
176.13.18. 148 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
37.142.157.18 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.183. 220. 241 I srael 147.237.76.42 |refuah.idf.il pramer vpe i\'idfo" Ialt/' fglgagofg’:;f”;;fcem' derl¥captchalext in g 1
217. 194. 207. 227 i srael 147. 237.77. 216 |dover . i df . i | m“f c;]f?riilzlmi fgfses; tticr’] o spot i g a5p Bl ock 1
2.54.52.21 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
104. 131. 108. 230|Uhited Sates [147.237.76. 39 Im)bl le.neitay. idf.i Lhaut hori zed URL Access to / B ock 1
66.249. 75. 127 | srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’r'?gefzf‘p :‘sicoersez; et/?i s 012430, pg Bl ock 1
54.186.248.49 |lLhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ wan i df . il B ock 1
180. 76. 15. 30 Chi na 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 1
93.172.141.2 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
81.218.116. 129 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
176.12.150. 87 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.181.181. 107 |israel 147.237.72. 166 |aka. i df . i | erJLIrL%. f;'ll Vdelt.hl/g?J fwi dth tnicode Encoding on LR/ Paraneter(+) g oo 1
66.102. 9. 81 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df .il/1294-en/waw i df.il/english B ock 1
199. 16. 156. 126 |Uhited Sates |147.237.77. 216 |dover. i df .i | thaut hor i zed URL Access to B ock 1

wwy i df . il /sip storage/files/7/si ze220x0/ 10937. j pg
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