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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3435
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 255
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 16

66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

92. 85. 50. 249 Ronani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.179.177. 148 | srael 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
71.6.167. 142 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1

178. 155. 30. 39 Russi an Federation 147.237. 76. 200 eitan. aka.idf.il Bl ock_Udp All _Nets drop 1
199.115.117. 117 Lhited Sates 147.237.0. 200 ndu.idf.il JLMPurple Gon Limt Htps dr op 1
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|Top Attackers In IPS|

Attacker Address

199. 203. 196. 253

At t acker

Country

I srael

get Address

147.237.72. 166

Site

aka.idf.il

’S’ gnature

14062: HITP. SpanBl ocker Wility Fake Anti-Spyware User- Agent
(Spantd ockerUility X.X.X)

B ock

162. 210. 196. 130

Lhited Sates

147.237.77. 216

dover.idf.i

Cl000106: HITP. maj estic bot

B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TP D stributed Portscan 2
66.249.78.159 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 193. 42 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.166.169. 97  |147.237.77. 74 |Lithuania lawidf.il Tehila - Perl LW with fake user agent 1
94.102.48.195 |147.237.8.14 |Netherl ands eorchot.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.219 |147.237.77. 121 |Net her| ands e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.219 |147.237.76. 201 |Net her | ands e.aa.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.219 |147.237.76.38 |Netherl ands eeneitav.id.il |ET SCAN Potential VNC Scan 5900- 5920 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
93.174.93.219 |147.237.0.19 |Netherl ands nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
192. 116. 236. 181|147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
82.80.198.110  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
185. 24. 186. 193 [147.237.77. 216 |France dover.idf.il portscan: TCQP D stributed Portscan 1
80. 179. 7. 56 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
132, 74.208. 135 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 61 147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 1
94.102.48.195 |147.237.8.27 |Netherl ands e.nadimatal .idf.i|ET SCAN NMAP -sS wi ndow 1024 1
2.54.156. 163 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
93.174.93.219 |147.237.77. 170 |Net her| ands naarachot.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.219 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.219 |147.237.76. 196 |Net her | ands e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.179. 177. 148|147. 237. 77. 216 || srael dover . i df.il SER\/ER-APAO—E.Apache mod_ssl non-SS. connection to S3. port 1
deni al of service attenpt
93.174.93.219 |147.237.8.24 |Netherl ands elifestyle.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 77. 243 |Sweden mobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.93.219 |147.237.0.15 |Netherl ands kosher-kravi .idf.i [ET SCAN Potential VNC Scan 5900- 5920 1
188.13.52. 162 |147.237.8.27 |[italy e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
81.218.56.230 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
199.203.62.54 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor  [119
w ndow scal e
212.235.98. 139 |[lsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 86
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.235.98.139 |Israel 147.237.72. 166 |aka. i df .i drop First packet isn't SW drop 28
46.19. 85. 111 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 26
195. 160. 240. 11 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d sequence nunier noni t or 21
37.130.227. 133 Ei“'ntgegom 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20
81. 218. 241. 26 | srael 147.237.72.166 |aka. i df .i | dr op Frst packet isn't SYN drop 19
Sreanming Engine: TQP Invalid i i sSi
212.199. 50. 254 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
Russi an C e Unexpect ed post SYN packet - RST
66. 249. 81. 215 er ati on 147.237.77. 216 |dover. i df . i | drop or SYN expect ed drop 12
2.52.38.96 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 85. 79 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 86. 165 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46. 19. 85. 79 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
66. 249. 81. 215 R‘SS::I”i o 147. 237.77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber aert 12
66.249. 81, 215 |SSIan 147. 237. 77. 216 |dover . i of . Bad TCP sequence Invalid ACK nunber monitor |12
Feder at i on
62. 0. 197. 105 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 11
62.0.207.1 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 10
213.57.134.53  |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaming Engine: TGP Invalid i i ssi
132. 66. 40. 9 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.176.34 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.184. 233 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
2.52.164.218 I srael 147.237.77. 216 |dover.idf .i | SYN At tack rej ect 8
37.26.146.159 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
85. 250. 7. 202 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 7
46. 19. 86. 105 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
62.0.207.1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
193.104.77.4  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 12 | srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 226 I srael 147.237.72. 166 |aka. i dof .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109.65.13. 111 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
212.25.102.57 | srael 147.237. 76. 200 |ei tan. aka.i of . il g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
66.249.81.212 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
149. 78. 229. 205 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.127.159.11  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 160. 244. 222|1 srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
109. 65.111. 201 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.54.185.84 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 198 I srael 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber aert 6
66.249.81.212 |[lthited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 64. 218. 231 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
: C e Unexpect ed post SYN packet - RST
66.249.81.212 |Lhited Sates |147.237.77. 216 |dover.idf.il drop or SVN expect ed drop 6
Sreaming Engine: TGP Invalid i i ssi
109. 67.38.187 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
212.25.69. 22 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
2.52.160. 77 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 226 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.15.175 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 150
176.13.15.175 |Israel 147.237.0.19 |nadimatal .idf.il I?cé '\l?ylglége Sane Response (bde (404) in Session from Bock |69
109. 160. 244. 222|i srael 147.237.76. 200 [ei tan. aka. i df . i1 |00 "ty o 1 ST Fesponse @e (404) Tn Session from Bock |38
212.25.102.57 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 25. 102. 57 B ock 16
2.54.20.32 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 2. 54. 20. 32 B ock 10
2.54.139. 102 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46.19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 9
185.24.207.12 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 185. 24. 207. 12 B ock 8
212.179.46.16 |lsrael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 6
46.19. 85. 72 I srael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 85. 72 B ock 6
212.25.102.57 |[israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 4
37.26.147.139 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
81.218.241.26 |Israel 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 4
2.52.188. 229 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 3
176.13.3.113 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.166.169.97 |Lithuania 147.237.77.74 |lawidf .il Mil tipl e Unaut hori zed URL Access from 46. 166. 169. 97 B ock 3
176.13. 22. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS At ack None 3
212.76.110.11 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 7/ B ock 3
84.228.102.46 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwy aka. i df . i/ main/giyus/ B ock 2
176.12.136.24 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex B ock 2
107.178.194.83 |Wited Sates |147.237.77. 216 |dover . i df . i | b stri bt oc ;f;;_t;ggisg_eﬁeﬁvﬁcl?:psn Bock |2
208.115.111.74 |lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
2.54.11.138 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df . i|/mai n/ sachar/tfasi maspx. Bl ock
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
176.13. 3. 52 I'sr ael 147.237.76.42 |refuah.idf.il mafg o aTIyZe_ ?Adf?ﬁ};’;‘lgfilglof?ﬂ;ﬁ”;spfcem der 1St xt Content i n Bock |2
107.178.194.87 |Wited Sates |147.237.77. 216 |dover . i df . i | b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁcl?:psn Bock |2
208.115.113.93 [lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
2.54.16. 151 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock
212.76.110.11 [Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 212.76.110. 11 B ock
46.19. 85. 72 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?rd'fz'f? } t’;‘eggf;sem e/l st chi | ddocunent s/ 1432 Bock |2
204.13.200. 200 [United Sates [147.237.77.216 |dover . i df . i | b stri bt oc ;f;;_t;ggisg_eﬁeﬁvﬁcl?:psn Bock |2
176. 13. 16. 36 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 2
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Qpen Mbde None 2
176.13.1. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 2
2.54.20.32 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
92. 85. 50. 249 Rormani a 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 92. 85. 50. 249 B ock 1
46.166.169.97 |Lithuania 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | awidf.il/fckeditor/ B ock 1
176.13.3.7 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
82.80.196.44  |Israel 147.237.72. 156 |anan. i df . i | ?“;;ﬂfmgcﬂ_eﬁqsiw ons from®82.80. 196. 44 (Protocol violation |\, o 1
212.235.98.139 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwu aka.idf.il/main/ Bl ock 1
46.19. 86. 132 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
46.19. 85. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80.246.136.21 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 81 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
199. 203. 53. 3 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/ishurininain B ock 1
2.54.29.125 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Uhaut hori zed URL Access to
95. 86. 79. 233 I srael 147.237.77. 216 |dover.idf . il www. i df . i | /1038- he/ dover . aspx&a=u&ved=0ahukewj xypf y- 9_j ahvimwbok |B ock 1
hdlaaOoqgf ggwhaudusg=af gj cnepj i ai x3gorr zuj i W vwkx6xr nsw
46. 35. 253. 161 gs::;”i on 147.237.77.216|dover. i df . il Paraneter Type Mol ation sCh in wwidf.il/ B ock 1
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