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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3122

46. 19. 85. 147 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10

149. 88. 118. 2 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 8
2.54.181. 80 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 3

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 2
31.154.154. 134 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature

Devi ce Action |Count
151. 80. 31. 134 Italy 147.237.76. 86 navy.idf.il |28 HITP. AnrefBot craw er B ock 1
50.97.138. 113 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
151. 80. 31. 128 Italy 147.237.77.233 atal .idf.il |28 HITP. AwrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
50. 97. 138. 113 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select Fom 2
220. 231. 195. 122 147.237. 8. 28 Chi na e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
213.57. 240. 198 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 65. 130. 53 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 116. 129 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.148. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.134. 61 147.237. 0. 34 Chi na tikshuv.idf il ET SCAN Potential SSH Scan 1
220. 231. 195. 122 147.237. 8. 28 Chi na e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
84.109. 82. 189 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
77.125.76. 11 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

‘ Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

w ndow scal e

62.219. 135. 183 |Israel 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansmi Ssi on Packet  dr opped. drop 84
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
76.10.175.66  [Canada 147.237. 72. 156 |anan. i df .| Bad TCP sequence SNretransmt with different moni tor |23
w ndow scal e
80. 179. 33.58 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
46.19.86.205 [Israel 147. 23772, 167 | shurimaka i o i | | S8 ng Engl ne: TGP Invalid  finvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
62.0.221. 129 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
66.249.66.39  |Uited Sates |147.237.77.234|nal ag.idf.il Streaning Engi ne: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.148.222 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
37.26.148.222 |[Israel 147.237.0.34 |tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 11
5.22.134.160 | srael 147.237.0.19 |mnadimatal.idf.il|{Bad TCP sequence Invalid ACK nunber noni t or 10
199. 203. 226. 21 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 96 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 10
37.26.148.191 [ srael 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nvalid  invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
212.143.66.30 | srael 147.237.77. 233 |atal i df i Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different monitor |8
192. 116. 239. 196 I sr ael 147.237. 72. 166 |aka. i df . | Bad TCP sequence Invali d ACK nunber noni t or 8
97.88.205.32  [United Qates [147.237.72. 156 [anan.idf. il Bad TCP sequence V?':dr;tvr;”;”lt Wth different moni tor |7
46. 19. 85. 82 I'srael 147237, 72. 167 |i surimaka i i || SAM NG Engine: TP Invalid invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 208 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 60 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 233 I sr ael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.52.162. 77 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.179. 132. 227 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 239 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.181. 143. 187 |Israel 147.237. 77, 243 bl e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
80. 246. 136. 160 |l srael 147, 237.72. 167 | shurimaka i i | | €2 N9 Engi ne: TCP Ivalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
79.179.133.50 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.5.181 I sr ael 147. 237. 72. 156 |anan. i df . | Bad TCP sequence Invalid ACK nunber noni t or 6
188. 120. 148. 173|l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 58 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber noni t or 6
2.52.157.12 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
37.26.146.181 |[Israel 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 60 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 6
80. 246. 139. 101 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
84.228. 144. 160 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
2.52.157.12 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.157.12 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5
2.52.157.12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 58 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber aert 5
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.157.12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 5
46. 19. 85. 149 I 'srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber noni t or 5
79.176. 4. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 233 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 5
5.22.134. 160 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d ACK nunber alert 4
46.19.85.3 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
81.170. 216. 253 |Sweden 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 4
212.143.66.30 | srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence SNretransmt with i fferent moni tor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.6.239 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized LRL Access from 2. 54. 6. 239 B ock 35
2.54.20. 32 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnauthorized URL Access from 2. 54, 20. 32 B ock 20
185. 32. 179. 204 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock

109. 253. 136. 239 srael 147.237.0. 17 g;”lyl kosher-kravi.i | e I1legal Paraneter Encoding None 4
5.22.134. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
213.151.36.20 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
46.19. 86. 51 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.1. 214 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
5.22.131.171 I srael 147.237.76.30 |hinush.idf.il D stributed Suspi ci ous Response Code B ock 3
77.125.130. 145 |[Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 3
5.102.229.177 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 3
208.115.111. 74 |lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspi ci ous Response Code B ock 2
194. 114. 146. 227|I srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock 2
5.29. 68. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Gode B ock 2
107.178.194.83 Uiited Sates [147. 237.77. 216 |dover . i df . i | D stri outec 1?;;}2;;;??}9%&??;&” Bock |2
37.26.146.210 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
208.184.112.74 |United Sates [147. 237.77. 216 |dover . i df . i | b stri bt oc gs?;f:gggg?ﬁeﬁvi‘fzs:pz” Bock |2
204.13.200.200 [United Sates |147. 237. 77. 216 |dover . i df . i | bt :idtf’f'ti'f? lLf;;_tgzoggfﬂe%vﬁ‘ffssp;” Bl ock 2
5. 29, 219. 11 I srael 147.237.72. 166 |aka. i df . i | mm:;:ri d'?f"idl ?‘J;n\fs(’;é’f];?;‘f Oirgot passvor d. aspx None 2
85. 130. 240. 165 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
212.34.23.78  |Jordan 147.237.77. 176 |nat pash. i df . i | Dstributed I11egal HITP Version B ock

109. 65. 24. 29 I srael 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock
66.249.66.61  |Israel 147.237.72. 166 |aka. i df . i | m”ac]’(‘f:i?fﬁ'}e;fﬁﬁ;?"r;’;ﬂfeicnhay ol None 1
195. 159. 233. 44 [Nor vay 147.237.77. 216 |dover . i df . i | \')Ai" Iotl i;i'ieorﬁht gﬁ%ﬁlﬁi@_&%l?g 23344 (Protocol )0 1
180. 76. 15. 151  |Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock

97. 88. 205. 32 Uhited Sates |147.237. 72. 156 [anan. i df . i | Dstributed MSSQ Data Retrieval wth Inplicit  Qnversion BErors(+) |None
46.117.232.190 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None
46.19.85.82 [Israel 147.237.76.42 |refuah.idf.il o rzisb;ftfg gﬁ;q%r_ihzee/dr éﬁaﬁciifx on Bl ock 1
157.55.39. 142 |Uhited Sates [147.237.72. 166 |aka. i df .i | Unknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
80.246.137.42 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
212.34.23.78  |Jordan 147.237.77. 176 [mat pash. i df . i | Unknown HTTP Request Method ndroid in URL 4.4.2 Bl ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.i | Paranet er Type M ol ation PageNumin vww i df.il/1415-he/ dover . aspx |Bl ock 1
109. 160. 141. 1621 sr ael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
62.219.161. 153 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
104. 131. 103. 37 |lhited Sates |147.237.76.39 [nobile.neitav.idf.il [Wauthorized UR. Access to / Bl ock 1
86. 47. 80. 146 Irel and 147.237.77. 216 |dover.i df . i | D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
213.25.153. 104 |Pol and 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19.86.167  |Israel 147.237.72. 166 |aka. i df . i | géff%_iﬁi@i;mmd violation None 1
176.13.8.92 | srael 147.237.0.17 g]: _niy|- Kosher-kravi. | :Tlllnifakjoszaerfnlztae\:i Er}g?d: In/ga: f;f)i(/icf: eat ecapt chai nage. aspx None !
149.78.34.134 |Israel 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None 1
79.178. 55. 96 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.34.23.78  |Jordan 147.237.77. 176 |mat pash. i df . i | Mal forned UR 4. 4. 2; Bl ock 1
37.26.146.191 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.28. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 65. 24. 29 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xnrpc. php B ock 1
195. 159. 233. 44 [Nor vay 147.237.77. 216 |dover . i df . i | i‘sgg&cﬁibéi S&‘igf_”agﬁjg' violation None 1
46.120.16.47  |Israel 147.237.76.42 |refuah.idf.il f'“r"otniﬂ:_ lF;'(')' ‘1“'6‘?"4'17/% fw dth hi code Encoding on LR Parameter (+) g 1
185. 27. 105. 123 |l srael 147.237.72. 166 |aka. i df . i | mn;ﬁfi? ?ﬁe;;rn/;\:hﬁiim@a;pg None 1
97. 88. 205. 32 Uhited Sates |147.237. 72. 156 [anan. i df . i | Mil tipl e signatures from 97.88.205. 32 B ock 1
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