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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3281

80. 246. 136. 202 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 161
2.52.164. 154 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 71

210. 215. 149. 197 Australia 147. 237. 76. 30 hinush.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address ‘Site |Sgnat ure Devi ce Action |Oount |
198. 20. 108. 59 Net her | ands 147.237.77.216 |dover.idf.il 3886: HITP. Qoss Ste Scripting in POST Request B ock 8
106. 38.241. 106  [Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

188. 165. 15. 75 France 147.237.0. 15 kosher-kravi.idf.il |@28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

198.20.108.59 |147.237.77.216|Netherlands  |dover.idf.il SQ Injection - Select From 12
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
198.20.108.59 |147.237.77.216|Netherlands  |dover.idf.il GPL VB SERVER / et ¢/ passwd 2
188. 120. 148. 155(147. 237. 77. 216 |I srael dover.idf.il I NDI CATOR- SCAN nyscan 2
188. 120. 148. 155(147. 237. 77. 216 |I srael dover.idf.il GPL SCAN nyscan 2
66.249.93.107 [147.237.77.216|Wiited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
175. 44. 218. 6 147. 237. 76. 147 |Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 2
175. 44. 218. 6 147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
175. 44. 218. 6 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
108.184.162.6 |147.237.76.202|lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
186. 103. 142. 170(147. 237. 76.30 |iile hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
108.184.162.6 |147.237.72.217 |Uhited Sates |e.idf.il ET SCAN Potential SSH Scan 1
175. 44. 218. 6 147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
86. 235. 170. 145 |147 237 0.35 |France akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175. 44. 218. 6 147. 237.77. 227 |Chi na e. hanaz. i df .i ET SCAN Potential SSH Scan 1
66. 249. 66. 61 147.237.72. 166 |lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 1
175. 44.218. 6 147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
175. 44. 218. 6 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
31.168.67.71 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
175. 44. 218. 6 147. 237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
175. 44. 218. 6 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
108. 184.162.6 |147.237.77.216|lLhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
108.184.162.6 |147.237.76.31 |lhited Sates |nakchal.idf.il ET SCAN Potential SSH Scan 1
182.86.228.89 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
108.184.162.6 |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN Potential SSH Scan 1
175.44.218. 6 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
175. 44.218. 6 147.237. 77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
62.219. 135. 183 |[147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
175. 44.218.6 147.237.77. 61 |[China e.cogat.idf.il ET SCAN Potential SSH Scan 1
37.26.148.232 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 177. 148|147, 237. 72. 167 | srael i shuri maka. i df i SERVER APACE Apache nod_ssl non-SSL connection to SS. 1
port denial of service attenpt
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

62.219. 135. 183 |l srael 147.237. 76. 200 |ei tan. aka. i df .i | Ret 1 ansii Ssi on Packet dr opped. drop 1716
95.144.187. 162 |United Kingdom |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 637
Sreaning Engine: TCP Invalid i i ssi
2.54.37.216 I sr ael 147.237.76.31 |nakehal .idf. il g =g Invalid segnent retransmssion. 24
Ret r ansmi ssi on Packet dropped.
213.57.137. 254 |Israel 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
VWb Server Enf or cenent HITP Deni
207.241.229. 104|Wited Sates  |147.237.72. 166 |aka i df .il . Véb Servers S ow enial of | oot 18
Mol ation Servi ce
46. 19. 86. 85 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Invalid ACK nunber noni t or 13
213.57.137. 254 |lsrael 147.237.72. 167 |ishurimaka.idf.i |[SYN At t ack SYN -> SYN-ACK -> Ti neout alert 12
Sreaning Engine: TCP Invalid i i ssi
109.30.24.36  |Wited Sates  [147. 237.72. 166 |aka i of il g =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dr opped.
S SYNretransnmit wth different .
176.12. 136. 133 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i hdow scal e noni t or 11
46. 19. 86. 26 I srael 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
217.194.197.98 |[Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
82.80.153.87  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop
2.54.172. 215 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
2.52.132.108  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46.19.85.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
5.102.254.186 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 26 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
2.52.164. 149 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reaming BEngine: TCP Invali i i ssi
2.54.135. 14 I'sr ael 147. 237.72. 167 |t shuri maka i of || €A™ NG Engine: TQP Invalid | inval id segnent retransnissi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.184 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
113.106.101. 75 |china 147.237. 77. 216 |dover. i of . i Bad TCP sequence SN retransnit with different monitor |5
w ndow scal e
62.219. 135. 183 |Israel 147.237.76.200 [eitan. aka.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 2 I sr ael 147.237. 77. 216 |dover.idf. i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.46.39. 33 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 86. 115 I sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
217.25.48.17 'Féx'bl :z'?c 147. 237. 77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 86. 188 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85.2 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
217.25.48.17 :éxbl :2'37"" 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber moni tor |4
46. 19. 86. 196 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 86. 115 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 66. 219. 62 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
37.26.147.167 |israel 147. 237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 55 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 16 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
80. 246. 139. 156 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
77.127.61.247 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.110.7.186 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 55 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
5.102. 254. 59 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.182.161.50 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
95. 35. 80. 43 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
81. 218. 66. 107 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.183.190. 111 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
37.26.146.171 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop
2.52.12.180 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 81 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Sgnature ‘Count

‘ Target Address |Site

Country Action

62.219. 135. 183 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ng)zhgfylgé tlgg Sane Response (bde (404) in Session from Bl ock 79
2.54.25. 68 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2. 54. 25. 68 B ock 34
2.54.20.32 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 2. 54. 20. 32 B ock 30
80.246.139.99 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
46. 19. 86. 207 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 207 B ock 28
176. 12. 145. 255 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 176. 12. 145. 255 B ock 28
46.19. 86. 11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
2.54.6.239 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2. 54. 6.239 B ock 21
2.54.174.185 I srael 147.237.76.30 |hinush.idf.il D stribut ed Suspicious Response Code B ock 12
185. 24.207.15 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed LR Access from 185. 24. 207. 15 B ock 9
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 7
149. 78. 158. 164 || srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Code B ock 6
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 6
208.115.113.93 [lhited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 6
185. 32. 179. 204 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
80.246.137.46 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Lhaut hori zed URL Access from 80. 246. 137. 46 Bl ock 5
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 4
185. 32.179. 215 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Code B ock 4
176.12. 151. 168 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 14. 66 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.199. 57.206 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Code B ock 3
85. 64. 32. 163 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 3
176.13.15. 130 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.138.45 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 246. 138. 45 B ock 3
66. 249. 66. 87 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 2
207. 46. 13. 29 Uhited Sates [147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
107.178.194.79 |Uhited States |147. 237. 77. 216 [dover . i df . i | e 111 1155, 25656 nel dover. s Bock |2
208.184.112. 74 |United Sates [147. 237. 7. 216 |dover . i df . i | b stri bt oc lulqsé’_t;;g;;_eﬂeﬁvﬁf?:pﬁn Bock |2
176.13.13.156 |lsrael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Code B ock

109. 67.202.35 |Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
212.179. 177. 148|i srael 147.237.72.167|i shuri maka. i df . i | gﬁfgﬁﬁ_i‘ :ﬁsiﬂsbﬁm ocol vidation None 1
62.219. 161. 153 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ 960. css  |B ock 1
204.13.200.200 [uhited Sates [147. 237. 7. 216 |dover . i df . i | b stri bt oc lul?;_t;;;g_eﬂeﬁvﬁf?:pﬁn Bock |1
84.111.160.81 |Israel 147.237.77. 216 |dover. i df . i | mﬂt:ﬂilff:sg?‘c;‘:ui?foltlowesoum o creat el B ock 1
46. 19. 86. 34 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

184. 105. 247. 195|Whited Sates [147.237.77. 243 |nobi | e.i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock

Unaut hori zed URL Access to
80.246.137.46 |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df .il/sip_storage/files/dist/fonts/ opensanshebr ew opensan |Bl ock 1
shebrew bol d. ttf

68.180.228.49 |[hited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 1
2.54. 165. 83 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx |None 1
208.184.112.74 |United Sates [147. 237.77. 216 |dover . i df . i | b stri bt oc lffgf:gzgfﬁeﬁvﬁf?ssp;” Hock |1
2.54.1.228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95.86.112.201 |[Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
60.214.152.78  |china 147.237.0.17 g;”lyl kosher-Kravi. i, -t hori zed LR Access to 147. 237.0. 17/ j eecnts. do B ock 1
185.32.179. 64  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.184 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.178.201.112 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.33. 160 I srael 147.237.72.166 |aka. i df . i | gigﬁ_f;éﬁfﬁiqﬁmm' violation None 1
113.106.101. 75 |Chi na 147. 237.77. 216 |dover . i df . i | m:jf/sf)f’;’e Zﬁ;end;lﬁrogmd of header upper B ock 1
66.249.69.32 [ Israel 147.237. 7. 216 |dover . i df . i | D s e enf dover aspx Bock |1
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