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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3601
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Count |
198. 20. 108. 59 Net her | ands 147.237.77.216 |dover.idf.il|3886: HITP. Qoss Ste Scripting in POST Request Bl ock 4
175.126. 165. 66  |Korea, Republic of  [147.237.77.216 |dover.idf.il|9221: HTTP: PUT Method Execution over HTTP/ VébDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Gountry |Ste |Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
198. 20. 108. 59 147.237.77.216  |Netherl ands dover . idf.il QA Injection - Select From 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
108. 184. 162. 6 147.237.8.28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
198. 20. 108. 59 147.237.77.216  |Netherl ands dover . idf.il GPL WEB_SERVER / et ¢/ passwd 2
175. 44. 218. 6 147.237.0.16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
128.199. 75.236  [147.237.77.216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
108. 184. 162. 6 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN Potential SSH Scan 1
108. 184. 162. 6 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147. 237. 76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.118.12. 100 147.237.72.217 |M etnam eidf.il ET SCAN NVAP -f -sS 1
5. 39. 222. 253 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
175. 44.218.6 147.237.0.17 Chi na mny- kosher -kravi . i df .i1 ET SCAN Potential SSH Scan 1
128.199. 254. 26  [147.237.77.216 |S ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
108. 184. 162. 6 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.76.147 |Netherl ands chi nuch. aka.i df .i ET SCAN NMAP -sS wi ndow 1024 1
42.118.12. 100 147.237.72.217 |M etnam eidf.il ET SCAN NMVAP -sS wi ndow 2048 1
183. 60. 48. 25 147.237.77.216 [China dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher - kravi .i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry ‘Target Addr ess ‘Ste ‘Slgnature
Sreanming Engine: TGP Invalid i i ssi
131. 253. 25, 220 |Wnited Sates |147.237.77. 234 |nal ag.i df . i 9 =g Invalid segnent retransmssion. Packet |, 38
Ret ransm ssi on dr opped.
212. 235. 98. 139 (I srael 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 21
82.145. 209. 99 |Eur ope 147.237.77. 216 |dover.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 21
216.223.27.26 |lhited Sates |147.237.72.166|aka idf.il |drop First packet isn't SWN drop 18
46.19. 86. 31 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
Sreanming Engine: TGP Invalid i i ssi
66.249.66.90 |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmission. Packet |, 12
Ret r ansn ssi on dr opped.
Lhi ted R .
31.186. 228. 93 Ki ngdom 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 9
37.26.146.171 |lsrael 147.237.76.42 |refuah.idf.il|dr op First packet isn't SN drop 9
216.223.27.30 |Wited Sates [147.237.72.166|akaidf.il |drop First packet isn't SYN drop 9
216.223.27.53 |lLhited Sates [147.237.72.166|aka idf.il |drop First packet isn't SN drop 9
Lhited T -
31.186. 228. 58 Ki ngdom 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 8
31.186. 228. 32 E;Ir:g;egom 147.237.72.166 |aka.idf.il  [drop First packet isn't SIN drop 8
46.19.85.171 |Israel 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 8
31. 186. 228. 29 k?';;gom 147.237.72.166 |aka.idf.il  |drop Frst packet isn't SIN drop 8
Lhited . . -
31. 186. 228. 95 Ki ngdom 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 6
31. 186. 228. 30 k?';;gom 147.237.72.166 |aka.idf.il  [drop First packet isn't SN drop 6
173.252.88. 248 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 6
31. 186. 228. 59 LKJI."'r:gegom 147.237.72.166 [aka idf.il [drop First packet isn't SWN drop 6
94. 230. 86. 145 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Lhited T -
31.186.228. 31 Ki ngdom 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 6
31. 186. 228. 60 E;Ir:g;egom 147.237.72.166 |aka.idf.il  |drop First packet isn't SIN drop 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
213.57. 215. 239 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
68. 180. 229. 239 |Lhited Sates |[147.237.72. 166 |aka. idf. il 9 =g Invalid segnent retransmission. Packet |, 6
Ret ransnm ssi on dr opped.
Lhi ted e .
31. 186. 228. 57 Ki ngdom 147.237.72. 166 |aka. i df.il dr op First packet isn't SYN drop 6
213.57.215. 239 [l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence noni t or 6
89.138.2.139 |[Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57. 215. 239 |l srael 147.237.72. 166 |aka.idf.il |drop First packet isn't SYN drop 4
213. 57. 215. 239 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval id ACK nunber aert 4
66.249.93.13 |Uited Sates [147.237.76.202|e hal ag.idf.i|Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 4
173.252.88. 249 |Wnited Sates |147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 4
reaming BEngine: TCP Invali i i ssi
98.28.144. 151 |United Sates |147.237. 77, 216 |dover i i1 || S2M NG ENgine: TCP alid Invalid segnent retransmssion. Packet |, 4
Ret ransnm ssi on dr opped.
46.19.85.171  |[Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber roni t or 4
46.19.86.118 |lsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 212 | srael 147.237.72.166aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
213. 57. 215. 239 |l srael 147.237.72. 166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
173.252.88. 251 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
Lhited . . .
31.186. 228. 94 Ki ngdom 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 4
110. 171. 186. 58 |Thai | and 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
173.252.90. 117 |Lhited Sates |147.237.77.74 [lawidf.il |[drop First packet isn't SN drop
. . SYNPAXK retransmit with different .
192. 118. 11. 124 |l srael 147.237.72. 156 [aman.idf.il [Bad TCP sequence Vi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.182.63. 232 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
66.249.93.13 |Israel 147.237.76. 202 |e. hal ag.i df . i|Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 3
Sreaming Engine: TGP Invalid i i ssi
195. 160. 240. 11 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Facket |, 3
Ret r ansn ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi
84.228.237. 47 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmission. Packet | 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.156  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Facket |, 3
Ret r ansn ssi on dr opped.
Sreanming Engine: TP Invalid i i ssi
37.26.147.181 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmission. Packet | 3
Ret ransm ssi on dr opped.
69.171.228. 116 |Lhited Sates [147.237.77.74 [lawidf.il |drop First packet isn't SYN drop 3
192. 118. 11. 124 |l srael 147.237.72. 156 |aman.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
149. 78. 158. 164 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 118
85. 250. 25. 247  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
149. 78. 158. 164 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 109
85.250. 25.247 | srael 147.237.0.19 |nadi matal .idf.il ;Z?zﬁn.yzﬁfzil;e Sane Response (bde (404) in Session from Bock  [105
185. 32. 179. 215 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
176. 12. 138. 248 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 34
176.13.15.135 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 31
149. 78. 158. 164 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 22
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 21
176.13.13.225 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 20
80. 246. 139. 191 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
85. 250. 25. 247 I srael 147.237.0.19 |nadimatal .idf.il ;g?z'\gg?yzgzzge Sane Response Code (403) in Session from Bock |7
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock
208.115.111.74 |lLhited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
37.26.146.172  |israel 147.237.72. 166 |aka. i df . i | mu;kr;orl Lf.eidl /'\':; ?gaﬂ?\; Z:Apaysl . asp Bock |3
198.20.108.59 |Netherlands |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 198. 20. 108. 59 B ock 3
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df .il 111 1155, 25461 nel dover. s Bock 2
185. 32.179. 234 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
157. 55. 39. 89 Uited Sates [147.237.76.30 |[hi nush.idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.163 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.178. 20. 13 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
82.80.193.244 [Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
109. 64.53. 164 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
204.13.200.200 [United Sates [147.237.77. 216 |dover. i df .i | D stri utec lfsgfggégg?ﬂe%ﬁ‘ffspﬁn Bock |2
84.94.38. 200 | srael 147.237.72. 166 |aka. i df . i | VUWWVZU;?:E Id?.eidl /'\’:Taatiihn(;dgi il)ljg gJ\tShefzr:iri cat i onser vi ce. asnx/ get aut huser Bl ock 2
66.215.48.143 |[hited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover . aspx B ock 1
208.115.113.93 [lhited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
37.26.146.181 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
198.20.108.59 |Netherlands  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.i|/nosuchpagel23 B ock 1
79.176.157.52 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
141. 212.122. 208|Lhited Sates |147.237.77.226 \Q;A”\iLIChanat z. aka. | Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
66.249.75.6 [Israel 147.237.76.42 |refuah.idf.i| e e o e aspx Bock |1
207.46.13.169 |[lhited Sates |[147.237.72.166|aka.idf.i| mnzk“g .Z?r?m;r Nlﬁf:e‘jzz?;urt.aspx None |1

Illegal HITP \ersion
46. 19. 85. 94 | srael 147.237.0.34 |tikshuv.idf.il _pk_i d. 186. df b3=19e4e264f cf 7592c. 1446463637. 13. 1450244451. 1 |B ock 1

450244451, ; _pk_ses. 186. df b3=*
2.54.138.178 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.78.240 I srael 147. 237.77. 216 |dover . i df . i | D o o e/ dover aspx Bock |1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1399- he/ at al . aspx B ock 1
213.57.215.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
107.178.194.83 |Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/1133-22638-he/ dover.aspx. |B ock 1
85. 250. 25. 247  [Israel 147.237.0.19 |[nadimatal .idf.il SSL Untraceabl e Connection - Qpen Mde None 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover.idf .il 1111155, 25461 nel dover. s Bock |1
66.249.75.15  |[Israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g?lr;éeleﬁp :':tc;saz;/cf’i | es/ 91 2796, | pg Bock |1
46.19.85.94  |[israel 147.237.0.34  ti kshuv.idf.il ﬁl!roe:fr.ml(éisﬁbsq o o 1480244451, " https: /v ool e, co.i 17 2O |2

Unknown Par anet er
207.46.13.169 |[lhited Sates |[147.237.72.166|aka.idf.i| ;masp"pasp”par?p”pan?’;niﬁgnzm;nznzng"Eaagsr ;y”pi;na”p; anp: am: 2 fyone |1

wwv aka. i df.il/iturindasp/ di spl ayal | sol di ers. asp
87.69.27.82 I srael 147.237.72. 166 |[aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

Il1egal Byte Code Character in URL /mivtza>RPE:BUNTD, B BoNE

DVJ?"‘/DI/‘L N?D° Bt Nbu</ a>, N?B¥D- B B° BVDYDYDYs B D»N? N?N,

D, N... NtBub»bubt. </ p></di v>
5. 255. 253, 157 :Z:::t”i on 147.237.77. 216 |dover . i df . il Bl ock 1

</ di v>

<tabl e cel | spaci ng=
185. 120. 125. 25 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
68.180.229.239 [lnited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
157.55.39.221 |Uited Qates |147.237.77.216|dover. i df il o e oS 1 er. asp-t1 11 e=chi ef Bock |1
85. 250. 25. 247  [Israel 147.237.0.19 |[nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
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