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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3309
198. 20. 96. 60 Net her | ands 147.237.77. 216 dover.idf.il HTTP- M SG Acuneti x- Ur | dest - r eset 11
109. 200. 30. 168 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
93.174. 93. 181 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Bock Udp All Nets drop 1
198. 20. 96. 60 Net her | ands 147.237.77. 216 dover.idf.il \\éb- et c/ passwd- D r - Tr aver sal dest - r eset 1

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

80. 82. 64. 198 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Np Al _Net drop 1
93.174.93. 181 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Device Action |Count
198. 20. 108. 62 Net her | ands 147.237.77. 216 dover.idf.il |3643: HITP. Nkto HITP Request B ock 1
198. 20. 96. 60 Net her | ands 147.237.77. 216 dover.idf.il |10767: HITP. Acunetix Security Scanner B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
66. 249. 78. 223 147.237.77.243 |Wited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
103. 31. 80. 226 147.237.76.201 [Pakistan e.atal.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147.237.8.24 I ndonesi a elifestyleidf.il ET SCAN NMAP -sS wi ndow 2048 1
103. 31. 80. 226 147.237.76.198 |Paki stan e.yohal an.idf.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76.176  |Pakistan test.ncore.idf.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76. 86 Paki stan navy. i df.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147. 237.76. 39 Paki stan nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147. 237.76. 34 Paki st an yohal an.idf.il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 147. 237. 8. 46 Russi an Federation |e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76.198 |lLhited Sates e.yohal an.idf.il ET DRCP Dshi el d B ock Li sted Source 1
128.199. 207. 123  |147.237.77.216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
36.72.228.72 147.237.8.24 I ndonesi a elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
103. 31. 80. 226 147.237.76.200 [Pakistan eitan aka.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147.237.8. 24 | ndonesi a elifestyleidf.il ET SCAN NVAP -f -sS 1
103. 31. 80. 226 147.237.76.196 |Pakistan e.svivaidf.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76. 148 |Paki stan ggcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76. 44 Paki stan e.refuah.idf.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76. 38 Paki stan e.eneitav.idf.il ET SCAN Potential SSH Scan 1
103. 31. 80. 226 147.237.76. 31 Paki stan nakchal . i df i | ET SCAN Potential SSH Scan 1
80. 82. 70. 230 147.237.0. 16 Net her | ands ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature z\t/ii (;i
212.235.98. 139 |[Israel 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 108
31. 168. 155. 160 |l srael 147. 237, 76. 200 |ei tan. aka i of 11| . S NG Engi ne: TP Invalid  finvalid segnent retransnission drop 72
Ret r ansni ssi on Packet dr opped.
66.249.66.39  |wited Sates |147.237.77.234|hal ag.idf.il Streamng Engi ne: TCP I nvalid invalid segnent retransnission drop 32
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
173.57.200. 137 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 14
172.58. 16. 197 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
207.241.226.40 |lhited Sates  |147.237.77.216|dover.idf.il dr op SAMrul e drop 10
109. 64. 135. 119 [Israel 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
79.183.56.174  |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
172.58. 16. 197 Lhited Sates 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
213.57.119. 122 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 85. 136 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
157.55.2. 143 |Uited Sates  [147.237. 76. 200 | tan. aka i o 11| | S2M NG ENgine: TP Invalid invalid segnent retransmssion dr op 4
Ret r ansni ssi on Packet dr opped.
2.54.42. 39 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
130. 193. 50. 14 g;z::t”i o 147.237. 77. 243 |nobi l e, f . i: ?22"32? S?ig('):e: T Invalid ::g\(l:ileitd ds;efg,ﬁf;‘é retransmssion. -y o 3
168. 244. 4. 57 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
168. 244. 4. 57 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
65.55.210. 129 |Uhited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid  ivalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dr opped.
66.249.66.42  |United Sates  |147.237.77.234|hal ag.idf.il Stream ng Engl ne: TP Invalid  finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.249.66.61  |Uited Sates |147.237.72.166 |aka i df il Streaning Engine: TCP Invalid  invalid segnent retransnissi on dr op 2
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 168 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
105. 197. 172. 249|Egypt 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 2
188. 120. 148. 222|l sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
79.178.51.226 |[Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
171. 208. 221. 246|Chi na 147.237.76.30 |hinush.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
216.218.206. 114|hited Sates  |147.237.77.121|e.nawy.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
46.19. 85. 136 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 1
149. 50. 87. 164 Lhited Sates 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
208. 120. 46. 224 |Wited Sates 147.237.77. 170 |naar achot . i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
2.52.132. 254 I srael 147.237.72. 166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 |Chi na 147.237.76.201|e.atal .idf.il |Geo-|ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
74.82.47.11 Lhited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
171. 208. 221. 246|Chi na 147.237.76. 44 |e.refuah.idf.il |Geo-1 ocati on enf or cenment Geo-| ocati on i nbound enf or cenent |drop 1
46. 19. 86. 252 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
216.218.206.80 |lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37. 26. 146. 206 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
121.54. 44. 91 Phi | i ppi nes 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber moni t or 1
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180.97.106.36 |Chi na 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
171. 208. 221. 246|Chi na 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 50. 87. 164 Lhited Sates 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
109. 66. 96. 126 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 74 |lhited Sates 147.237.0. 33 idf.il dr op drop 1
74.82.47.11 Uhited Sates  |147.237.76. 198 |e.yohal an.idf.il|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.93 |Wnited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Gode B ock 12
121.241.127.12 [india 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 121.241. 127. 12 B ock 6
176.13.2. 131 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 250. 148. 225 |l srael 147.237.77.234|hal ag. i df . i | Mil ti pl e Uhaut hori zed URL Access from 80. 250. 148. 225 B ock 3
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 2
] . . Unaut hori zed URL Access to
199. 16. 156. 126 |Wited Sates [147.237.77.216|dover.idf.il v f i 1/ip storagel i1 es/ 8/ si e220x0/ 17728.| pg B ock 2
213.8.174.22 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
68.180.229.27 |wnited Sates [147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock 2
176. 13. 8. 152 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 2
176. 13. 8. 152 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df.i Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 B ock 2
198. 20. 96. 60 Net her | ands 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/894-he/ B ock 2
208.115.111.74 |tnited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
66.249.66.61 | srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on B ock 2
v aka. i df . i |/ mai n/ mil ui ndscri ptresour ce. axd
66.249. 64. 177 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .i|/404. htm B ock
2.54.135. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
66.249.78.166 |[lsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock
- - Unhaut hori zed URL Access to
66. 249. 66. 1 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v il Ui nd scri pt resour ce. axd B ock 1
85.93. 91. 84 Ger nmany 147.237.77. 216 |dover . i df . i | tnaut hor | zed URL Access to B ock 1
wan i df . i |/ hebrew or gani zat i on/ honef r ont
66. 249. 75. 15 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 75. 15 B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf .il Il1egal HITP \ersion HITH B ock 1
. . Unknown Paraneter sQenLinkln in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ el tan prati nipi rteychayal / None 1
46.19. 85. 15 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
121.241.127.12 |india 147.237.77. 216 |dover. i df .l Lhaut hori zed URL Access to v i df . il/inages/ shared/ nailthis. gif [B ock 1
. . O stributed Lhaut hori zed URL Access on
66. 249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
m ny- kosher - kravi . i i i
217. 132. 249. 126 I srael 147. 237.0.17 fy-Kosher-kra dillegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
66. 249. 78. 95 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover. i df .|l Mitiple I11egal HTTP Version from 195. 154. 146. 225 B ock
46.19. 85. 176 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
] . . Unaut hori zed URL Access to
157.55.39. 189 [lhited Sates [147.237.77.74 |lawidf.il wiw | aw i df i1 /i nages/ 1. he/ i nf ocent er i t end B ock 1
69.171.228.122 |lhited Sates |147.237.72.166|aka.idf.il Lht raceabl e S Sessi ons: sigal gs oS A tack None 1
- - Unhaut hori zed URL Access to
66.249. 66. 187 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . DO stributed Whaut hori zed URL Access on
66. 249. 66. 31 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
’ . . DO stributed Uhauthori zed URL Access on
107.178.194.79 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
m ny- kosher -kravi . i d , .
217.132.249. 126l srael 147.237.0. 17 fil Mitiple Illegal Paraneter Encoding from217.132. 249. 126 None 1
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
52.53. 216. 61 Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df . il/1133-17923- he/ dover. ... |B ock 1
174.19. 180. 3 Uhited Sates |[147.237.77.216|dover.idf.il PHP At t enpt B ock 1
66.249. 66. 191  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
180. 76. 15. 21 Chi na 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
2.52.15.61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.159 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwidf.il/atal 1/izkor/ nai n. asp B ock
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il Suspi ci ous Response Code B ock 1
199. 16. 156. 124 |Lhited Sates |147.237.77.216 |dover.idf.il Distributed Lhauthorized URL Access on Bl ock 1

v i df . i | /sip storagelfil es/ 8/ size220x0/ 17728. j pg
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