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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3330
61.176.195. 169 Chi na 147.237.0. 17 mny- kosher - kravi . i df . i | Frk_Under _Attack_Con_Tcp drop 1
80. 82. 64. 198 Net her | ands 147.237.76. 176 test.ncore.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 33 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
199. 191. 56. 188 |147.237. 76. 147 |ULhited Sates chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45, 79. 117 147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
196.47.173.21 [147.237.8.14 |Qte Dlvoire [e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
151.11.201. 3 147.237.76.34 |Italy yohal an. i df .il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.76.34 [italy yohal an. i df .il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
124.74.213.36 [147.237.0.19 |China nedi matal . idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.0.19 [Netherlands madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 66. 177 |147.237.72.166 |Lhited Sates [akaidf.il SER\/ER-APAO-E.Apache mod_ssl non-SS. connection to S3. port 1
deni al of service attenpt
220.231. 195. 122|147. 237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.14 |te DIvoire [e orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. mat pash. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.76.34 [italy yohal an. i df .i| ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.76.39 [China nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 234 [Net her | ands hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
80. 82. 70. 230 147. 237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
Sreamng Engine: TCP Invalid i i ssi
76.26.29.89  |Uited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
79.179.138. 221 |israel 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. | 15
Ret ransm ssi on Packet dropped.
74.59.111.110 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 62 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
79.179.138.221 |Israel 147.237.77. 243 |nobi le.idf . i1 dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109.67.80.171 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 196 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 196 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber monitor |6
84.95. 48. 113 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
172.58.105.27 |Uhited Sates [147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
185. 3. 146. 85 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d AGK nunber monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i Ssi
2.54.182. 71 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
37.26.148.153 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence moni tor |2
Sreaning Engine: TGP Invalid i i ssi
68.180.229. 121 |tnited Sates |147.237.76.200 [eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
37.26.148.153 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert 2
46. 19. 86. 94 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.148.153 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
81.218. 165. 156 |Israel 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 2
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.
5.22.134. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
. . SYNtACK retransmt wth .
81.218. 165. 156 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence different vi ndow scal e moni tor |2
141.212.122. 192|Wnited Sates  [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁfolrzgﬁ;'mo” i nbound drop 1
77.237.138.51 |Czech Republic |147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
195. 62. 53. 168 R‘F Sf:;”ion 147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 198|Uhited Sates [147.237.77. 243 |mobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 29. 90. 244 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
74.82.47.35 Lhited Sates |147.237. 76. 148 |gocenter. aka.i df .i | drop drop 1
184.105.139. 88 |[Whited Sates |147.237.8.14 e orchot.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 218|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.26.148.153 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 1
141.212.122. 193|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
Russi an L . Geo- | ocati on i nbound
195. 62. 53. 168 e ot i on 147.237.76.196 |e.sviva.idf.il Geo-1 ocati on enf or cenment enf o cenent drop 1
70.215.15.123 |lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 58 I srael 147.237.77. 216 |dover. i df i Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 199|Uhited Sates [147.237.77. 243 |mobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 29. 90. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47. 36 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|wnited Sates  [147.237.0. 17 ;"I”Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 94 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 219|Wnited Sates [147.237.8.14 e orchot.idf.il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 194|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
180. 76. 15. 162  |Chi na 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 58 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212. 122. 200|Wnited Sates  [147.237.76. 197 |e. hinush. i df . Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
5.29.132. 145 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
137.116.71. 170 |wited Sates [147.237. 76. 199 |e. nakchal . i df . Geo- | ocati on enf or cenent Sﬁfolrggi;'mon  nbound drop 1
74.82.47.43 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address Sgnature Action ‘Count

208.115.113.93 |Liited Sates 147.237.76.30 |hi nush. i df.i D stributed Suspicious Response Code B ock 4

66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.i|Dstributed Suspicious Response Code B ock 3

66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.i|Dstributed Suspicious Response Code Bl ock 3

40.77. 167. 44 Lhited Sates 147.237.76.30 |hi nush.idf.i|Distributed Suspicious Response Code B ock 2
] . . |Dstributed Whaut hori zed URL Access on

204.13.200.200 [hited States  |147.237.77.216(dover.idf. il | & |/ 1133 22461 he/ dover aspx. Bl ock 2

157. 55. 39. 88 Lhited Sates  |147.237.76.30 |hi nush.idf.i|Dstributed Suspicious Response Code Bl ock 2
: . . |Dstributed Whaut horized URL Access on

107.178.194. 87 |lnited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

66.249.75.127 |[Israel 147.237.76. 42 |[refuah.idf.i|uauthorized URL Access to 147.237.76. 42/ sip_storage/fil es/8/3058.jpg [B ock

54.144. 42,51 Lhited Sates 147.237.77.216|dover.idf.i | |Illegal HITP Version http://wwidf.il/1283-9679-en/ Dover.aspx HITP 1.1 |B ock

180. 76. 15. 18 Chi na 147.237.76.30 |hi nush.idf.i|Dstributed Suspicious Response Code B ock 1

. . Unaut hori zed URL Access to

89.138.122.192 |lIsrael 147.237.77.74 |lawidf.il wiw | aw i dff . i | / consol e/ cor ef doc. ngr/ doc_nur . asp Bl ock 1

46. 120. 57. 37 I srael 147.237.72. 166 |aka. i df .i| [SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
] . . |Dstributed Waut horized URL Access on

204.13.200.200 [thited Sates  |147.237.77. 216 (dover.idf . i 1] " o1 1135 20635 hel dover aspx. Bl ock 1
} . . |Dstributed Unaut hori zed URL Access on

107.178.194.87 |lLited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1

66.249. 78.109 |l srael 147.237.77. 216 |dover. i df . i | [Unaut hori zed URL Access to 147.237.77. 216/ 1587- 14447- he/ dover . aspx |B ock 1

. . D stributed Unaut hori zed URL Access on

66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

180. 76. 15. 22 Chi na 147.237.76.30 |hi nush.idf.i|Dstributed Suspicious Response Code B ock 1

104. 63. 88. 74 Lhited Sates  |147.237.77.216|dover. i df. i | [Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1

66.249.66. 177 |l srael 147.237.72.166|aka. i df .i| |SSL Wntraceabl e Gonnection - Protocol violation (SSL_QONN QLI ENT_HELLQ |None 1

54.92. 216. 91 Lhited Sates  |147.237.77.216|dover.idf.il |Ostributed Abnornal |y Long Request B ock 1

109. 64. 1. 183 I srael 147.237.72. 166 |aka. i df .i|l [PHP Attenpt Bl ock 1

66.249.78.159 | srael 147.237.77. 216 |dover . i df . j | [2 Stributed thauthorized LR Access on B ock 1

ww i df.i | /atal 1/i zkor/ vi ew i ng. asp

66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i|  |Uhaut horized URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock

37.26.148.153 [Israel 147.237.76. 42 |refuah.idf.i|uauthorized URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css Bl ock 1

192. 115. 100. 190l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df .i|/edindlibrary/ general doc. asp |B ock 1
] . . |Dstributed Wauthorized URL Access on

107.178.194.79 |UWited Sates  |147.237.77.216|dover.idf.i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1

66. 249. 66. 183 |l srael 147.237.72.166|aka. i df .i|  [Wauthorized URL Access to 147.237.72. 166/ Bl ock 1

54.92. 216. 91 Lhited Sates  |147.237.77.216|dover.idf.il [Dstributed I11egal HITP Version B ock
] . . |Dstributed Waut horized URL Access on

208.184.112.74 |thited Sates  |147.237.77.216(dover. idf.i 1| & o e o dover aspx. Bl ock 1

109. 64. 1. 183 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnirpc. php Bl ock 1

77.237.138.51 |Czech Republic |147.237.77.216|dover.idf. il [Uhauthori zed UR. Access to / Bl ock 1

66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df .i| [Miltiple Wauthorized URL Access from 66. 249. 66. 61 Bl ock 1

38.111.147.88 |United Sates 147.237.77.216|dover. i df . i | [Distributed Unhauthorized URL Access on vww idf.il/error. htm B ock 1

195. 154. 146. 225|France 147.237.77.216|dover.idf . il [Dstributed 111egal HITP \ersion Bl ock 1
’ . . |Dstributed Unaut hori zed URL Access on

107.178.194.83 |United Sates  [147.237.77. 216 (dover.idf.i 1| & " 1133 50461 hel dover aspx. Bl ock 1

66. 249. 75. 6 I srael 147.237.76.42 |refuah. i df. i |aut hori zed URL Access to 147.237.76. 42/ sip_storagel/ fil es/ 6/2356.jpg |B ock

54. 144. 42. 51 Lhited Sates  |147.237.77.216|dover. i df. il [Aonornal Iy Long Request request version Bl ock 1

84.110.32.185 |Israel 147.237.77.216|dover. i df . i | |Uhaut hori zed UR. Access to wawidf.il/https:/wwidf.il/ B ock 1
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