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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3617
115. 231. 222. 40 Chi na 147.237.0. 200 ndu.idf.il Frk_Under Attack_Con Htp drop 2
115. 231. 222. 40 Chi na 147.237.0. 200 ndu.idf.il Frk Purple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Qountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66. 61 [147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
72.13.132.223 [147.237.72. 167 |Whited Sates |ishurimaka.idf.il|ET SCAN Potenti al SSH Scan 1
72.13.132.223 |147.237.72.156|thited Sates |aman.idf.il ET SCAN Potential SSH Scan 1
62.38.250.31 [147.237.8.24 |Geece elifestyle.idf.il|ET SCAN NVAP -f -sS 1
183. 60. 252. 84 [147.237.76.38 [China eeneitav.idf.il [ET SCAN NVAP -sS w ndow 4096 1
5.39.222.253 |147.237.8.28 [Netherlands e.nobi | e-ks.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
137.117. 34. 247 |147.237.8.50 |Wited Sates |e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
137. 117. 34. 247 |147.237.8.28 |lWnited Sates |e.nobile-ks.idf.il|ET SCAN Potential SSH Scan 1
109. 96. 254. 231 |147.237.0.35 |Romani a akavs. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
72.13.132.223 |147.237.72.217 |lhited Sates |e.idf.il ET SCAN Potential SSH Scan 1
72.13.132.223 (147.237.72.166|Wited Sates |aka.idf.il ET SCAN Potential SSH Scan 1
72.13.132.223 [147.237.72.14 |thited Sates |[dover.idf.il (ol d) |ET SCAN Potential SSH Scan 1
62.38.250.31 [147.237.8.24 |Geece elifestyle.idf.ilET SCAN NVAP -sS wi ndow 2048 1
61.244.49. 137 [147.237.76.86 |Hong Kong navy. i df .il ET SCAN NMAP -sS w ndow 1024 1
183. 60. 252. 84 |147.237.76.38 [China eeneitav.id.il |ET SCAN NVAP -sS w ndow 3072 1
137.117. 34. 247 |147.237.8.50 |Uhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
116. 29, 162. 181 |147. 237 76.31 |ni na rekchal idh il ET SIJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
20,176, 228. 165 |147. 237 77 19 |1 <1 ael | aweforumi df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TP Invalid i i ssi
2.54.149. 244 |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
109.67.147.22  |Israel 147.237.77.216 |dover.idf.il ~ |Bad TOP sequence SYNACK retransmt with monitor (6
di fferent w ndow scal e
109. 64. 214. 133 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
109. 64. 214. 133 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber monitor |6
46.19. 85. 13 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 67. 147.22 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 6
Sreaning Engine: TCP Invalid i i sSi
66.249.66.12  |Uited Sates 147.237.0.19 |nadimatal .idf.i 9 g Invalid segment retransmssion. . 6
Ret ransm ssi on Packet dropped.
109. 67.147.22  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
66.249.66.16  |Wnited Sates 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61  |lited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
186. 23.132. 180 |Argentina 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
85.64.250. 109 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
77.125.133.50 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
95.108. 158. 194 |Russian Federation  |147. 237.76. 200 |ei tan. aka. i df il 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
208.115.113.89 [Lhited Sates 147.237.72. 166 |aka.i df .i | drop SAMrule drop
84.108. 70. 237 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
85. 64. 250. 109 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
37.75.211. 91 ga:lcis;i':éa” Territory.1147. 237. 77. 216 |dover.idf. il |drop First packet isn't SN drop 2
74.82.47. 44 Lhited Sates 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 211|Wited Sates 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.207.15.98  |@te Divoire 147.237.77. 216 |dover.if il |Header Rejection :‘ﬁ:;trej ection pattern found in | oivor |1
141.212.122. 193|Uhited Sates 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 220|UWnited Sates 147.237.77. 176 |matpash.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 204|Wnited Sates 147.237.8.24 |elifestyle.idf.{Geo-1 ocati on enf or cement Sﬁ?o'rggi'n?”  nbound drop 1
37.75.211.91 glcisgi'géa” Territory. 147, 237.77. 216 |dover.icf.il  [Bad TCP sequence Inval i d ACK nuniber monitor |1
139. 196. 104. 39 |Chi na 147.237.0.19 |nadi matal.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198.50.145.72  |Canada 147.237.77. 216 |dover. i df . i | Drectory Traversal directory traversa overflow monitor |1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
74.82.47.55 Lhited Sates 147.237.76.34 |yohalan.idf.il |drop drop 1
141.212.122. 212|United Sates 147.237.76. 200 |eitan. aka. i df.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 194|United Sates 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 163. 234.4  [Romani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
188.166. 80. 153 |Russian Federation  [147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow roni t or 1
89.108. 144. 114 |Lebanon 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 221 |nited Sates 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
70.39.186.222 [Satellite Provider 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
141.212. 122. 207 |Wited Sates 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.75.211. 91 glcisgi':('ja” Territony.|147. 237. 77. 216 |dover.idf. i1 |SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 192|Wnited Sates 147.237.8.45 |e.eitanidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122, 213|nited Sates 147.237.76. 200 |eitan. aka.idf .i| |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 197 |Wited Sates 147.237.0.34 [tikshuwv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
136.243.36.96  |Ger many 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |1
189. 176. 33. 193 |Mexi co 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
89. 234. 157. 254 |France 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow nmoni t or 1
141.212. 122. 223|UWnited Sates 147.237.77.19 |lanforumidf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
70.185.178.92 |Lhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address Sgnature Action ‘Count
208.115.111. 74 |Wited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Gode Bl ock
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock
} . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |Wited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
66. 249. 66. 80 I srael 147.237.76.30 [hinush.idf.il D stributed Suspici ous Response Code B ock 2
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
’ . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
] . . D stributed Unhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
66.249. 64. 177 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. ht m Bl ock 2
. . D stributed Unauthori zed URL Access on
66. 249. 69. 26 I srael 147.237.77. 216 |dover. i df.i |l ww i cf i 1/ at al 1/ Zkor/ vi ew i . asp B ock 1
207. 46. 13. 99 Uhited Sates |147.237.77.170|nmaarachot. i df.il |Wauthorized UR. Access to naarachot.idf.il/aj ax/ aj axnewshi t. aspx B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
141.212. 122, 208|thited Sates [147.237.76.200|ei tan. aka. i df.il [Wauthorized URL Access to 147.237. 76. 200/ B ock 1
68.180.228.49 [lnited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
186. 128. 166. 236|Argenti na 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 75. 15 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 9/ 3369, | pg B ock 1
207.46.13.104 |nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1249-he/ at al . aspx B ock
141.212.122. 208|United Sates |147.237.77.19 [lawforumidf.il |Wauthorized URL Access to 147.237.77.19/ B ock 1
68.180.230.29 |United Sates |147.237.77.176|matpash.idf.il  [*>ameter Type Molation PageNimin Bl ock 1
v cogat . i df . i | /1038-ar/ cogat . aspx
. . URL is Above Root Directory
198. 50. 145. 72 |Canada 147.237.77. 216 |dover.i df.i |l Wi of i1/ / shared/cl i entscri pts/j query/j query-1 4. 2.nin.j s B ock 1
41.207. 15. 98 Qte Dlvoire |147.237.77.216|dover.idf.il Email collector robots 14 B ock 1
. . D stributed Unauthori zed URL Access on
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 77. 216/ 1133- he/ dover . aspx Bl ock 1
208.115.111.73 [nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/ mai n. asp B ock 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
141.212.122. 208|thited Sates |147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
41. 207. 15. 98 Qte DIvoire [147.237.77.216|dover.idf.il eMi | Hoar di ng B ock 1
109. 64. 214. 133 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.109 |[Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
66. 249. 66. 31 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ i turi mi asp/ wars. asp B ock 1
180. 76. 15. 17 Chi na 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 1
80.246.136.59 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 90 I srael 147.237.76.86 |[navy.idf.il v navy. i df i 1/ consol e/ cor e/ doc_nur/ doc.ngr . asp Bl ock 1
) . . . |SSL Untraceabl e Gonnection - Protocol violation
139. 196. 104. 39 |Chi na 147.237.0.19 |[nadimatal .idf.il (SSL_OOW QLI ENT FI N SH) None 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to wawidf.il/error.htm B ock 1
66. 249. 66. 61 | srael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/val tam Bl ock 1
208.115.113.93 |hited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 1
180. 76. 15. 152  |Chi na 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf.i |l Lhaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
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