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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3200

108. 161. 253. 41 Lhited Sates 147.237.77. 227 e hanaz.idf.il L4 Source or Dest Port Zero drop 2
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1

108. 161. 253. 41 Lhited Sates 147.237.77.178 e. nat pash. i df .il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

158. 69. 214. 116 Lhited Sates 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1




12-16-2015-02:04:02 to 12-16-2015-03:04:02

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 1 147.237.72. 166 Lited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
103. 27. 237. 136 147. 237.76. 42 Mi et nam refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
103. 27. 237. 136 147.237.76. 42 Mi et nam refuah.idf.il ET SCAN NVAP -f -sS 1
46. 151. 55. 35 147. 237.77. 178 kr ai ne e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.230.11.1 147. 237. 0. 200 Tuni si a mdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 188 147. 237. 76. 200 Lited Sates eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 147.237.77. 243 Lhited Sates nobi | e. i df.il ET SCAN NVAP -sS wi ndow 2048 1
103. 27. 237. 136 147. 237.76. 42 Mi et nam refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147.237.76. 31 Hong Kong nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.230.11.1 147. 237. 0. 200 Tuni si a ndu. i df i | ET SCAN NMAP -sS wi ndow 4096 1
199. 191. 56. 188 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
199. 191. 56. 187 147.237.77. 243 Wited Sates nobi | e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
199. 191. 56. 187 147.237.77. 243 Lhited Sates nobi | e. i df.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
141. 0. 15. 125 Eur ope 147.237.77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
68.180.229. 121 |thited Sates |147.237.76.200 [eitan. aka. i df.il 9 =g Invalid segnent retransmssion. | 26
Ret r ansni ssi on Packet dropped.
141.0. 15. 125 Eur ope 147.237.77. 216 |dover.i df .i | SYN At tack rej ect 20
Sreamng Engine: TCP Invalid i i ssi
79.179. 163. 242 |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
93.80.71.139  |SSIan 147.237.77. 233 |atal .i df il dro Frst packet isn't SN dro 9
T Federation ) o o P pac P
185.112. 102. 222 147.237.76.86 |navy.idf.il dr op SAMrul e drop 8
119. 144.57. 209 |chi na 147. 237. 77. 216 |dover i df i Bad TCP sequence SNretramsmt wih different —Jophivor |7
w ndow scal e
Sreaning Engine: TCP Invalid ' i ssi
109.65.51.78  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 86. 213 I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46.19. 86. 181 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.54.28.167  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
37. 46. 39. 182 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
62. 219. 140. 205 |Israel 147. 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 214 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaning Engine: TQP Invalid i i ssi
66.249.64.75  |Wnited Sates |147.237.76.200 |eitan aka i df.il g =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 181 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
79.182. 146. 148 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TQP Invalid i i SSi
66.249.66.61  |Uhited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
73.164.102. 233 |Wiited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79.182. 146. 148 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 19 I srael 147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> Timeout  |reject 2
66. 249. 66. 125 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SYN drop 2
46.19. 86. 162 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
139. 196. 104. 39 |Chi na 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 3. 177 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |1
195. 154. 227. 118|France 147.237.77. 216 |dover.i df i | drop SAMrule drop 1
141.212.122. 197|Whited Sates |147.237.76. 177 |ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
e SYN+tACXK retransnmit wth .
46. 19. 86. 82 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal & nonitor |1
115. 230. 124. 164 |chi na 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 209|Wnited Sates  |147. 237. 76. 196 |e. sviva.idf. il Geo- | ocati on enf or cement gﬁfolggﬁ;‘fn i nbound drop 1
46.19.86.19  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |1
di fferent w ndow scal e
. s SYN+tACXK retransmt wth .
87.64.165.103  |Bel gi um 147.237.77. 216 |dover.i df i | Bad TCP sequence different wi ndow scal e noni tor |1
71. 201. 16. 80 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
. } . . SYNtACXK retransmt with .
197.231.17.243 |Mwritania 147.237.77. 216 |dover . i df .i | Bad TCP sequence different vi ndow scal e noni tor |1
46. 19. 86. 220 I srael 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 198|Wnited Sates |147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
41.35.169.156  |Egypt 147. 237. 77. 176 |nat pash. i of . i | drop First packet isn't SWN drop 1
141.212.122. 222|Wited Sates |147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggﬁ;}fn I nbound drop 1
46.19. 86. 19 I srael 147.237.77. 226 [ chanatz. aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |1
2.52.63.172 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates |147.237.76.196e.sviva idf.il SYN At ack SYN -> SYN-ACK -> Tineout [reject 1
46. 19. 86. 220 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 203|hited Sates |147.237.76. 200 |ei tan. aka i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
e SYN+ACXK retransnmit wth .
46. 19. 86. 85 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal & nonitor |1
119. 144.57. 209 |China 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or
41.35.169.156 |Egypt 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.54.155. 11 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 214
2.54.155. 11 I srael 147.237.0.19 |nadimatal .idf.il[Too Many of the Same Response Code (404) in Session from2. 54, 155. 11 Bl ock 148
2.54.155. 11 I srael 147.237.0.19 |[nadimatal .idf.il|Too Many of the Sane Response Code (403) in Session from2.54. 155, 11 Bl ock 44
107. 167. 112. 223 g;g: 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/aman B ock 3
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 2
157. 55. 39. 89 g‘;tt:: 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code Bl ock 2
Lhited . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
79.182. 146. 148 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code Bl ock
208. 115. 111. 74 ;h;:ee: 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Gode Bl ock 2
Lhi ted . . Unaut hori zed URL Access to
17.138.56. 29 Sates 147.237.77.176 [mat pash. i df . i | vwwv cogat . i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 o o 147.237.77.216|dover . i df . i v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
208.115.113.93 g;g: 147.237.76.30 [hinush.idf.il D stributed Suspici ous Response Code Bl ock 2
17.138.57.91 ;h;:ee: 147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138.57.91 Bl ock 2
Lhi ted . . D stributed Unhauthori zed URL Access on
204.13.200.200 fo . o 147.237.77.216|dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. Bock |2
66. 249. 66. 77 I srael 147.237.76.30 [hinush.idf.il D stributed Suspici ous Response Code Bl ock
149. 88.227.60 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
195. 154. 194. 111 |France 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df .il/wp-1ogin. php B ock
. . Unhaut hori zed URL Access to
66.249. 75.127 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/j query/ gl obal .| s Bl ock 1
52.48.69. 17 g;g: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77.216|dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bock |1
89. 153.85.232 |Fortugal 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to wwu i df.il/xmrpc. php Bl ock 1
68. 180. 230. 29 g‘;ttees 147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ation PageNumin waw cogat . i df .i1/2065- he/ cogat . aspx Bl ock 1
207. 46.13. 135 g‘;tt:: 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code Bl ock 1
157. 55. 39. 142 g‘;ttees 147.237.72. 166 |aka. i df . i | Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
Lhi ted . . D stributed Unhauthori zed URL Access on
107.178.194.87 g o 147.237.77. 216 (dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bock |1
79.183.26.148 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
Lhited . . Unhaut hori zed URL Access to
199.16.156.126 |g oo [147.237.77.216|dover. i df.i| vw i df i | /si p storagel il es/ 7/ si ze220x0/ 10937 j pg Bock |1
66.249.78.102 |lsrael 147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx Bl ock 1
66. 249. 66. 28 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
. . D stributed Unhauthori zed URL Access on
150.70.97.84  [Japan 147.237.77. 216 (dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
104. 209. 188. 207 ;“;tteeg 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode Bl ock 1
Gooki e Tanpering on cooki e Logi n: Expected , (bserved
2.54.155. 11 | srael 147.237.0. 19 nad| m at al . | df . | | HHKHKHA KA KK KAKRH KA KA KA KKK FR KKK IR RE KRR R IR IR IR IR IR A IR F R F R K FFh*k*xkxx5% [None 1
Lhited . . . Unhaut hori zed URL Access to
69.58.178.59 Sates 147.237.0.34  [tikshuv.idf.il wn ti kshuv. i df . i1/ shared/ user cont r ol s/ header upper / Bl ock !
180. 76. 15. 16 Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Gode Bl ock 1
66.249.66.132 |lsrael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list2005a htm Bl ock 1
109. 67. 190. 156 |l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
84.228.151. 144 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1406- he/ at al . aspx Bl ock 1
68.180. 228. 112 LSthlatt:sd 147.237.77. 216 |dover.i df . il Paranet er Type Mol ati on PageNumin wa i df . il/1133- he/ dover . aspx Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |nat pash. idf.il waw cogat . i df . i |/ useful i nfornation/i dkoni ni pages/ 21032011suf a. aspx Bl ock !
. . D stributed Lhaut hori zed URL Access on
150. 70.173.48  |Japan 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. Bock |1
79.178.19.188 [Israel 147.237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt Bl ock 1
180. 76. 15. 137  |China 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 1
66. 249. 75. 6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
119. 144.57. 209 |Chi na 147.237.77.216|dover. i df . il URL is Above Root Drectory wawwidf.il/../shared usercontrol s/ headerupper/ B ock 1
84.228.203. 224 |lsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 1
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover. i df . il Paranet er Type M ol ation PageNumin vww i df.il/1781-he/ dover . aspx B ock 1
. . D stributed Unhauthori zed URL Access on
150. 70. 173. 48  [Japan 147.237.77. 216 (dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
Lhited . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover . i df . i v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
2.54.155. 11 I srael 147.237.0.19 |madimatal .idf.il[Too Many 403: Response Code per Session Bl ock 1
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