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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3281
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
69. 30. 218. 166 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
188. 165. 234. 129 France 147.237.0. 34 tikshuv.idf.il |3885 HITP. PHP File Include Exploit B ock 1




|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry
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Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
166. 63. 125. 149 147.237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 113 147. 237.0. 35 krai ne akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
41.230.11.1 147. 237. 0. 200 Tuni si a . i df il ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 125. 149 147.237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 3072 1
41.230.11.1 147. 237. 0. 200 Tuni si a ndu. i df . i | ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35

208.115.113.89 |lhited Sates 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 13
Sreaning Engine: TGP Invalid i i sSi

174.64.97.238 |lited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. o 12
Ret r ansm ssi on Packet dropped.

208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrul e drop 9
Sreanming Engine: TCP Invalid i i ssi

79. 180. 155. 197 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. o 9
Ret r ansmi ssi on Packet dr opped.

176.12.151.72 |lIsrael 147. 237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or

213.57.140.79 |lIsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TQP Invalid i i sSi

79.183.140.94 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.

213.8.204.7 I srael 147. 237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6

213.8.204.70 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6

213.8.204.70 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor (6

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

213.57.138.182 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

213.57.140.79 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
Sreaning Engine: TGP Invalid ' i ssi

199.30.25.222 |Wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i | 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.

79.183.133.61 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i SSi

31. 154. 159. 246 |l srael 147.237.77. 243 |nobi l e. i f . | 9 =g Inval id segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

46. 19. 86. 218 I srael 147.237.77. 243 |mobi l e.i df . i Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning BEngine: TQP Invalid i i Ssi

5.255.253.188  |Russian Federation [147. 237. 72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

46.19.86.32  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

213.57.140.79 I srael 147. 237.72. 166 |aka. i f . | Bad TCP sequence SINRACK retransmt wi th monitor |3

different wndow scal e

Sreanming Engine: TCP Invalid i i ssi

208.54.36.195 |United Sates 147.237.72. 166 |aka i o .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

37.26.146.178 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

5.22.129. 89 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

5.144.131. 170 'F;;‘EBI :i'ﬁ"‘c 147.237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber noni tor |2

5.22.131. 138 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2

77.237.138.202 |Czech Republic  |147.237.77.227|e harez.idf.il  |Geo-1 ocati on enf or cerent ﬁ? Olr 222;]? n i nbound drop 2

61.135.190.72 |China 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2

enf or cenent
. . SYNtACK retransmt wth .

46. 19. 86. 24 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 noni t or 2

32.212.12. 79 Lhited Sates 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2

109. 65. 117. 63 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2

167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

32.212.12.79 Lhited Sates 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2

213.57.135.101 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

5.144.131. 170 'F;;‘EBI :i'ﬁ"‘c 147.237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber aert 1

212.199. 121. 158|I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 1

46.120. 251. 108 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 1

188. 120. 148. 251 ]I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

46. 19. 86. 24 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1

141. 212. 122. 218|lnited Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

31.154. 159. 246 |[lIsrael 147.237.77. 243 |mobi le.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 1

95. 38. 61. 199 ::ara;z'u :z' e 147. 237. 77. 216 |dover . i of . Bad TCP sequence Inval i d ACK nunber aert 1

77.127.230. 250 |[lsrael 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1

46. 19. 86. 186 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

37. 46. 39. 226 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212. 122. 199|hited Sates 147.237.76. 148 |gocent er . aka. i of . i |dr op drop 1

46.120. 251. 108 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1

188. 120. 148. 251 |l srael 147. 237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1

46. 19. 86. 24 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1

141.212.122. 219|Uhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
46. 120. 92. 36 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 51
79.177.242.175 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 13
208.115.111. 74 [lnited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 9
2.54.186. 12 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 3
213.8.204. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
17.138.57.91  |lhited Sates 147. 237.77. 216 |dover . i df . i | O stributed Uhaut hori zed LR. Access on Bl ock 2
wan i df . i | /894-en/i df gdover . aspx
207.46.13.135 [lhited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
] . . D stributed Unauthori zed URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
] - - Unhaut hori zed URL Access to
17.138.57.91 Lhited Sates 147.237.77. 216 |dover. i df .i | Wi i df i |/ shar el user cont rol s/ header upper / B ock 2
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |United Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
213.57.233.95 |[Israel 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 2
2.54. 60. 83 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
212.199. 121. 158|I srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||Uhaut hori zed LRL Access to ww chi nuch. aka. i df . il/404. htm B ock 2
66. 249. 66. 84 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
] . . D stributed Unauthori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
66.249. 75.127 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2388. | pg B ock 1
. . . . Unaut hori zed URL Access to
61.135.190. 198 |China 147.237.0.34 |tikshuv.idf.il 147 237. 0. 34/ styl el shar ed/ | ayout 2. css B ock 1
Doubl e LRL Encoding - paraneter: in
207.46.13.104 |lhited Sates 147.237.77. 216 |dover.idf .il wn i df . i |/ hebr ew or gani zat i on/ pat zar/ atar 1/ ms1/ pi rsumindj ourn |B ock 1
al / 15%cavi r anib. doc
149. 88. 220. 87 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
37.142.242. 174 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] - - D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77. 216 |dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Gode B ock
195. 154. 194. 111 |France 147.237.77.74 |lawidf.il PHP At t enpt B ock
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/reset. css |B ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
- - Unhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133. 12522- he/ dover . aspx B ock 1
213.57.203. 197 |Israel 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessions: sigal gs oS Attack None 1
61.135.190. 200 [Chi na 147.237.0. 15 kosher -kravi . i df . i|haut hori zed URL Access to 147.237.0. 15/ B ock 1
157. 55. 39. 61 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/main/snalinisnal i maspx None 1
87.69. 31. 163 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . ; . Unhaut hori zed URL Access to
61.135.190.71 |China 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ styl e/ 1. hel | angst yl . css B ock 1
195. 154. 194. 111|France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock 1
66.249.78.159 |[lsrael 147.237.77.216|dover.idf .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
61.135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0.34/styl e/ shared/text.css  [B ock 1
207.46.13.187 [lnited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewing.asp |B ock 1
180. 76. 15. 31 Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
54.186.248.49 |[thited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwidf.il/1294- he/ vww i df . il B ock 1
87.250.241.67 |Russian Federation [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 81 | srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
61.135.190.72 |[China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout . css |B ock 1
] . . Unhaut hori zed URL Access to
199. 59. 148. 210 |United Sates 147.237.77.216|dover. i df . il Wi df i1/ p storagel il es/ 8 si ze220x0/ 17468, | pg B ock 1
32.212.12.79 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
114. 44. 202. 2 Tai wan 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
68.180.228.49 |[Lhited Sates 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Gode B ock 1
217. 66. 244. 231 g‘ijcis;i':('ja” Territory s 47, 237. 77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to ww cogat . i df . i1/ 894-ar B ock 1
180. 76. 15. 32 Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
61.10.232.113 |Hong Kong 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
Uhknown Paraneter catld in
2.54.156. 214 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ f av [None 1
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