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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3425

14. 21. 246. 220 Chi na 147.237.76. 44 e.refuah.idf.il ock_Udp All _Nets dr op 1

14. 21. 246. 220 Chi na 147.237. 76. 200 eitan. aka.idf.il Bl ock Udp Al Nets drop 1

188. 138. 33. 34 Ger nany 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp Al _Nets drop 1

58. 99. 55. 25 Tai wan 147.237.76. 176 test.ncore.idf.il Bl ock_Udp Al _Nets drop 1

188. 138. 33. 34 Ger nany 147.237. 76. 148 gocenter. aka.idf.il ock Wp Al _Nets drop 1

58. 99. 55. 25 Tai wan 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1




12-16-2015-00:04:09 to 12-16-2015-01:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
51. 254, 97. 23 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il [Cl000106: HTTP. najestic bot B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
176. 36. 80. 39 krai ne 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
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|Top Attackers In ID|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 66. 109 [147.237.77.233|Wnited Sates |atal .idf.il ET SCAN NVAP -sA (2) 2
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
112. 5. 236. 213 |147.237.72. 14 |Chi na dover.idf.il (ol d) . 1
Potential Scan or Brute Force
94.102. 48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 |[147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i Ssi
79.177. 127. 146 |I sr ael 147, 237.76. 200 |ei tan. aka. i df .1 Streamng Engine: TCP Invalid |invalid segnent retransnission drop 492
Ret r ansmi ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
46.120.68.232 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different moni tor |21
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
5.22.129.171 |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.66.39 |lnited Sates |147. 237. 7. 234 |hal ag.i of . g =g Invalid segnent retransmssion. |, o 18
Ret ransm ssi on Packet dropped.
213.57.138. 182 |l srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
85. 65.186. 189 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence S retransmt wth different monitor |8
w ndow scal e
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
5.28.183.131 |[lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |7
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 7
46.19. 85. 53 I srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 53 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber alert 7
. . SYNPAXK retransmit with different .
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
37.26.149. 242 |lIsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.52.164.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
5.29.102. 78 I srael 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 64. 166. 61 |l srael 147.237.72. 166 |aka. i dof .i Bad TCP sequence Inval i d ACK nunber alert 6
109. 64. 166. 61 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
85. 65. 109. 210 |l srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
5.22.129.89 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
84.229.1.171 |lIsrael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
37.26.149. 242 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence nonitor |4
Sreaning Engine: TQP Invalid i i ssi
2.54.135.71  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |4 o 3
Ret ransm ssi on Packet dr opped.
176.97.116. 171 |krai ne 147.237.77. 176 |nat pash. i df .i drop SAMrul e drop
37.26.149. 242 |lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
Sreaning BEngine: TQP Invalid i i ssi
31. 168. 180. 199 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 219. 62 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
31. 210. 186. 166 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.67.69.31 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
95. 35. 166. 130 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185. 27. 105. 111 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
208.54.36.195 |Wited Sates |147. 237. 72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.28.167  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
70.199.8.211 |Wnited Sates |147. 237. 7. 216 |dover. i df .i Bad TCP sequence SINAK retransmt with different |oonivor [
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.19.86.195 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
37.26.149. 242 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence alert 3
208.115. 113. 89 |Lhited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 3
94. 230. 86. 234 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
37.26.149. 242 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier alert 3
Sreamng Engine: TCP Invalid i i ssi
79.180.12.85 |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
94. 230. 86. 245 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
46.19.86.193 |l srael 147.237.77. 226 |\ chamatz.aka. 1df- a4 TOP sequence Inval i d ACK number monitor |2
77.126. 221. 222 |I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different | oo 2
w ndow scal e
2.54.164. 52 I 'srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46.19.86.212 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TQP Invalid i i ssi
66.249.66.61 |Wnited Sates |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 104 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
79.177.127. 146 |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 58
208.115.113.93 [lnited Sates [147.237.76.30 |hi nush.idf.il Dstributed Suspicious Response Code B ock 9
46. 200. 33. 21 Wkrai ne 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 8
85. 65.109. 210 |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 7
109. 67. 69. 31 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 7
46. 19. 86. 149 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
85. 65. 109. 62 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19. 86. 20 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
95. 35.166. 130 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
69.171.231.224 |Lhited Sates |[147.237.72.166|aka.idf.il Post Request - Mssing Content Type B ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 2
109. 64. 25. 182 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
46. 19. 86. 249 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
2.54.129. 245 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66. 249. 66. 80 | srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 2
204.13.200.200 |Uited Sates [147.237.77.216|dover. idf il | o0 PHted lfggggégg?ﬁe%ﬁ??:pﬁn B ock 2
80. 246.130. 63 |l srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Gode Bl ock 2
37.26.149.242 |lsrael 147.237.77.216|dover . i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 2
2.52.151. 109 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 10 Chi na 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Gode Bl ock 1
79. 180. 61. 74 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
109. 186. 53. 227 |l srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Gode Bl ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
213.57.203.197 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 21. 106 Nor way 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
199.58.133. 130 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
176. 12. 141. 237 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
107.178.104.87 [Uited Sates  [147.237.77.216(dover. i df i1 [o ot MGG IR TS TR eeee o B ock 1
66. 249. 66. 87 I srael 147.237.76.30 |hinush.idf.il DO stributed Suspici ous Response Code B ock 1
46.19. 86. 171 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
208.115.111. 74 |lhited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
89.138.43.250 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.16. 40 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 1
180. 76. 15. 160  |Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 1
79.183. 104. 218 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.78.102  [Israel 147.237. 7. 216 |dover . i df . i|  [shanN0rized L Aoess 10 over aspx B ock 1
109. 253. 158. 104|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

95. 86. 82. 127 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
204.13.200.200 [Uited Sates  [147.237.77. 216 |dover i i1 [[ oM R ZEE - eeess on B ock 1
177.98.141.8 Brazil 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
77.126.34.215 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 75. 6 I sr el 147.237.76.42 |refuah.idf.il ﬂ?}’;g;r;éefz?‘p fsctcoersasget/?i | s/ 8 2278, pa Bl ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
79.183.173.11 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wnidf.il/tenpl ates/article/watch Bl ock

185. 120. 125. 22 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
66.249.78.109  Israel 147.237.77. 216 |dover . i df . i | e e e el dover. aspx Bl ock 1
141.212.122. 208|lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
107.178.194.79 |Uited Sates  [147.237.77.216|dover . idf il |D o0 OHed lfggggégg?ﬁe%ﬁ??:pﬁn B ock 1
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