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M 385. 65. 109. 210
I 85.64. 75. 188
M 254838
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3671
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

5.9.85.4 Ger many 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.244.49.137 |[147.237.8.27 |Hong Kong e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
42 55181 194|147 237 76.30 |china b rshL i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175.143.53.17 |147.237. 76. 202 |Ml aysi a ehalagidf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165|147. 237.0. 200 |Lhited Sates mu.idf il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147.237.0. 16 [lhited Sates ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147.237.77.61 |China e.cogat.idf.il ET SCAN NMAP -sS wi ndow 4096 1
103. 27. 237. 136 |147.237. 76. 177 |M et nam ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
103. 27. 237. 136 |147. 237. 76. 177 [M et nam ncore.idf.il ET SCAN NVAP -f -sS 1
80. 82. 70. 230 147.237.0.33 [Netherl ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76.42 |Lnited Sates refuah.idf.il ET DRP Dshield B ock Listed Source 1
61.244.49.137 [147.237.8.14 |Hong Kong e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
175.143.53.17 |147.237. 76. 202 [\l aysi a e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.0.35 |Lhited Sates akaws. i df il ET SCAN Potential SSH Scan 1
158.255.2.52  |147.237.0. 16 ?;Z:;:I”ion ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
117. 25. 155. 164 |147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
103. 27. 237. 136 |147.237. 76. 177 [M et nam ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
95. 86. 102. 20 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

46.120.68.232 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 121
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i SSi
5.29.122. 11 I sr ael 147.237.0.19 |nadimatal .idf.il 9 =g I nvalid segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.
209. 73. 141. 221 g”&;ymus 147. 237. 77. 216 |dover. i df . i | dr op First packet isnt SWN drop 20
149.78.74.252  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 19
185.24.76. 145 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber aert 11
185.24.76.145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 11
46.19. 86. 79 I srael 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11
. . SYNtAK retransmit with different .
149.78.74.252 |Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence vi ndow scal e noni t or 10
46. 19. 86. 79 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
5.29.53.99 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
84.228.118.86 |l srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
79.176. 58. 243 | srael 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SN drop 9
2.54.8.38 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 8
2.54.8.38 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 8
2.54.8.38 I srael 147.237. 77. 216 |dover .i df . i | Bad TCP sequence Invalid ACK nunber aert 7
2.52.32.243 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.8.38 I srael 147.237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.199 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.8.38 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning BEngine: TCP Invalid i i SSi
79.176.171.95 | srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
85.64.75.188  |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 187 I srael 147.237.77. 216 |dover .i df i | Bad TCP sequence Invalid AGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
79.178.99.93  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
69.203.214.60 |United Sares  |147. 237,72, 167 [i shurimaka iar. i[> | SAM NG Engine: TP Invalid invalid segnent retransmission. o 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6
84.229.28.12 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 78 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
46.19.86.243  |Israel 147.237.77.243|mbile.icf.il  |Bad TCP sequence SNHAK retransmt with different oo s
W ndow scal e
84.228.156.17 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
84.108. 108.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 86. 83 I srael 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
2.54.8.38 I srael 147.237. 77. 216 |dover . i df . i | SYN Att ack rej ect 4
207.46.13.78 Lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SYN drop 4
94.230.86.200 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 116. 177. 194! srael 147.237. 77. 216 |dover . i df . i | drop First packet isn't SWN drop 4
5.102. 254. 33 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
. . SYNFAXK retransmit with different .
37.26.146. 214 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence vi ndow scal e noni t or 4
37. 46. 39. 250 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
149. 78. 74. 252 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
85.65.109. 210 I srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19.86.230 | srael 147.237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79. 180. 12. 88 | srael 147.237. 72. 167 |i shurimaka. i df . i g .g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 160. 235. 232|i srael 147.237.72. 166 |aka.i df . 9 =g I nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
2.54.129. 251 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i SSi
79.180. 213. 250 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
46.19. 85. 28 I srael 147.237.72. 167 |i shurimaka.i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.4.126 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 128
5.29.122. 11 I'srael 147.237.0.19 |madimatal .idf.il  [[°0 MWV of the Sane Response Cbde (404) in Session from Bock  [108
5.29.122. 11
5.29.122. 11 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 102
176.13.4.126 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 69
88. 161. 103. 7 France 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 60
88.161.103.7  |France 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to R Bock  [60
w i df . i |/ resour ces/ content/i nages/ i nsi gni a/
85. 64. 75. 188 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 40
. . . Paraneter Type M ol ati on NewPassword in
84.229.153.11 |l srael 147.237.77. 243 |nobi l e.idf . il nobi | e, i df .| / sachar / changepassvor d B ock 26
80. 178. 6. 88 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 80.178. 6. 88 Bl ock 10
207. 46.13. 135 Lsh'mt:g 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 7
40.77. 167. 44 g“'af(f;’ 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 7
185. 3. 144. 144 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 6
157. 55. 39. 88 g‘;tt:: 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Qode B ock 6
208. 115. 111. 74 ;q;:ee: 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response (ode B ock 3
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Qode B ock 3
46.121. 246. 146 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
37.26.147.163 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 200. 33. 21 Wrai ne 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Qode B ock 2
79.176.58.243 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
185. 24.76. 145 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
m ny- kosher - kr avi . _ ,
85.65.94.7 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 2
46. 19. 85. 20 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
2.54.34.23 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
95. 86. 82. 127 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
84.228.156.17 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.181.29.181 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.29.122. 11 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
180. 76. 15. 5 Chi na 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 1
2.54.6.74 | srael 147.237.77.216|dover. i df . il Dstributed PHP At enpt Bl ock 1
130. 216. 48. 118 ;g]’"and 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/pdf/files/7 B ock 1
66. 249. 66. 184 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/default.asp B ock
212.179.231. 48 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
Unknown Par arret er
87.68. 161. 98 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.120.251. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
46. 19. 85. 30 | srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code Bl ock
188. 120. 148. 179|1 sr ael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Unknown SSL Sessi on None 1
81. 100. 69. 61 LK*i"rf:gom 147.237.77. 216 |dover. i df . i | Distributed PP A tenpt Bock |1
. . O stributed Whaut horized URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
5. 29. 35. 192 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/sip storagel/files/ 1/ B ock 1
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response (ode B ock 1
Doubl e URL Encodi ng - paraneter:
Lhi ted . . ut m sour ce%8DCopy¥2Bof Y2BWeekl y¥2BBr i ef ¥2B%252FNovenber %2B9%2
98.139.14.251 Sates 147.237.77. 216 (dover . i df . i | 52C%2B2012%26ut m canpai gn¥8DNews| et t er ¥26ut m nedi un?8Denai | Bl ock !
in wwvidf.il/1283-17570-en/ dover. aspx
46.116. 35. 83 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS9 Sessions: sigal gs oS Attack None 1
208. 115. 113. 93 g‘;s: 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock 1
79.183.207. 201 |Israel 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed UR. Access on v i df.il/https: /v idf.il/ Bl ock 1
180. 76. 15. 12 Chi na 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Qode B ock 1
2.54.6.74 I srael 147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
149. 88. 31. 90 I srael 147.237.72. 156 [arman. i df . i | Untraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 1
66.249.78.159 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/ print_bottom asp B ock 1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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