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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature
167. 114. 156. 16 Canada

|Device Action |Count|
147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3125
156. 34. 74. 151 Canada 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 2




12-15-2015-22:04:06 to 12-15-2015-23:04:06

|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 102. 9. 28 147.237.72. 167 |Wited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66.102. 9. 6 147.237.72. 167 |Wited Sates  |[ishurimaka idf.il ET SCAN NVAP -sA (2) 2
42.118.12.100 [147.237.0.200 [V et nam . idf il ET SCAN NVAP -f -sS 1
222.186.56.32 [147.237.0.35 [China akaws. i df i ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.56.32 |[147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
12431 149, 210 |147. 237. 76. 30 |chi na himsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85.65.192. 211 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
62.90.77.221  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
42.118.12.100 [147.237.0.200 [\ etnam . i of .i | ET SCAN NMAP -sS wi ndow 2048 1
222.186.56.32 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.56.32 |147.237.0.17 [China mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
89.138. 47. 228 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
80.82.70.230 [147.237.72. 217 |Net her| ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.101.92.39 [147.237.0.35 RF;Z:;:{}OH akavs. i df .l ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
46.19. 85. 179 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 77
46.120.68.232 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor (35
80.178. 6. 88 I'srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 30
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19. 85. 179 | srael 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
149.78.74.252  |israel 147.237.72. 166 |aka.i df i1 Bad TCP sequence Smwace e reansm wehdifferent | onitor |16
46. 19. 85. 224 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 15
109. 160. 135. 2171 sr ael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 15
Ret ransni ssi on Packet dr opped.
85. 65.186.189 I srael 147.237.77. 233 |atal i df il Bad TCP sequence mdgitvrsagngt wth different moni tor (14
85. 64. 137. 16 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 13
46.19. 85. 179 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
149.78.74.252 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19.86.160  |israel 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.
185.32.179.57 | srael 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
79.179.6.72 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.171. 99 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
5.102.254.181 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
5.102. 254.0 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 86. 132 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.19. 86. 49 I srael 147. 237.77. 216 |dover i df .1 Bad TCP sequence ﬁg@‘sg rea”S”“ wthdifferent |oonitor s
79.178.217.178 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |8
185. 120. 125. 49 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 86. 132 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id ACK nunber alert 8
79.177.183.25 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 132 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.93.113 [lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19. 86. 132 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 8
46. 19. 85. 46 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or 7
46.19. 86. 132 I srael 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185. 120. 125. 49 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 7
46.19. 86. 123 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
140. 101. 20. 1 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 7
2.54.153. 24 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
79.180.32.211 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
109. 253. 135. 113|I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 86. 122 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval id ACK nunber noni t or 6
109. 160. 243. 152|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
5.102. 254.181 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 6
2.52.160. 167 I srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
132.66. 222. 127 |Israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
37. 26.148. 191 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 160. 243. 152|l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or 6
79.180.129. 104 [lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
84.108. 104. 229 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109.65.41.19  |Israel 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
85. 64. 0. 246 I'srael 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
93.173.12.90  |israel 147, 237. 77, 243 |mobi e icr 1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
109. 67. 41. 105 |Israel 147, 237.72. 167 | surimaka i i | | €2 NG Engine: TQP Invalid  invalid segnent retransnissi on drop 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29. 88.58 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 54
173.208. 136. 170|thited Sates [147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 173.208.136. 170 B ock 43
31.31.79.85 (FZpeu?:)Ihl c 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 41
80. 178. 6. 88 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 80.178. 6. 88 Bl ock 25
62.219. 109. 233 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 23
173.208. 136. 170|thited Sates [147.237.77. 176 |nat pash. i df . i | Mil tipl e Admin Bl ocking from 173.208. 136. 170 Bl ock 19
79.179.122.78 |lIsrael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 12
176.13.15. 255 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock
46. 19. 86. 59 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
157.55.39. 3 Lhited Sates |147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code Bl ock
46.117.164.60 |Israel 147.237.0.17 2; niyl- kosher-kravi. i |, o ibuted I11egal Paraneter Encoding None 4
176. 12. 146. 231 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Waut horized URL Access from 176. 12. 146. 231 B ock 3
82.81. 3. 200 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
46.19. 86. 103 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
37.238.140. 177 |irag 147.237.77.216|dover. i df . il Paraneter Type Molation SortOr in v idf.il/1133-he/dover.aspx  |B ock 3
2. 54. 140. 222 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
84.228.73.239 | srael 147.237.72. 167 i shuri maka. i df . i | ;Z‘_’z'\g_‘yn?_fz;ge Sane Response (bde (404) in Session from Bl ock 3
40.77. 167. 44 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 3
37.142.68.140 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Gode Bl ock 3
176.13.4.126 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
95.90. 251. 149  |Ger many 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
157. 55. 39. 88 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Gode Bl ock 2
37.142.228.147 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.5.220  |Israel 147.237.0.17 2; niyl- kosher-kravi. i |, o ibued I11egal Paraneter Encoding None 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . i | b stri bt oc ff;su_t;g;gi_eﬁeﬁvﬁcfspsn Hock |2
68.180.228.49 |lnited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock
176.13.17.91 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
185.32.179.57 |l srael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock
176.13.22.49  |Israel 147.237.0.17 2; niyl- kosher-kravi. i 1, o ibued I11egal Paraneter Encoding None 2
109.67.42.76  |Israel 147.237.76.42 |refuah.idf.il ma?ztfi;z‘;]e.\fd?ﬁtli /Ogggeﬁ;f:‘;ej;hf Zspx Bl ock 2
185. 120. 125. 21 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
207.46.13.135 |Lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response CGode Bl ock
176.228.128.6 [Israel 147.237.0.17 (Tf nlyl kosher-kravi.i |, e 111 egal Paraneter Encoding None 2
46.19. 85. 20 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
66. 220. 156. 120 |Wited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
176.10.99.208 [Switzerland  [147.237.77. 216|dover. i df . | Wﬁ;;ﬁ‘j‘ﬁ?&ﬁ;fﬁg;’mms/jquery/jquery_ L4 2rins Bock |1
31.168.137.30 | srael 147.237.77.74 |lawidf.il ma’ni;e: d?"i*l’ /\c\eogir'zncggle\t\'szrte’; a's';x/ getci ti s Bl ock 1
84.109.73.249 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
212.150. 214. 90 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
46.117.181.6 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 221 I srael 147.237.77.216|dover . i df . i D stributed Wknown HTTP Request Met hod Bl ock 1
141.212. 122. 208|lnited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
Unknown Par anet er
185. 120. 126. 73 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHol der $ot nSave i n None 1
wwv aka. i df . i |/ mai n/ gi yus/ f ag. aspx
107.178.194.87 |Uited Qates |147.237.77. 216 |dover . i df . i | b stri bt oc lfsgfggggg?ﬂeﬁvﬁffsp;” Hock |1
66.249.75.15  |Israel 147.237.76.42 [refuah.idf.il e o L tuah aspx Bock |1
54.153.32.246 |lWited Sates [147.237.77.170|nmaar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
Unaut hori zed URL Access to
173.208. 136. 170|thited Sates |147.237.77. 176 [nat pash. i df . i | W cogat . i df . i 1/ admi ni strat or/ si t eengi nenanager / conponent s/ edi tor |B ock 1
/ asset nanager / asset nanager . asp
85.65.186. 189 [l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock
213. 204. 101. 26 |Lebanon 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
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