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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3248
105. 107. 67. 2 Ageria 147.237.77.216 dover.idf.il |HTTP-M SG Acuneti x- Ur | dest - r eset 4
105. 107. 67. 2 Ageria 147.237.77. 216 dover.idf.il |HTTP-M SC Havi j - User - Agent dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘Sgnaiure Devi ce Action |Count |
105. 107. 67. 2 Ageria 147.237.77.216 |dover.idf.i|10767: HITP. Acunetix Security Scanner B ock 2
105. 107. 67. 2 Ageria 147.237.77.216 |dover.idf.i[13465: HITP. Apache Roller Q3L Cormand | njection Vul nerability B ock 1

105. 107. 67. 2 Ageria 147.237.77.216 |dover.idf.i[3999: HITP. Goss Ste Scripting Atack in HITP Header Bl ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
105. 107. 67. 2

|Tar get Address
147.237.77. 216

147.237.77. 216

Attacker Qountry
Austria

Ageria

dover.idf.il

Signature

Tehila - Perl LW with fake user agent

dover.idf.il

SERVER WEBAPP server-info access
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
r eam n ine: TCP Invali i i ssi
109.67.145.13  |Israel 147.237. 72. 166 |aka. i f . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission dr op 156
Ret ransni ssi on Packet dr opped.
s SYNretransmit wth different .
79.178.217.178 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal e noni t or 58
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107. 167. 112. 120|Wnited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreaning Engine: TCP Invalid i i ssi
79.179. 112. 102 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
109. 66. 102. 237 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
R SYNretransmit wth different .
192.117.105. 92 |Israel 147.237.76.31 |nakcha .idf.il [Bad TCP sequence wi ndow scal e noni t or 11
84.108.158.34 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
e SWNretransnmit wth different .
109. 67.115.55 |l srael 147.237.72. 156 |anan. i df .i Bad TCP sequence v ndow scal @ noni t or 9
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.238  |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.22.98  |Israel 147. 237, 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
37. 46. 39. 255 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
. . SYNHAK retransnit with different .
46. 19. 85. 174 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 7
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 239 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 209 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 84 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
192.117.105.92 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt wth different monitor 6
w ndow scal e
46. 19. 85. 20 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
62.219. 116. 240 |l srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 77 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
109. 67. 42. 26 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 103 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 20 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 67. 42. 26 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 209 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.149.201 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 86. 42 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.12. 254. 96 Romani a 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 4
79.180.25.238 |[lIsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
46.116.214.98  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
37.46.39.6 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.131. 141 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.39.6 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 238 | srael 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 146 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
46.117.113. 212 |israel 147. 237.77. 243 |robile. i f . | 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
. . SYNHAK retransnit with different .
46. 19. 86. 241 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.179. 167. 118 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66.58.133 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.163 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.108  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
149. 78.40.201 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5.102.254.106 |l srael 147.237.72. 167 |ishwimaka i df.i|[Bad TCP sequence Inval id AGK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.116.214.98 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 46
79.178.177.97 |Israel 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 79.178. 177. 97 B ock 22
85. 64. 11. 173 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 85. 64. 11. 173 B ock
176.13.17.161 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
85. 64. 11. 173 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 6
208.115.111. 74 g];::: 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 4
105. 107. 67. 2 Ageria 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 105. 107. 67. 2 B ock 4
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 4
213.151.38.209 |[lIsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock 4
176. 13. 22. 98 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
77.127.63.8 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1540 B ock 3
46.116.252.23 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
m ny- kosher - kravi . i , .
79.180. 218.43 |lsrael 147.237.0. 17 df il Miltiple Il1egal Paraneter Encoding from 79.180. 218. 43 None 3
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | vown cogat i o i 1/si p st oragel il es/ O/ si ze220x0/ 3410, | pg. Sr¢ Bl ock 3
46.117.113.212 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.111.83. 32 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
79.179.197.110 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.90.148.93  [Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 90. 148. 93 B ock 2
77.127.63.8 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut hori zed URL Access from77.127.63.8 B ock 2
176.13.5.117  [israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized LR Access on Bock |2
wwy aka. i df . i |/ mai n/ sachar/tfasi maspx.
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [o o o 147.237.77.216|dover . i df . i v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
Lhited . . D stributed Lhaut horized URL Access on
204.13.200.200 g o 147.237.77.216|dover . i df . i v i df . i | / 1133- 22461- hel dover . aspx. B ock 2
8.37.70.38 g‘;tt:: 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code_Qust om Tenpor ary B ock 2
Unhaut hori zed URL Access to
. . waw. aka. i df . i1/ mai n/ gi yus/ mai | box. aspx&sa=u&ed=0ahukew wsyocyn7
212.76.105. 147 I srael 147.237.72.166 [aka. i df . i | j ahwj cbokhxer ayoqf ggmmaa&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8h Bl ock 2
q
87. 68. 80. 88 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 87.68. 80. 88 B ock
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
157. 55. 39. 88 g‘;tt:: 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 2
Lhited . . D stributed Lhaut horized URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . i v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
176.13.17.238 |lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
79.177.241.58 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 1
46.19. 85. 226 I srael 147.237.77.216|dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
93.172.48.144 |Israel 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unaut horized URL Access from 93.172.48. 144 Bl ock 1
46.19. 85. 155 I srael 147.237.77.216|dover. i df . il Mil tiple Mal formed LR from 46. 19. 85. 155 B ock 1
85. 250. 137. 153 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
68. 180. 230. 29 g‘;tt:: 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.i1/894-he B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/main/giyus/ general . aspx None 1
141, 212. 122. 208 g"alt:g 147.237.76.39 |nobile. neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
37.26.149.184 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 108 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/valtam B ock 1
105. 107. 67. 2 Ageria 147.237.77. 216 |dover.i df . i Distributed Ml fornmed URL Bl ock 1
. . Unhaut hori zed URL Access to
192.117. 105. 92 |lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
46.19. 85. 197 I srael 147.237.76.42 |refuah.idf.il D stributed Unknown HTTP Request Met hod B ock 1
87.69. 247. 45 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
. . Unhaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 8021- he/ dover . aspx Bl ock 1
Ill1egal HITP \ersion
46. 19. 85. 155 I srael 147.237.77.216|dover.i df . il __atuvc=29% C46%2 CO% C47 %2 CO% CA8%R2 CO% C499%2 C1% C50; Bl ock 1
__atuvs=5670675df 10f e16e000; __ at ssc=f acebook%3B3
85. 64.11. 173 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/2/ B ock 1
5. 29. 194. 240 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.181.8.23 I srael 147.237.77.216|dover.i df .il SSL Untraceabl e Connection - Qpen Mde None
m ny- kosher - kr avi . i ing - . i
217. 132. 249. 1261 srael 147. 237.0.17 my Doubl e LRL Encoding - paraneter: Feturnu| in B ock 1
af.il m ny-kosher-kravi .idf.il/tenpl ates/ | ogi n. aspx
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