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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3471
37.26. 149. 236 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 19
70. 39. 186. 45 Satellite Provi der 147.237.77. 216 dover.idf.il JLMDover Con Limt Htps drop 17
84.228. 162. 39 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
176. 13. 10. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

80. 246. 133. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
79.177.235.134 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 3

87. 68. 63. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.177.235. 134 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 2
54.72.73.168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 2

46. 19. 86. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
124.141.17.192 Japan 147. 237. 76. 202 e halag.idf.il [Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

A tacker

‘Target Addr ess count ry ‘Ste ‘Slgnature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4
.. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of
213.57.1009. 144 |147. 237. 72. 166 |l srael aka.idf.il . -
servi ce attenpt
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|Top Attackers In FW |

At acker

Signature

Gountry

‘Tar get Address ([Ste

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

109. 67. 145. 13 |l srael 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 90
82.166.2.187 |l srael 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdﬁ/r;”asj'zt with different monitor |74
5.102. 254. 161 I srael 147.237.77. 234 |hal ag.i of . i | Stream ng Engi ne: TP Invalid Invalid segnent retransmssion. drop 44
Ret r ansni ssi on Packet dropped.
85. 250. 50. 212 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence mdﬁ/r;”;”gt wth different moni tor |42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
2.52.33.19 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
70. 39. 186. 45 ?10‘3: :j:;re 147.237.77. 216 |dover. i df .i | drop First packet isn't SIN drop 21
2.54.26.68 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
46.19.86.193 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
213.57.131. 178 |I srael 147.237.72. 166 |aka. i dof i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 18
46. 121. 206. 239 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
37.26.147.192 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
85. 250. 50. 212 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence noni t or 13
213.57.131. 178 |I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁ]f;g reansm't wthdifferent Jonitor |13
213.57.131. 178 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti meout alert 12
66.102. 9. 15 Wited Sates [147.237.0.34 |[tikshuv.idf.il |drop First packet isn't SWN drop 12
46.19.85.191 [lIsrael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval id ACK nunber noni t or 12
46.19.85.121 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 12
213.57.128. 150 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19.85.121 [lIsrael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval id ACK nunber noni t or 12
46.19.85.191 [israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 11
86. 111. 148. 242 I rag 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SmAae el reanS"“ wehdifferent Joonitor |10
37.26.148.197 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
84.109. 184. 178 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 9
2.52.159. 178 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
109. 186. 90. 116 |l srael 147.237.76.34 |yohal an.idf.il |drop drop 9
213.57.137. 254 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
2.54.30.241  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 46 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect

110. 171. 37. 147 |Thai | and 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or

178. 162. 216. 32 |Ger many 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop

51. 36. 128. 142 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
2.54.26. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
84.111. 181. 166 |l sr ael 147.237.77. 233 |atal i df i Bad TCP sequence mdﬁvf:j? wth different monitor |7
2.54.26.68 I srael 147. 237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 7
2.54. 26. 68 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 7
2.54.26. 68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 7
2.52.6.7 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 85 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 6
46.19.85.250 |[Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.199 |[Israel 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.112 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber alert 6
46.19.85.154 [israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber aert 6
46.19.85.199 |[Israel 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 136. 167 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.142. 249. 135 || srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.178  |[Israel 147. 237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.112 [Israel 147.237. 77. 216 [dover.idf .i Bad TCP sequence Inval id ACK nunber noni t or 6
87.68.80.88 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  finvalid segnent retransmissi on. drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
109. 186. 90. 116 |l srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 194
78.46.174. 131 |Ger many 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Many of the Sane Response Code (404) B ock 182
46.19.85.186 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 54
31.168.28.222 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
37.26.149.174 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
93.172. 160. 155 |I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 10
208.115. 113. 88 |Lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e Lnhaut horized URL Access from 208.115. 113. 88 B ock 8
213.57. 224. 198 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhauthorized URL Access from 213.57. 224, 198 B ock 8
109. 64. 107. 68 [l srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 109. 64. 107. 68 B ock 6
84.228. 180. 118 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.228. 180. 118 Bl ock 6
213. 151. 38. 209 [l srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 4
109. 65. 192. 100 [l srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 4
2.52.32.250 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.52.191.175 |[Israel 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 4
46.19.85.186 |lsrael 147.237.0.19 |madi matal .idf.il|Too Many of the Sane Response Code (404) in Session from46.19. 85. 186 |B ock 3
84.228. 180. 118 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storage/files/2/ Bl ock 3
149.78.42.58 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
208.115. 113. 88 [Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myoran/ enl ar ge. asp B ock 3
37.26.149.201 |[Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Gode Bl ock 3
176.13.12. 203 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
208.115.113. 93 |Lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 3
87.69. 208. 189 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
79.181.34.20 |[lIsrael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 3
37.26.149. 246 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
212.90. 148. 93 |Ger nany 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 212.90. 148. 93 B ock 3
208.115.111. 74 |Uhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 2
37.26.147. 165 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
95.135.111. 75 |Wkraine 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Gode B ock 2
46.121.92.35 |[lIsrael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 2
46.19.85.155 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
66.249.66.81 |[lsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
149. 88. 108. 215 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 142 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
213. 204. 101. 26 |Lebanon 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 2
213.8.129.140 |[lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 213. 8. 129. 140 B ock 2
66. 249. 64. 177 |lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i|Whaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
85. 250. 154. 16 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 186. 173. 69 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 65. 140. 182 [l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
79.176. 115. 217 |I srael 147.237.72. 166 |aka. i df . i | gitfhfé' é‘;fj Lﬁ?gcess to v aka. idf.il/sip_storage/files/5/60045. paf g o\ 1
46.120.2.203 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
95. 86.90.189 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
Parameter Type Mol ation
46.19. 85. 96 I srael 147.237.76.42 |refuah.idf.il ct1 00$Cont ent Pl aceHol der 1$ucFagCont r ol $i ngShowsubj ect Li nks. x in B ock 1
wwy refua. atal . idf.il/1537-he/ ref uah. aspx
87. 68. 80. 88 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 87. 68. 80. 88 B ock 1
77.237.138. 202 g&%ﬂ c 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
176.13.15. 246 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.66.34 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”;g?”ée%éﬁ gfgf;sa;g/ fil es/ 4/ 71084, doc Bl ock 1
149.78.1.226 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
2.54.175.139 |[Israel 147. 237. 72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84.108.44.89 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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