12-15-2015-17:04:07 to 12-15-2015-18:04:07

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

[Top Targets |
2, 000-
1, 5004 M dover.idf.il
M aka.idf.il
-. M nadimatal .idf.i
1. 000 Meitan aka. idf.il
Number i M refuah.idf. il
Att(zlcks 500+" M aman.idf.il
W nobile.idf.il
04 . : S , ' M tikshuv.idf.il
RUNER R & &8 RO & lawidf.il
@ ¥ & & N\ é@’ & B hi nush. i df .|
& : &Qr N &é’\ o (@0 \\\l' ~<\\§
S &

Top Tar get

M 167. 114. 156. 16
46.19. 86. 157
I 149. 88. 69. 169

213.57.143.74
M 46.19.85.5
M 168. 235. 196. 82
I 212. 235. 98. 139
M 46. 19. 86. 56
41.33.231.90
M 37.26.147. 178

Top Attackers



12-15-2015-17:04:07 to 12-15-2015-18:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3250
82.80. 157. 174 | srael 147.237.72. 156 anan.idf.il |B ock Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2

168. 235. 196. 82 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 1

168. 235. 196. 82 Lhited Sates 147.237.77. 216 dover.idf.il [JLMDover Con Limt Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59.46.193. 114  |147.237. 77. 227 |Chi na e.hanez.idf.il |GPL SCAN nmap TCP 2
107. 167. 184. 195|147. 237. 77. 170 [Lhited Sates |nmarachot.idf.il|[ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.76. 42 |Nether| ands refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
107. 167. 184. 195|147. 237. 76. 197 |Lhited Sates [e hinush.idf.il |ET SCAN Potential SSH Scan 1
95.86. 106. 134  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.81.31.15 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 178.215. 172 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 120. 126. 24 |147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 174. 235 |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
120. 150. 29. 211 [147.237. 72. 156 |Austral i a aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
107. 167. 184. 195(147. 237. 77. 243 |Whited Sates |nobile.idf.il |ET SCAN Potential SSH Scan 1
37.26.148.131 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
107. 167. 184. 195|147. 237. 77. 234 |Lhited Sates |halag.idf.il ET SCAN Potential SSH Scan 1
14.150. 77.119  [147.237.8.50 |China e tikshuv.idf.il ET SOAN Behavi oral Lhusual Iy fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
107. 167. 184. 195|147. 237. 76. 201 [Lhited Sates |e.atal.idf.il |ET SCAN Potential SSH Scan 1
5.29.76. 74 147.237. 77. 216 I srael dover.idf.il  [portscan: TGP D stributed Portscan 1
104. 219. 238. 10 [147.237.77.170 naarachot . i df.i I[ET SCAN NVAP -sS wi ndow 1024 1
218.24.171. 223 |147.237. 77. 227 |Chi na e.hanaz.idf.il |GPL SCAN nmap TCP 1
85. 65. 61. 152 147.237. 72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 |147.237.77.121|te Dlvoire |e.navy.idf.il |ET SCAN NVAP -sS w ndow 4096 1
80.246. 136. 44  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
193.201.227.7 |147.237. 77. 243 |krai ne nobi le.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 70. 230 147.237.8.50  |Netherl ands e.tikshuv.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 66  [147.237.0.33 idf.il ET SCAN Potential WNC Scan 5900- 5920 1
79.179.52.122  |147.237.72. 166 | srael aka. idf.il portscan: TCP O stributed Portscan 1
108. 30. 83. 8 147.237.77. 227 |Whited Sates |e hanaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 98 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
107. 167. 184. 195(147. 237. 77. 235 |Whited Sates |svivaidf.il ET SCAN Potential SSH Scan 1
37.26.146.231 [147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address ‘Ste ‘Slgnature Acti on
168.235.196.82 |[Uhited Sates [147.237.77.216|dover.idf.il {SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 58
212.235.98.139 |lsrael 147.237.72. 166 |aka.idf.il  [drop First packet isn't SN drop 48
46.19. 86. 56 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence ig;e”ansm't with different wndow | oivor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
213.57.143.74 |lsrael 147.237.0.34 |tikshuv.idf.i|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 27
109.67.115.55  |Israel 147.237.72.156 |anan.idf.il |Bad TCP sequence igge”a”sm't with different wndow | pivor  [20
82. 145, 219. 176 |Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
149.78.136.33 |l srael 147.237.72.166 |aka.idf.il |Bad TCP sequence ig;e”ansm't with different wndow | oivor |19
Sreaning Engine: TCP Invalid ' i ssi
37.26.147.178 |israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Inval i d segnent retransmssi on. dr op 18
Ret r ansni ssi on Packet dr opped.
213.57.143.74 |israel 147.237.77. 216 [dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
213.57.143.74 |Israel 147.237.0.34 [tikshuv.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 13
Sreaning Engine: TCP Invalid ' i ssi
176.13.3. 1 I srael 147.237.77. 243 |nubi 1 e.i df i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
176. 228. 187. 129]I srael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 10
176.13.17. 83 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 10
176.13.17. 83 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 10
41. 250. 227. 224 |Mor occo 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 9
. . SYNFAK retransmit with different .
213.57.143.74 |lsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal e noni t or 9
Sreaming Engine: TGP Invalid i i sSi
79.177. 104. 209 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
80. 246. 139. 182 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id AGK nunber noni t or 8
Sreamng Engine: TCP Invalid i i ssi
109. 64. 234. 242 |1 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
185.32.179.21 |israel 147.237.77. 216 |dover.idf il [Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 85. 68 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 7
213.57.143.74 |israel 147.237.77. 216 [dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 7
176.13. 23.13 I sr ael 147.237.77.233|ata .idf.il [Bad TCP sequence I'nval i d ACK nunber alert 7
109. 64. 186. 23 |l srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 7
176. 13. 23. 13 I 'srael 147.237.77.233(atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
79.181.7.133 I sr ael 147.237.72. 166 |aka.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 68 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber aert 6
79.178. 25. 28 I 'srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
93.173.254.79 [Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence ?nge”ansm't wth different wndow | oivor e
66. 220. 159. 116 |lLhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
79.183.119. 106 |Israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
79.181.209.88 |[lIsrael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
79.178.49.43  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid ' i ssi
109. 67.104.38 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
5.22.129.171  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.176.170.98 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
190.242.47.19  |col onbi a 147.237.72.156 |aman.idf.i1 |Bad TOP sequence SAK retransmt with different oo o
W ndow scal e
66.220. 159. 119 |lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop
213.8.118.14 I srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Invalid sequence nunber noni t or
37.26.148.131 [ srael 147.237.72.166 |aka.iof il |Bad TCP sequence SINWAK retransmt wih different —Jopgiior s
W ndow scal e
185. 3. 144. 95 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 5
94.230. 86. 244  |Israel 147.237.72. 166 |aka.icf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
109. 65. 138. 63 |l srael 147.237.72. 166 |aka idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 5
93.172.33.8 I sr ael 147.237.72. 166 [aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.2.72 | srael 147.237.72.156 |aman.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.131 |lsrael 147.237.72.166|aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 5
37.26.148.131 |Israel 147.237.72. 166 [aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
91.200. 12. 106  |krai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 157 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 184
46. 19. 86. 157 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 162
149.88.69. 169 |l srael 147. 237.76. 200 [ei t an. aka. i df . i | 1o e Same Fesponse Code (404) In Session from Bock  |122
46.19.85.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 69
212.25.102.57 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 212. 25, 102. 57 B ock 14
2.52.55.128 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CGode B ock 12
176.13.13.6 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 9
46.120. 255,68 |Israel 147.237.72. 166 |aka. i df . i | m;’( :‘f d‘?iw{:‘g 2/0;; ;jsd/ a'\fh';ifi ‘;Ztr : f:soé’fwg'agﬂxl getathuser  |B 0K 9
41. 250. 227. 224 |Mor occo 147.237.77.216|dover. i df . il D stributed Suspicious Response Qode B ock 8
79.180. 237. 184 |lIsrael 147.237.77. 226 r”\:,\ll chanat z. aka. i d Mil tipl e Unhaut horized URL Access from 79. 180. 237. 184 B ock 7
80. 246. 139. 242 I srael 147.237.77. 243 |nobi  e. i df . i | Fer ot %T‘i’ffs\;cﬂjicﬂngggﬁsimrd n Bock |6
37.26.147.178 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
208.115.111.74 |lLhited Sates [147.237.76.30 |hi nush.idf.il Dstributed Suspicious Response Code B ock 4
109. 253. 136. 200! srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 3
176.12. 141. 174 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 3
46.120. 166.24 |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
208.115.113.93 |[thited Sates [147.237.76.30 [hi nush.idf.il DO stributed Suspici ous Response Code B ock 2
31.44.128.156 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka. idf.il/vwwytikshuv.idf.il B ock 2
212.227.29. 47 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 212.227.29. 47 B ock 2
208.184.112. 74 [United Sates [147.237.77. 216 |dover . i df .i | D stri bt ec lfggfggggfﬂe%ﬁf?:pz” Bock |2
80. 246. 139. 141 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response Code B ock 2
107.178.194.83 |Uited Sates [147.237.77.216|dover. i df . | D stri but oc lfggfggggg?ﬁeﬁvﬁf?;pﬁn Bock 2
207.46.13.104 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
149.88.237.68 |l srael 147.237.72.166 |aka. i df . i | mmmfv”;;;rii;fe.?Iﬁﬁf;?;js/tfomol o ot udal A B ock 2
84.109.192. 130 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
157.55. 39. 3 Lhited Sates |147.237.76.30 |hinush.idf.il O stribut ed Suspici ous Response Code B ock 2
80. 246. 139. 214 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 174. 162 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 78.102 |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
62.219.226.71 | srael 147.237.0.17 3: nlyl kosher-kravi .| ?;ﬂ o LR Phooding - o Zrl:eﬁtog :_ua'spixn Bock |1
185.32.179.186 |Israel 147.237.72.166 |aka. i df . i | gﬁjﬂﬁ_fl‘ﬁfﬁbﬁmm' viol ation None 1
85.250.119.60 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.183.217.81 | srael 147.237.72. 156 |[aman. i df . i | m“;:;’;_iizdiéiﬁtfggffmom_idf_iI/ B ock 1
46. 19. 86. 64 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
157.55.30.43  |Whited Sates [147.237.0.34 |tikshuv.idf.il Vl';ﬁ’ttihkosrr: uf/e:j de.F:LI /ﬁfjiilsp;; el 1 0ss/ s L 656 Bl ock 1
79.177.154. 45 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
37.49.226.232 |Netherlands |147.237.77.216|dover.idf.il eMi | Hoar di ng B ock
2.54.130. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194.83 |Uhited States [147.237.77. 216 |dover.idf .il w111 1155, 25461 nel dover. s Bock |1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed UR. Access on v aka. i df .il/val tam B ock 1
204.13.200.200 |United Sates |147.237.77. 216 |dover . i df . i | Dstri buted H‘;;t;;gggeﬂeﬁvﬁcf:pf” Bock |1
46.120. 167. 202 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
46.19.85.68 [Israel 147.237.76.42 |refuah.idf.il o rzisb;ftfg_ A‘Sfﬁsqgr_ihze‘jdr ?Jaﬁc‘;iii on Bock |1
79.181.128. 195 |lsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213.151.37.219 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
109. 67.115.55  |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
66. 249. 64. 218  |Israel 147.237.76.30 |hinush.idf.il DO stributed Suspicious Response Code B ock 1
188. 106. 104. 39 |Ger many 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
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