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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3579
115. 231. 222. 40 Chi na 147.237.76. 197 e hinush.idf.il |JLMUnder Attack Con Htp drop 2
118. 193. 23. 46 Chi na 147.237.76. 201 e atal.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

Target Address

|Site

|Sgnaiure

Devi ce Action

|Count

77.43.17. 210 Italy 147. 237.76. 86 navy.idf.il C1000106: HTTP. maj estic bot B ock 1
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
192. 42.130. 13 Net her | ands 147.237.77.176 nat pash. i df . il 13444: HTTP. \Wat Vb User - Agent Header Bl ock 1
192. 42.130. 13 Net her | ands 147.237.77. 216 dover.idf.il 13444 HTTP: Wat Vb User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP Distributed Portscan 2
136. 243.110. 91 [147. 237. 77. 216 |Ger nany dover.idf.il Tehila - Perl LWP wth fake user agent 2
107. 167. 184. 195|147. 237.76. 44 |lhited Sates |e.refuah.idf.il |ET SCAN Potential SSH Scan 2
37.26.149.188 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
128.199. 75. 236 |147.237. 77. 216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
31.168.13.78 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
123.127.240.21 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
123.127.240. 21 |147.237.8.24 |[China elifestyle.idf.il |ET SCAN Potential SSH Scan 1
107. 167. 184. 195|147. 237. 76. 38 [Lnited Sates |e.eneitav.idf.il |ET SCAN Potential SSH Scan 1
84. 228. 61. 60 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179.177. 148|147. 237. 72. 167 |l srael ishurimaka.idf.il SEWER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
77.125.167.240 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
193.201.227.7 |147.237.8.14 |Wkraine e.orchot.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
137.117. 34. 247 |147.237.76.38 [lnited Sates |e.eneitav.idf.il |[ET SCAN Potential SSH Scan 1
39.90. 78, 233 147 237 76 42 |chi na refuahid | ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.146.171 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
123.127.240.21 |147.237.8.50 |China etikshuv.idf.il [ET SCAN Potential SSH Scan 1
123.127.240.21 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
89.139. 166.54  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 133. 170 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
66.249. 66. 181  |147.237.72.166 | ted Sates |aka idf.il SERVER APACHE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
149. 78. 56. 12 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 254 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
137.117. 34. 247 |147.237.76.38 |lLited Sates |e.eneitav.idi.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ki ngdom

77.126.235.231 |Israel 147.237.72. 167 |i shuri maka.i df . i Ret r ansmi ssi on Packet dr opped. drop 74
213.57.143.74  |lsrael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.143. 74 |Israel 147.237.0.34 |[tikshuv.idf.il [SYN Attack SYN - > SYN-ACK -> Ti meout alert 34
2.54.17.22 I srael 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 30
Ret r ansmi ssi on Packet dr opped.
79.181.204. 176 |l srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invali d ACK nunber noni t or 18
149.78.23.185 |lsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or 18
2.54. 60. 126 I sr ael 147.237.72. 167 |i shurimaka. i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 17
176.13.15.89  |Israel 147.237.77. 203 |rwbi e i1y | €AM NG Engine: TCP Invalid - finvalid segnent retransnission drop 14
Ret r ansmi ssi on Packet dropped.
213.57.140. 183 |Israel 147.237.0.34 |tikshuv.idf.il [SYN At tack SYN - > SYN-ACK -> Ti meout alert 13
213.57.140. 183 |l srael 147.237.0.34 |[tikshuv.idf.il [SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 13
213.8.118.14 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber moni t or 13
80.246. 139. 242 | srael 147.237.77. 243 |rwbi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.
213.57.143.74 |lsrael 147.237.77. 176 |nat pash. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 86. 12 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
149.78.23.185 |Israel 147. 237. 72. 166 |aka.i of .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
212.179.21.194 |[lIsrael 147.237.76. 177 |ncore. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
84.109. 69. 63 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
77.125.7. 245 I srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9
176. 13. 8. 247 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
149.78.23.185 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 8
213.57.130. 121 |[Israel 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 86. 203 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
213.57.143.74 |israel 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 7
46. 19. 86. 26 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
185.32.179. 212 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SAae et reansm't wthdifferent |onitor |6
209.65.177.130 |Wnited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
185.3.144.113 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or
46.19.86.125  |Israel 147237, 72. 167 i shurimaka. i ot || @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
79.181.204. 176 |l srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert
149.78.23.185 |lsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
149.50.87.114 |Wited Sates |147.237.76.42 |refuah.icf.il  |Bad TCP sequence Vmﬁsizfnsm wehdifferent |opnitor |6
46. 19. 85. 146 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
69. 120. 130. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
2.54.55. 215 I'srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 146 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
188. 120. 148. 242|| srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 118. 30. 102 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 110 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber alert 6
2.54.19. 236 I srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
176. 13. 8. 247 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
200. 125. 244. 58 |Ecuador 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
46. 19. 85. 110 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.22.131.143  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
46.19.86.4 I'srael 147 237.72. 167 [i shurimaka i i | | €M NG Engine: TQP Invalid —Jinvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
109.67.70.136  |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
149.78.23. 185 |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
87.224.71. 67 Wi ted 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5




12-15-2015-16:04:04 to 12-15-2015-17:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 99 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 279
109. 253. 130. 249|1 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 270
109. 253. 130. 249|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 158
176.13.22.127 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 129
176.13.22.127 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 116
176.13.20.235 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 106
176.13.20.235 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 62
46. 19. 86. 99 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 62
46.19. 86. 99 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 25
208.115.113.88 |Lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 208. 115. 113. 88 B ock 20
37.26.146.159 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 12
2.54.17.22 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 7
208.115.113.93 |Wited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 7
176.12. 142. 165 |l srael 147.237.76.30 |hi nush.idf.il DO stributed Suspici ous Response Qode Bl ock 6
37.26.147.191 [israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 4
2.54.184.34 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
176. 13. 15. 89 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode Bl ock 4
176. 13. 8. 107 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
109. 253. 130. 249l srael 147.237.0.19 |madimatal .idf.i|DOstributed Too Miny of the Sane Response Code (403) B ock 3
93.173. 145. 165 |l srael 147.237.76.30 |hi nush.idf.il DO stributed Suspici ous Response Qode Bl ock 3
149. 88.241.83  |Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 149. 88. 241. 83 Bl ock 2
79.180.9. 216 | srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
204.13.200.200 |Uited Sates [147. 237.77. 216|dover . idf i1 Do e 1?;;}2;;5?&%\/’2‘;‘??;‘);” Bock |2
80. 246. 137. 250 |[lIsrael 147.237.77.243|nobi l e.idf . il Mil tiple Untraceabl e SSL Sessions from 80.246. 137. 250 (Cpen Mbde) None 2
204.13.200.200 |ited Sates [147. 237.77. 216|dover . i df i1 Do oS 1ng_t;§éi3§?ﬁeﬁvﬁffssp£” Bock |2
79.180. 184. 149 |[Israel 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code Bl ock 2
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 2
176.13.22.127 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent &/ 1152 Bl ock 2
37.26.148.152 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
213.8.42.81 | srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
207. 46. 13. 29 Uhited Sates [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/error.htm Bl ock 2
68.180.228.49 |[Lhited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Qode B ock 2
37.142.64.111 |Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to waw | ogi stics. atal.idf.il/sizel00x0/ si p_storage |B ock 2
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code Bl ock 2
80. 246. 139. 242 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
37.26.149.188 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
208.115.111.74 |lLhited Sates |147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code Bl ock 2
46.117.123.34 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
136. 243.110. 91 |Ger many 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 2
149. 88. 68. 255 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
66. 249. 78. 109 | srael 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to 147.237.77.216/ 1133- 20315- he/ dover . aspx |Bl ock 1
Unknown Par arret er
37.26.149.195 [Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
93.173.254.79 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66. 249. 66. 69 I srael 147.237.77. 176 [mat pash. i df .i| |Miltiple Wnauthorized UR. Access from 66.249. 66. 69 Bl ock 1
5.29.136.5 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
84.111.12. 77 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
213.151.53.59 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/valtam B ock 1
2.52.153.178 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
80. 246. 137. 250 |l srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Gonnection - Qoen Mde None 1
46.117.167. 170 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
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