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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3433
122.138.195. 131 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con Htp drop 2

66. 240. 192. 138 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 1
122.138.195. 131 Chi na 147.237.76. 197 e hinush.idf.il JLMPurple Gon Linmt Htp drop 1
71.6.135. 131 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Udp All Nets drop 1
122.138. 195. 131 Chi na 147.237.0. 33 idf.il Frk Purple Gon_Limt Htp drop 1
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|Top Attackers In IPS|

At t acker

’Attacker Qount ry get Address [Site Sgnature
62.90. 45.107  |Israel 147.237.76.86 |navy.idf.il 3886. HITP. Qoss Ste Scripting in POST Request B ock 3
Russi an . . 1]13248: HITP. Joomta JCE File Wl ocad Renote Code Execution
77.222. 56. 205 ati on 147.237.77.176 |nat pash. i df . i 1| nerabi lity B ock 2
37.26.148.129 |lsrael 147.237.72. 166 |aka. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry|(Ste

|Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
012 179, 177 148|147 237 77 216 |1 1 ael dover i df il SER\/ER—IAPAO-E Apache nod_ssl non-SSL connection to SSL port denial 5
of service attenpt
79.177.212. 121 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 2
77.222.56.205 |147.237.77.176 gj::;”ion netpash.idf.il[Tehila - Perl LW wth fake user agent 2
37.26.147.229 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
104. 219. 238. 10 |147.237.77. 235 svivaid.il [ET SCAN NVAP -sS wi ndow 1024 1
79.177.109. 27  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
42.118.12.100 |147.237.76.31 |V etnam nakchal .idf.il|ET SCAN NVAP -sS wi ndow 4096 1
42.118.12.100 [147.237.76.31 |Metnam nakchal .idf.il|ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.76. 34 |Chi na yohal an.idf.i I[ET SCAN Potential SSH Scan 1
42.118.12.100 |147.237.76.31 |V etnam nakchal .idf.il|ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 146 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber mnitor |13
109. 65. 124. 102 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 12
109. 65. 124. 102 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 146 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber aert 12
46.19. 85. 248 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 12
2.52.187.94  |israel 147. 237, 72. 167 |y shuri maka i of i1 [} €M NG Engi nex TP Inval id invalid segnent retransmssion. |, o, 12
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
87.68.153.73  |Israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid|invalid segnent retransnission. | 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 146 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 248 I srael 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber monitor |8
37.46. 39. 248 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |8
109. 67.117.12 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
37.76.214. 29 gjcis;ii:(ijm Territoryl 47, 237.77. 176 |natpash.icf. il |Bad TCP sequence monitor |8
185.3.144.166 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
46. 19. 85. 146 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
31.168.28.253 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |7
79.179.153.53 [Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
194.199. 76. 230 |Rrance 147.237.0.15  |kosher-kravi.idf.il|dr op First packet isn't SYN drop 7
94.159. 152. 237 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |6
46.19. 85. 116 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 59 I srael 147.237.0.19 |madimatal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
194. 199. 76. 230 |Fance 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192. 116. 211. 181 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
2.54.135. 136 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
148. 177. 129. 213|Eur ope 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 6
62.219.192.80 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
81.199. 122. 97 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 6
94, 159. 152. 237 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d sequence nunier noni t or 6
46.117. 245. 123 |Israel 147. 237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid|invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.
5.22.129.171  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP I nval i dinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
2.54.39. 102 I srael 147.237. 77. 243 |robi | e i df . i | Streaning Engine: TCP Invalid|invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
192.114.2.35 | srael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
66.249.66.13  |Wnited Sates 147.237.0.19  |nadimatal igr.i1 [ €M NG Engine: TCP Invalidinvalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dropped.
82.81.18.212  |israel 147. 237.77. 243 |mbi l e, i f . i Streaning Engine: TCP Invalid|invalid segnent retransnission. | o 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 116 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
37.26.149.252 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.179.21.194 |Israel 147.237.76. 177 |ncore. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46.19. 85. 116 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 5
46.19. 85. 116 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 252 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 144 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 5
46.116. 246. 127 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 144 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
37.76.214. 29 (F;ajcis;iigjja” Territoryl) 47, 237. 77. 176 |nat pash. i of . i Bad TCP sequence Invalid sequence nunber alert 4
132.68.25.24  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vs\?':dﬁrsa:;rit wehdifferent | onitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 205 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 255
80. 246. 136. 205 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 233
46.19. 86. 99 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 194
46. 19. 86. 99 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 191
37.26.146.214 |Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 123
2.52.56. 207 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 84
46. 19. 86. 59 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 82
212.179.21.194 |israel 147.237.76.200 |ei tan. aka. i df . i | Ecz’.'ﬁng. 201 tlgi Sane Response Qode (404) in Session from B ock 73
80. 246. 136. 205 |[lIsrael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 52
2.54.8.14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 45
46. 19. 86. 59 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 34
46.19. 86. 99 I srael 147.237.0.19 |nadimatal .idf.il Igf’l';é%’g'oggthe sane Response Code (403) in Session from B ock 30
2.52.56. 207 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 23
2.52.56. 207 | srael 147.237.0.19 |nadi matal .idf.il ;022'\";?’ 2°g7the Sane Response Code (404) in Session from Bl ock 23
2.54.56. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
208.115.111. 74 |lLhited Sates |147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 4
37.26.148.152 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 4
37.26.146.191 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.130. 132 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19.86.59  |israel 147.237.0.19 |nadimatal .idf. il Por et er Type ol auion ot 906Content f‘;g;:' derdStxthebile in g o |3
199.203.215.1 |[lIsrael 147.237.76.30 |hinush.idf.il DO stributed Suspici ous Response Qode B ock 2
109. 67.117.12  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 85. 248 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
149. 88.23.102 |[lIsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 2
192. 116. 98. 164 |l srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 2
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 2
2.54.134. 170 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176. 12. 143. 146 |l srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 2
66.249.78.159 |l srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed LRL Access to waw idf.il/error.htm B ock 2
176. 228. 187. 129|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 2
109. 65. 124. 102 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
2.52.63. 208 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unaut hori zed URL Access to
85. 65. 239. 34 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i1/sip_storage/files/7/60047. pdf x™xex? xj x™x™x" xe[B ock 1
xa
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
192.114.91. 234 |Israel 147. 237.77. 216 |dover . i df . i | \'\/‘I’ Iotli ;tlfo?t(rgiggwﬁpiﬁyﬁ(;s&%z&%% (Protocol None 1
Unknown Par anet er
80. 230. 14. 54 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$cphSachar $enpl oynment S at usDay i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
46. 19. 85. 200 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 12. 146. 240 |Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
139.196.104. 39 [chi na 147.237.0.17 3: n|y| kosher -kravi .| %ﬁ“&;ﬁ?fﬁfﬁfﬁ'gg - Protocol violation None 1
68.180.228. 112 |lnited Sates |147.237.77. 216 |dover.idf.i | Paraneter Type Mol ati on PageNumin waw i df . i|/1362- he/ dover. aspx |B ock 1
212.143.103.6 |[Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 1
93.173.21.53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
62.0. 100. 86 I srael 147.237.72. 166 |aka. i df . i | mn;)k“; I??Tf;;r nf;;g?:f;;ﬁ?{?fg@:isgfmhs"mhar$°t' 67in None 1
180. 76. 15. 8 Chi na 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
2.52.17. 249 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
82. 80. 52. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
79.179.170.112 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
216.218. 206. 68 |Lhited Sates [147.237. 77. 243 |nobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
46. 19. 85. 146 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion *;q=0.7 B ock 1
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