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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3218
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 120
79.178. 205. 9 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets dr op 3

84.111. 65. 41 I srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp Al Nets drop 3

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3




12-15-2015-14:04:03 to 12-15-2015-15:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

37.142.247.9 I srael 147. 237.77. 216 dover.idf.il |1633: HTTP: WbDAV Protocol PRCOPFIND Met hod Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

79.176. 193. 28 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
79.177.49. 72 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.24. 177 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
46. 19. 86. 152 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
37.142.247.9 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
213. 8. 204. 43 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
192. 116. 98. 164 147.237.77. 216 I 'srael dover.idf .il portscan: TGP DO stributed Portscan 1
176. 13. 18. 145 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 100. 162 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
61. 244. 49. 137 147.237.0. 16 Hong Kong ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
2.54. 49. 182 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
223. 4.210. 53 147.237. 76. 147 (hi na chi nuch. aka. i df . | ET SCAN Potential VNC Scan 5900- 5920 1
185. 32. 179. 95 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 12. 139. 92 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 68
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.134. 214 |Israel 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 34
79.176.193.28 | srael 147.237.77.234|hal ag.icf.il  [Bad TCP sequence mdﬁrsac';"y Wth different monitor (31
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
37.26. 146. 227 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 24
95. 35. 37. 225 | srael 147.237.77. 176 |matpash.iof .il |dr op Frst packet isn't SN drop 15
62.90.212.207 |Israel 147, 237.76. 200 |ei tan. aka i o 11| €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
213.57.140. 183 [lIsrael 147.237.0.34 [tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 12
213.57. 140. 183 |Israel 147.237.0.34 |[tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
79.176.193.28 | srael 147.237.77.233|atal .idf.il  [Bad TOP sequence mdgitrsaé:"y wth different monitor |11
2.52.189. 14 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
66.249.66.90  |UWited Sates [147.237.76.86 [navy.idf.il Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.
195. 200. 205. 77 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP I nval id Ivalid segnent retransnssion. drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 23 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 8
2.54.185. 143 I sr ael 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 8
95. 35. 37. 225 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
213.57.182. 163 |[Israel 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
213. 8.204. 70 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or 6
2.52.187.218 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
149.78.233. 196 |l srael 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Inval id nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
213.57.182. 163 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber aert 6
176.13.7. 43 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
79.179.201.16 [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvali d ACK nunber noni t or 6
212.179.21.194 |[lIsrael 147.237.76. 177 |ncore.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.182. 163 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
62.219.209.99 i srael 147. 237.72. 166 |aka i f i Streamng Engine: TCP Invalid il id segrent retransmissi on dr op 6
Ret ransni ssi on Packet dr opped.
176.13.7. 43 I 'srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 41 I'sr ael 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Inval id nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
79.180.17.38  |israel 147. 237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransmissi on. drop 6
Ret r ansmi ssi on Packet dropped.
31.168. 145. 194 |israel 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Inval id nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176.13.7.43  [israel 147.237.77.233atal.idf.il  |Bad TCP sequence mdg?vrsin;"lt wth different monitor |6
79.179. 124. 114 | srael 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Inval id nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.52.187.218 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
80. 246. 140. 110 |l srael 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 246 I srael 147. 237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 29 I sr ael 147. 237. 72. 156 |anan. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80.246.139.11 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.52.6.24 I sr ael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
91.135.102. 178 |Israel 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.177.56.240 |[Israel 147.237. 72. 156 [aman. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or 5
106. 187. 49. 117 |Japan 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.147.152  |israel 147.237.77. 216 |dover.idf il [Bad TOP sequence mﬁﬁsg Lansm't wehdifferent | onitor |5
212.150.189.2 |[Israel 147.237.77. 170 |nsarachot .i df .i1{Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 152 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 29 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
192. 117. 148. 176|I srael 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SWN drop 4
176.13.17.212  |israel 147.237.77.243|mbile.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df . i | [Too Many of the Same Response Code (404) in Session from212.179.21. 194 |B ock 112
89.138.55.209 |[lsrael 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 89. 138. 55. 209 B ock 16
66.249.66.81 |[Israel 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 11
208. 115. 113. 93 |Lhited Sates|147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 10
46.19.85.144 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
149.78.10.57 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 149. 78. 10. 57 B ock 8
147. 236. 238. 22 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/7/ B ock 6
2.52.176.225 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176. 12. 141. 225 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86.134 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
68.180.228.49 |lhited Sates|147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 2
82.81.23.72 | srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
149. 78. 139. 179 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66.249.66.25 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
157.55.39.88 |[Lhited Sates|147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
91. 231. 193. 150 |I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
212.235.98. 139 [l srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on v aka. i df . i/ mai n/ B ock 2
66.249.66.80 |lsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 139. 123 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
109. 65. 187. 111 [l srael 147.237.72. 166 [aka. i df . i | thh? :J :)20; mdak% ﬁfc_ Cﬁs/sn;jon/vgzhiﬁc;e?fa{ljl lt/. r:;ipz/ sachar/ defaul't . aspx Bl ock 2
93. 173. 224. 149 |l srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
176. 12. 142. 170 [ srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘?gﬁf?/g‘eggfﬁzm s/ 1 st chi | ddocunent s/ 1381 Bock |2
157.55.39.3 Lhited Sates|147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
147. 236. 238. 22 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 147. 236. 238. 22 B ock 2
37.26.148. 248 |[lIsrael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149.78.10.57 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwy aka. i df.il/mai n/giyus/ B ock 2
82.80.198.164 |Israel 147.237.76.30 |hi nush.idf.il DO stributed Suspici ous Response Qode B ock 2
66. 249. 64. 70 | srael 147.237.76.200|ei tan. aka. i df . il XLh(;xut_l’l)(()rziXZ.idYU:-s ’;A;?CESS to v ertan. aka. df.11/1093- 7963 hefxx2xThe B ock 1
147. 236. 238. 22 |I srael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod CPTIONS for www aka.idf.il/sip storage/files/7 B ock 1
82.38.119.79 LK?i;gegom 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
208. 115. 111. 74 |Wited Sates|147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
180.76.15.14 [China 147.237.76.30 |hi nush.idf.il DO stributed Suspici ous Response Qode B ock 1
46. 19. 86. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
107. 178.194. 87 |Ui ted Sates|147. 237. 7. 216 |dover . i df . i | b stri bt oc 1?;;};;;2?%%\2??;&” Bock |1
79.179.201. 16 |[Israel 147.237.72. 166 [aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None 1
173.252. 90. 235 |Lhited Sates|147. 237. 72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
37.142.247.9 |[Israel 147.237.77.216|dover . i df . i Distributed Waut horized HTTP Met hod B ock 1
91. 231. 193. 150 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
66.249.66.40 |Israel 147.237. 77. 216 |dover . i df . i | e e e el it adover . aspx HBock |1
80. 179. 202. 129 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
194.177.16.3  |[israel 147.237.72. 166 |aka. i df . i | m;(gult gfd_ i‘f’f#;h;’/r;;f:arﬁn Cfe‘;ciiisd on Bock |1
46.117. 154. 27 |lIsrael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
109. 66. 218. 82 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Unaut hori zed URL Access to
95.86.113. 124 |[lIsrael 147.237.76.42 |refuah.idf.il www refua. atal . i df.il/1217- he/ r ef uah. aspx&a=u&ved=0ahukew 21sut 793j ah |B ock 1
ub5r okhd4ddo8qf ggi maa&usg=af gj cnfi zkni df f 3f gl ensdOwoh6p4ybbg
77.125. 134. 148 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176.13.7.43 I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
31.210. 181. 18 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
89.138.55.209 |[lsrael 147.237.77. 176 |mat pash. i df . i|  |Whauthorized URL Access to www cogat.idf.il/1 B ock 1
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