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[Top Targets |

Top Tar get

M dover.idf.il
Meitan aka. idf.il
M aka.idf.il
M nadi matal .idf.il
M ishurimaka.idf.i
M refuah.idf.il
I aman. i df . il
Wiawidf.il

hi nush. i df.il
M nakchal .idf.il

Top Attackers

Il 62. 90. 122. 237
167. 114. 156. 16
W 2.54.181. 95
46. 19. 85. 28
Il 32. 166. 137. 19
Il 195. 200. 205. 2
[ 176.12.136. 111
M 2.54.51. 227
212. 235. 98. 139
W 2.54.40.27




12-15-2015-12:04:09 to 12-15-2015-13:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3640
82.166. 137. 19 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 1072
212.179.146. 174 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets dr op 3

31.168. 240. 21 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 3
212.179. 146. 174 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3

185. 35. 62. 207 Sii t zerl and 147.237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
212.154.74.178 Tur key 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
212.154.74.178 Tur key 147.237. 76. 202 e halag.idf.il ock_Udp All _Nets drop 1

185. 35. 62. 93 Sitzerl and 147.237. 76. 86 navy.idf.il B ock Np Al Net dr op 1




12-15-2015-12:04:09 to 12-15-2015-13:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1




12-15-2015-12:04:09 to 12-15-2015-13:04:09

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
192. 114. 91. 245 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 64. 151. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.234. 219 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
193. 201. 227. 7 147.237.77. 176 Wkrai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
153. 19. 130. 251 147.237.77. 216 Pol and dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.77. 178 Net her | ands e. nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
79.181. 96. 231 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1




12-15-2015-12:04:09 to 12-15-2015-13:04:09

|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

62.90. 122. 237 |Israel 147.237.76. 200 |ei tan. aka.i df .i | S dro 1410
Ret r ansn ssi on Packet dr opped. P

46. 19. 85. 28 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 87

195. 200. 205. 2 |Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 58

212.235. 98. 139 [l srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 38

138.134. 192. 10 [l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 32

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30

2.54.51. 227 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19

212.29. 218. 166 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 16
Sreanming Engine: TCP Invalid i i ssi

176.13.20.56  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 16
Ret ransm ssi on Packet dr opped.

62.219.228. 172 [l srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 15

62. 219. 228. 172 |1 srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 15
Sreamng Engine: TCP Invalid i i ssi

37.26.147.248 |Israel 147.237.76.31 |nakchal .idf.il 9 =g Inval i d segnent retransmssi on. dr op 15
Ret r ansn ssi on Packet dr opped.

s SWNretransmit wth different .
46.120. 43.227 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 14
81.245. 44.180 |Bel gi um 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different Jooniior |12
w ndow scal e

2.54.51. 227 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi

217.132.39.13 [Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

81.245. 44. 180 |Bel gi um 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12

46. 19. 86. 17 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 10

2.54.51. 227 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 10

2.54.51. 227 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 10

46.19.85.252  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10

195. 200. 205. 2 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 10

46. 19. 86. 18 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi

79.179. 124. 104 [ srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

2.54.152.132  |Israel 147.237.0.19 |madimatal .idf.il 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

2.54.50.182  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

66.249.66.90 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.

199. 203.8. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8

176. 12. 140. 116 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8

2.54,51. 227 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

82.80.198. 164 |[lsrael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7

46.19.85.206 |Israel 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7

2.54.11.128 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i ssi

79. 182. 221. 175 [ srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

2.54.152.132 |israel 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect

46.19. 85. 73 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

46.19.86.87  |israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

2.54.185.215 |[lIsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.46.39.201 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

82. 80. 160. 196 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 67. 187. 219 |I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.182.57.13 [Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.81  |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.

176. 12. 140. 116 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert

46.19. 85. 73 I 'srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert
Sreaming Engine: TGP Invalid i i ssi

81.218. 191. 141 I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

2.54.30.92 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

81. 218. 251. 250 [l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber noni t or

79.182. 221. 175 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence SN retransmt wih different monitor |5

w ndow scal e
46.19. 85. 73 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
62.90.122.237 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock 365
2.54.181. 95 I srael 147.237.0.19 |nadimatal .idf.il ;OZ :ﬁréyl_ogsthe Sane Response (bde (404) in Session from B ock 133
2.54.181.95 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 70
176.12.136. 111 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 58
2.54.40.27 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 33
46. 19. 85. 57 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
91.200. 12. 137  |lkraine 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 12
91.200. 12. 137 |lkraine 147.237.77.74 [lawidf.il Mil tipl e Unhaut hori zed URL Access from 91. 200. 12. 137 B ock 11
2.52.188. 103 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 11
2.54.152. 132 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 10
46.19. 85. 136 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
213.8.204.2 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from213.8.204.2 |[B ock

46.19. 86. 42 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock
208.115.113.88 [Lhited Sates [147.237.76.86 [navy.idf.il g\"j‘yt :‘gfr _' iz|e/dgiL£; //;Cocrisr; ;S;/ showd or um asp B ock 5
208.115.113.93 |Wited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response CGode B ock 4
109.65.75.15 |l srael 147.237.72.166 |aka. i df . i | \Twagfaeirf?f/?a:ifv\;aghaaﬂiﬁggii;ratiOnw Jor o regi st e None 4
176.13.14. 168 |l srael 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock 4
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 4
37.26.146.221 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ U B ock 3
37.26.149.172 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 3
212.179.21.194 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 3
185.32.179. 116 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LR B ock 3
77.125.6.178 I srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock 3
37.26.148.146 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13. 6. 229 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
77.126.151. 150 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 2
176.13.23. 144 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2.54.153.107  |Israel 147.237.72.166 |aka. i df . i | m”;grii dzf?l /Lf:; ﬁf;e;;/t\l;w —— Bl ock 2
192. 115.94. 2 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tiple Wauthorized URL Access from 192. 115. 94. 2 Bl ock 2
149.78.212.3 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock

66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock
37.26.146.131 |[Israel 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock
204.13.200. 200 [United Sates [147.237.77.216|dover . i df .|| D stri bt ec ;f;;_t;gzgi_eﬁeﬁvﬁc_ispzn Bl ock 2
2.52.54.192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
46. 19. 85. 25 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.146.141 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
132.73.197.13  |Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.66. 177 | srael 147.237.72. 166 |aka. i df . i | %ﬁﬁa&fﬁfﬁfg - Protocol violation None 1
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Uaut hori zed URL Access from 194. 114. 146. 227 B ock 1
91.231.192. 149 |Israel 147.237.76.42 |refuah.idf.il ﬂ;"“;g;’r;gefzf‘ygcsf;fegf dat epi cker . css Bl ock 1
46. 19. 85. 155 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.16.12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80. 246. 130. 249 |l srael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 1
68.180. 228. 112 [Uhited Sates [147.237.77.216|dover. i df . i marﬁtfe: Jylpz‘z::r'vaég\?; _Pzgf)&mi " B ock 1
213.8.204.2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for wawv aka. i df.il/main/ gi yus/ Bl ock 1
37.26.148.164 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 1
176.12. 139. 128 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df . | e 1) 1155, 2461 el dover. aeme Bl ock 1
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