12-15-2015-11:04:06 to 12-15-2015-12:04:06

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

Matal.idf.il

M aka.idf.il

M nadi matal .idf.il

Meitan aka.idf.il

M refuah.idf.il

[ ishurimaka.idf.i

M anan.idf.il
navy.idf.il

M nobi le.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

1, 60044

M 167. 114. 156. 16

| 155. 250. 255. 140
800 I 46.19.86. 179
37.26. 146. 142

Number Bl 176. 12. 149. 34
Att(z\cks 400+ B 165. 225. 76. 69

[ 81.218.241. 25
M 84. 228. 184. 105
2.54.178. 181

W 41.33.231.90

Top Attackers



12-15-2015-11:04:06 to 12-15-2015-12:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3186
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 169

62. 115. 255. 98 Eur ope 147.237.77. 235 svivaidf.il TP Scan (vertical) drop 73

62. 115. 255. 98 Eur ope 147.237.77. 235 svivaidf.il Invalid TP H ags drop 8

190. 74. 57. 250 \enezuel a 147.237.77. 233 atal.idf.il Frk_Under Attack Con_Tcp drop 2

185. 35. 62. 48 Sntzerl and 147.237.76. 176 test.ncore.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

62.115.255.98 |147.237. 77. 235 |Eur ope sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.249. 175. 230|147. 237. 77. 19 |Chi na | aw f orumi df . i | ET SCAN NVAP -sS w ndow 3072 1
2.54.186. 213 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
193.201.227.7 |147.237.0.16 |lkraine ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
132. 64. 215. 134 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95. 35. 76. 63 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
85.65.171. 223  [147.237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
80. 246. 130. 241 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.182.138. 156 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.210.178.75 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
212.25.84.200 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.1.214 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
194, 90. 128. 185 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
188. 120. 150. 227|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
118 212.37 36 |147. 237 76.30 |ani na i vmsh i df i | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
87.69. 87. 121 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.124.66 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
80, 246. 130, 147 |147. 237 77 233 |1 ael atal idh il ET DOB Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
155. 250. 255. 140|F ance 147.237.77. 233 |ata .idf.il dr op Frst packet isn't SN drop 925
37.26.146.142  |israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Egine: TP Invalid —invalid segnent retransmssi on. drop 39
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
46.19. 86. 179 | sr ael 147.237.0.19 |[medimatal.icf.il{Bad TCP sequence I'nvalid ACK nunber noni t or 28
95. 35.179. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
66.249.66.390  |Wnited Sates |147.237.77.234|hal ag.idf.il Streaming Engine: TCP Invalid invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
5.102. 254. 82 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
37.26.147.175 |israel 147.237.72. 167 | shurimaka i o || S NG Engine: TP Invalid —invalid segnent retransmssi on. drop 15
Ret ransni ssi on Packet dropped.
212.235.98. 139 |israel 147. 237. 72. 166 |aka.i df . | drop First packet isn't SWN drop 14
93.202.97.127  |Ger many 147. 237. 77. 216 |dover. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 14
Ret r ansni ssi on Packet dr opped.
79.180.65.121 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 12
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 12
79. 180. 65. 121 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
2.54.4.27 I srael 147.237.77. 243 |rmbit e ior i1 | ©2M NG Engine: TP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 240 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 85. 159 | srael 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Inval id ACK nunber noni t or 11
2.54,159. 78 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 11
95. 86. 108. 42 I srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 11
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
2.54.178. 181 I st ael 147.237.0.19 |nadimatal.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 183 I sr ael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
217.194.196.5 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dr opped.
80. 246. 133. 239 I srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence mdgitvrsagngt wth different monitor |9
136.237.18.10 |Whited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.188. 102 I st ael 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
84.228.184.105 |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence ﬁg@‘sg rea”S”“ wthdifterent |oonitor |7
5.102.254.190 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
84.228.184. 105 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
212.179.21.194 |israel 147.237.76. 177 |ncore. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.47.117 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
213.8.118. 14 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Invalid sequence nunber noni t or 6
2.52.58. 159 I sr ael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
62.0.207. 129 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 6
84.228.184. 105 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack rej ect 6
82. 80. 196. 44 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 226 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
62.219.137.44 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54.47.117 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
2.54.185.164  |Israel 147. 237, 72. 167 [i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
176.12.145.13  |israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
95. 86. 108. 42 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
37.26. 146. 142 | srael 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 116. 95. 208 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 6
80. 246. 130. 147 [l srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176.13. 14. 148 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.148.191 |lsrael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 6
176.13.16.206 | srael 147.237.77. 243 |mmbit i1 | 2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 116. 95. 208 |l srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.142 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock 233
176.12.149.34 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 128
46.19. 86. 179 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 125
46.19. 86. 179 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
176.12. 149.34  |israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 73
176.12.149. 34
165.225.76.69 |lhited Sates [147.237.76.200|eitan. aka.idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 41
109. 253. 134. 109l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 28
2.54.178. 181 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 22
46.19.86.179  |israel 147.237.0.19 |nadimatal .idf.il ng’l'\fge'olzgghe sane Response (ode (403) in Session from B ock 21
194. 90. 128. 185 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 16
80. 246. 139. 123 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 8
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df.il/$$$8287$$$ B ock 8
2.54.4.27 I srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 4
46.19. 85. 64 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 4
80. 178. 99. 56 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/sip_storage/files/4/ B ock 3
46.19. 85. 136 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
105.28.98.212  |Mwritius 147.237.77.216|dover.idf . il PHP At tenpt Bl ock 3
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 144. 106 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
105.28.98.212  |Mwritius 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwn i df.il/xmrpc. php Bl ock 3
213.57.197.64 |lsrael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Gode B ock 3
208.115.111. 74 |Wnited Sates [147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 3
157.55.39. 8 Uited Sates [147.237.76.30 |hinmush.idf.il Distributed Suspici ous Response Code Bl ock 2
176. 12. 139. 207 |l srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Gode B ock 2
157. 55. 39. 61 Lhited Sates |147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 2
79.180.65.121 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 2
2.54.50. 189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i D stri bt ec ﬁ";s“_tggg;g?ﬂeﬁvﬁfzsp;” Bl ock 2
109. 253. 135. 114/l sr ael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code Bl ock 2
176.13.11. 70 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
82. 80. 196. 44 I srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.79.104 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1398-he/ atal . aspx  [B ock 1
180. 76. 15. 13 Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
37.26.148.254 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
104. 236. 217. 195 147.237.76.39 [nobile.neitav.idf.il |Dstributed Unauthorized LR Access on / B ock 1
31.168. 140. 228 |[Israel 147.237.77. 226 \fAMIN:/ chamat z. aka. i d D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
85.130.216.49 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | muégg;t"ziz‘fj.ﬂsfgf;S;;gZ/fi | s/ 0/ s 2622040 3410, pg. 51 Bl ock 1
62. 0. 100. 86 I'sr ael 147, 237.72. 166 |aka. i df . i | m”;’k‘“g I'Z"’f“?T‘;tn;r Ncégfﬁi‘;tgaggffﬁz_'\gsgfcphsaChar$Ct' 25 in None 1
46. 19. 86. 153 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
2.54.138. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
80.246.136.38 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
208.115.113.93 |Wited Sates [147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock 1
46.19. 85. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
107.178.194.83 |United Sates |147. 237.77. 216 |dover. i df . | D stri buted 1T§;t;§2gieﬁeﬁvﬁcispf” Bock |1
77.40.129.123  [Norway 147.237.77. 216 |dover . i df . i | o zed L e L ver. aspx. Bl ock 1
192. 114. 163. 198]I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66.249.66.61 | srael 147. 237.72. 166 |aka. i df . i | mngkv‘; ngfralnle/tr?; :/Cﬁérog;trimog”ege”r oo None 1
176.13.13.228 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.147.134 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
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