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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3273
79.181. 154. 209 | srael 147.237.77. 216 dover.idf.il|B ock Udp All Nets dr op 3
66. 249. 66. 36 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
81.218.182.98 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
196.47.173.21 [147.237.76.199|®te Dlvoire  |e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
79. 180. 155. 253 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 97 147.237.72.166|Wnited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 1
180. 97. 106. 162 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 192 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
177.19. 158. 160 [147.237.72.217 |Brazil eidf.il ET SCAN NVAP -f -sS 1
37.26.148.179  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 12. 136. 140 [147.237.72. 167 |I srael i shuri maka.idf.il portscan: TCP D stributed Portscan 1
128. 199. 175. 104|147. 237. 72. 167 |9 ngapor e i shuri maka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
108. 30. 83. 8 147.237.72. 167 |Lhited Sates  [ishurimaka idf.il ET SCAN NVAP -sS wi ndow 4096 1
85. 250. 178. 109 |[147.237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
196.47.173.21 [147.237.76.199 |Qte Divoire  |e nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
79.182.179.9 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
196.47.173.21 [147.237.76.199|Qte Dlvoire  |e.nakchal .idf.il ET SCAN NVAP -f -sS 1
79.179.11.249  |147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
194.29.32.134 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
50.117.47.183 |147.237.76.200|lhited Sates [eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
177.19. 158. 160 [147.237.72.217 |Brazil eiqdf.il ET SCAN NVAP -sS w ndow 2048 1
45. 55, 173. 20 147.237.0. 16 ny-kosher -kravi . i df .il SERVER APAO_E Apac.he mod_ss|non-SSL connection to SSL 1

port denial of service attenpt

176.13. 18. 33 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
158.255.2.52  |147.237.0.17 ?éj:i;’}m mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
128.199. 175. 85 |147.237. 72. 167 |S ngapor e i shurimaka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.218. 246. 103 |147. 237.76. 42 ?ég:;;”im refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Invali d segnent retransnission.

Ret ransm ssi on

Packet dropped.

46. 19. 86. 41 | sr ael 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansii Ssi on Packet dr opped. drop 174
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 120
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
2.54.144.0 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 56 I srael 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
192. 116. 232. 69 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 86. 116 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 11
217.194.199. 124 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
80. 246. 138. 161 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
149. 88. 69.169 |l srael 147, 237, 76. 200 |ei tan. aka i of i1 | SAM NG Bngine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
2.54.183.119 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
83.221.173.41 |Uzbeki stan 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 7
212.179.21.194 |[lIsrael 147.237.76. 177 |ncore.i of .i| Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 213 I 'srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
85.64.200.101 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 24. 250 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.146.142 |Israel 147, 237.76. 200 [ei tan. akaior. i1 | SAM NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
77.125.125.26  |israel 147. 237, 72. 167 |t shuri maka i o || €A™ NG ENgine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 56 | srael 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber noni t or
84.95.251. 240 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
88. 79. 95. 146 Ger many 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
77.126.10.252 i srael 147237, 72. 167 |i shurimaka i ar i || SAM N Engine: TP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 138. 128 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
62.90.147.122 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 213 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 63 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.183. 119 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 5
80. 246. 137. 120 |l srael 147.237.72.166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79.183.57.72 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 5
213.57.131. 220 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
2.54.183. 119 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
85.130. 136. 66 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
89.138.10.209 [l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.183.119 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunier noni t or 5
46.19. 85. 14 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
37.26.148.164 |[Israel 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Invalid ACK nunber noni t or 4
176.12. 140.54  |Israel 147237, 77, 243 bi e icr i1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
46.19. 85. 14 I 'srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 188 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 192 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
203. 133. 169. 84 gﬁaic o 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.131.120 |[Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
80. 246. 139. 148 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
192. 116. 239. 1961 srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
93.172.155.96 | srael 147, 237, 76. 200 |ei tan. aka i of i1 | SAM NG Bgine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
176.13.11.171 [israel 147.237.77. 243 |mbi e i1 | €AMNG Engine: TCP Invalid  invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
2.54.173. 65 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
217.194. 199. 124|I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁffsﬁ reansm't wthdifferent Joonitor |4
46. 19. 85. 126 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
84.95. 251, 244 | srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TP Invalid —invalid segnent retransmission. | 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
149. 88.69. 169 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 358
217.194. 207. 178l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 124
93.172.155.96 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 115
46. 19. 85. 250 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 29
176.13.17.161 |[lIsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Suspicious Response Code B ock 26
208.115.113.93 [lhited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 5
109. 65. 39. 30 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwn aka. i df.il/ B ock 5
212.179.21.194 |[Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Sane Response Code (404) B ock 4
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Waut hori zed URL Access to wwwu chi nuch. aka.idf.il/404.htm |B ock 4
37.26.147.250 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
Unaut hori zed Met hod CGPTI ONS for
31.168.151. 252 |[Israel 147.237.72. 166 [aka. i df . i | wwwy aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hus |Bl ock 3
er
82.166. 184. 156 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/9/ |B ock
176.13.11. 233 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
; . . D stributed Lhaut horized URL Access on
204. 13.200. 200 |wnited Sates 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock
37.26.148.225 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
46.19.85.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
. . - Unaut hori zed URL Access to
176.12.140.54 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | i df i 1/ cat eqoryt enpl at e/ i st chi | dsubcat egor | es/ 1423 B ock 2
; . . D stributed Lhaut horized URL Access on
208.184.112.74 |wnited Sates 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
80. 246. 137. 207 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
37.26.149.178 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
212.25.85.234 |Israel 147.237.76.30 |hinush.idf.il DO stributed Suspici ous Response Code B ock 2
77.125.117. 77  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to vwwv aka.idf.il/wwtikshuv.idf.il |B ock 2
66. 249. 66. 81 | srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
208.115.113.89 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
31.168.28.253 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.50. 14 I srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer B ock 1
83.244.55 106 | estinan Territory, |y ,7 537 77 216|dover. i df.i | Distributed Whauthori zed LR Access on B ock 1
Qcecupi ed ww i df.il/https:/vwwidf.il/
- - Unaut hori zed URL Access to
66.249.65.112  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 7/ 2827. | pg Bl ock 1
193.34.57.101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unhaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p. st oragel i1 es/ 9/ 4629, pg Bl ock 1
217.74.241.24 |Russian Federation 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx |B ock 1
176.13.15.181 |Israel 147.237.72.166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 65. 39. 30 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/8/ |B ock 1
68.180.229.27 |[lnited Sates 147.237.76.30 |hi nush.idf.il Dstributed Suspicious Response Code B ock 1
212.143.76.66 |lsrael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: CQpen Mde None 1
. . Unaut hori zed URL Access to
2.54.150. 119 I srael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ nai v sachar/ tf asi m aspx. Bl ock 1
87.68.47.112  |israel 147.237.72. 166 |aka. i df . i | thaut hori zed LR. Access to o B ock 1
wwv aka. i df . i1/ nai n/ gi yus/ waw navy. i df. il
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
46.19. 86. 110 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
180. 76. 15. 30 Chi na 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
. . Paraneter Type Mol ati on SearchText in
81.218. 44. 254  |Israel 147.237.77. 216 |dover . i df . i | v i df i 1/ 1065- he/ dover . aspx Bl ock 1
79.179. 146. 223 |l srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
212.199.71. 118 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
nobi | e. nei tav.idf.i )
45.55.173. 20 147.237.76. 39 | Unaut hori zed URL Access to / Bl ock 1
173.252.112.98 |Lhited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
2.54.51.116 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- hel r ef uah, aspx Bl ock 1
84.111. 225. 117 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter __V EVBTATEENCRYPTED i n None 1

wan aka. i df . i1/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
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