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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3082
192.118. 132. 185 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 2
46. 185. 52. 86 Lkr ai ne 147.237. 76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

83.149. 126. 98 Net her | ands 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Qountry

|Signature

66. 249. 66. 18 147.237.77. 170 Lhited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
217.132. 22. 206 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
212.143. 169. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
193. 104. 41. 54 147.237.0.15 Ml dova, Republic of kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
132. 68. 112. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.190. 18 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 208 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 198. 151. 36 147.237. 72. 166 Eur ope aka idf.il ET SCAN NVAP -sA (2) 1
79.179. 4. 86 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 66. 65 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
54.72.0.55 147.237.77. 216 Irel and dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
84.110. 109. 168 |israel 147, 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 99
Ret ransm ssi on Packet dropped.
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 85
212.179.21. 194 |Israel 147 237, 76. 200 |eitan aka i of i1 || @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 46
Ret r ansni ssi on Packet dropped.
83.221.173.41 |Uzbeki stan 147.237.72. 166 |aka.i df . il drop First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
46.19. 85. 14 I sr ael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nval i d ACK nunber noni t or 28
46.19. 85. 113 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nvalid ACK nunber noni t or 15
2.54.166. 70 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46.19.85.127  |Israel 147.237.76.31 |nakehal ior.i1 | €3MNg Engine: TGP Invalid — invalid segnent retransmssi on drop 12
Ret r ansn ssi on Packet dropped.
176.12.149. 195 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgir::;rit wth different monitor |9
80.246.133.68 I srael 147.237.8.45 |eeitanidf.il |Bad TCOP sequence mdﬁr:é‘aslnlt wth dfferent monitor |9
85. 130. 238. 230 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
62. 0. 200. 209 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop
82.81.193.82 |l srael 147.237.77. 176 |mtpash.icf.il  |Bad TCP sequence mdﬁvr:g;nlt vith different monitor |8
180. 166. 196. 210|Chi na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 116. 239. 1961 srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
188. 120. 148. 189 |l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
80. 179. 9. 44 I'srael 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 249 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber alert 6
109.67.3.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54. 166. 245 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 249 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or 6
46. 19. 85. 231 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 249 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 231 I sr ael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence Invali d ACK nunber noni t or 6
212.143. 234. 217|I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
46. 19. 85. 249 I sr ael 147. 237. 77. 216 |dover. i df . i | Bad TCP sequence Invali d ACK nunber noni t or 6
77.127.66.98  |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansn ssi on Packet dropped.
212.179. 155. 1291 sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
109.67.3.6 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.54. 166. 245 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber moni t or 5
2.54.166. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 5
66. 249. 93. 16 I srael 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 5
192. 116. 239. 196]I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 5
2.54.166. 70 I srael 147.237.77. 216 |dover. i df .i SYN Attack rej ect 5
185. 32.179. 135 |l srael 147.237.72. 166 [aka. i df .i SYN Att ack SYN - > SYN-ACK -> RST rej ect 5
2. 54, 166. 70 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 5
2.54. 166. 245 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.166. 70 I sr ael 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence Invali d ACK nunber noni t or 5
37.26.148.230 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 4
5.102.254. 111 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 86. 171 I sr ael 147. 237. 77. 216 |dover . i dof . i | SYN Attack SYN - > SYN-ACK -> RST rej ect 4
84.108.48.107 |Israel 147237, 72. 167 i shurimaka. i o || @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
192.114.38.71 |israel 147.237.72. 166 |aka. i of .1 Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 4
Ret r ansn ssi on Packet dropped.
176.12.137.91 [israel 147,237, 77. 243 |mebi e i 11 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
37.26.146.248 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansn ssi on Packet dropped.
192.116. 105. 90 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
31. 210. 186. 152 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46.19. 85. 159 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
62. 0. 197. 105 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Attacker Address ‘Target Address |[Site Sgnature Devi ce

‘Count

Country Action

212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock  [230
212.179.21.194
46. 19. 86. 59 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 92
46.19. 86. 59 I srael 147.237.0.19 |madimatal .idf.il [0 My of the Same Response Code (404) in Session from Bock |58
46.19. 86. 59
37.26.148.177 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 30
85. 65. 127. 79 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85. 65. 127. 79 B ock 9
80.246. 136. 33  |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
176.13.17.161 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
84. 94. 56. 235 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 4
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 66. 25 Bl ock 3
. . . Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Mdbil e in

46. 19. 86. 59 | srael 147.237.0.19 |madi matal .idf.il madi matal i df i 1/ nobi | e/ 1088- he/ mer et 7. aspx Bl ock 3

Lhi ted . . D stributed Uhauthorized URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 2
46. 19. 85. 32 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.176.113.116 |[Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
185. 3. 144. 92 | srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock
40.77.167. 44 gq;:eeg 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response (ode B ock 2
176.13.10.190 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
66. 249. 66. 84 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 2
185. 3. 144. 94 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 66. 87 I srael 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Qode B ock 2
208. 115. 113. 93 g“'attssd 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Qode B ock 2
80.246.130.10 [Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
46. 19. 85. 132 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock

Lhited - . DO stributed Whaut horized URL Access on
204.13.200.200 g o 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
82.166. 61. 61 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Qode B ock 2
68. 180. 228. 49 g“'attssd 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Qode B ock 2

. . DO stributed Whaut horized URL Access on

2.54.135.152  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
84.109.231.12 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176. 13. 5. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
80. 246. 139. 141 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 86. 144 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1

m ny- kosher - kr avi . i Illegal Paraneter Encoding

109. 253. 223. 87 |Israel 147.237.0.17 - Yf 7E( 27) H d20CEobK1) N>HBna5$86MCSaget K{ r SNLSP{ st KWKRUSpN [ *z? |None 1
df.il 3q in mny-kosher-kravi.idf.il/ajax/creat ecapt chai nage. aspx
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspi ci ous Response Code B ock 1
213.8.10. 14 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal.idf.il/sip_storage/ B ock 1
31.44.132.135 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/main/giyus/ B ock 1
94.230.93.226 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
62.219.13.180 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Unknown Par arret er
84.94.49. 22 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46. 19. 86. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
173.192. 138. 226 g‘;tt:: 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wo-adnin/ B ock 1
Lhited . . D stributed Whaut hori zed URL Access on
107.178.194.87 |g o o 147.237.77. 216 |dover. i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68. 180. 228. 112 g‘;tt:: 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/newsitelfrench/ B ock 1
217.194. 206. 108/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.146. 48 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
. . . D stributed Uhauthorized URL Access on
84.110. 109. 168 |l srael 147.237.76.200|ei tan. aka. i df . i | wiw ei tan. aka. i df . i 1/ sher ed aj ax/ | i ght boxrredi agal | ery. aspx Bl ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
207. 46. 13. 169 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unknown Paraneter sig2 in aka.idf.il/main/giyus/general . aspx None 1
46.19. 86. 184 I srael 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Qode B ock 1
80. 246. 139. 225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
46. 19. 85. 65 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
m ny- kosher - kr avi . i , .
109. 253. 223. 87 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from 109. 253. 223. 87 None 1
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