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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3724
115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Purple Gon Limt Htp dr op 1
79.182.197. 207 | srael 147.237.77. 179 enazi.idf.il |Bock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnat ure Devi ce Action ‘Oount
136. 243.73. 82 Ger many 147.237.76. 86 navy.idf.il |Cl000106: HITP. njestic bot B ock 1
2.54.145. 146 I srael 147.237. 72. 166 aka.idf.il 13840: TLS. (penSS. Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
80.246.130.34 |147.237. 77. 233 i srael atal idf.il ET DB Large anount of TGP ZeroWndow - Possi bl e 1
Nki |l er2 DDos attack
216.178. 224. 176(147. 237. 76. 199 |Lnited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
64.38.133.137 [147.237.76.199|Wnited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
216. 178. 224. 176|147.237.76.39 |Lhited Sates nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
216.178. 224. 176(147.237. 76. 30 |Wited Sates hi nush. i df . i | ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.77. 227 |Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
198. 20. 69. 98 147.237.76. 147 |Lhited Sates chi nuch. aka. i df .i | ET DROP Dshiel d B ock Listed Source 1
180. 76. 15. 28 147. 237. 72. 166 |Chi na akaidf.il portscan: TCP O stributed Portscan 1
94.102.49.102 |147.237.0.19 |Netherlands nedi matal .idf.il ET SCAN Behavi or a Lhusugj ly fast Termnal Server Traffic 1
Potential Scan or Infection
84.229. 161. 201 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183. 27. 69 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
216.178. 224. 176(147. 237. 76. 44 |Wnited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
62. 38. 250. 31 147. 237. 77. 226 |G eece waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 4096 1
216. 178. 224. 176|147. 237. 76. 34 |lhited Sates yohal an.idf.il ET SCAN Potential SSH Scan 1
213.244.65.90 |147.237.77. 216 chis;ii;ijan Territory, | dover . iof il portscan: TCP Distributed Portscan 1
199. 191. 56. 188 |147.237.77. 227 |Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
176.13.17.71 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.72. 166 |Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179.21. 194 |israel 147, 237. 76. 200 | tan. aka i of i1 |2 €A NG Engine: TCP Invalid  invalid segnent retransnission drop 92
Ret ransni ssi on Packet dr opped.
2.54.145.5 I srael 147.237.0.19  |radimatal iar.i1 |2 S3M NG Engine: TCP Invalid  ivvalid segnent retransnission drop 39
Ret r ansni ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrul e drop 36
207.46.13.107 |United Sates |147.237. 72. 156 |anan.idf.il Streamng Engine: TCP Invalid  invalid segnent retransnission drop 36
Ret ransmi ssi on Packet dr opped.
46.19. 85. 81 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Enginex TP Invalid  invalid segnent retransnissi on drop 36
Ret ransni ssi on Packet dr opped.
212.179.21. 194 |israel 147. 237, 72. 167 | shurimaka i o || S NG Egine: TGP Invalid invalid segnent retransmssi on drop 33
Ret ransmi ssi on Packet dr opped.
194. 114. 146. 227|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 29
37.142.166. 246 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 21
207.46.13.107 |UWited Sates |147.237.72. 156 |aman.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
46.19.85.141  |israel 147 237.72. 167 |i shurimaka i i || €2 N9 Engi ne: TP Invalid  Jinvalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 233 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 19
176.13.8.6 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
213.8.204. 91 I srael 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> RST rej ect 18
2.54.37. 249 I srael 147. 237, 72. 167 | shurimaka i o || S NG Egine: TP Invalid invalid segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
176.13.8.6 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 16
109. 253. 134. 137|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
213.57.7.4 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 85. 81 | srael 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Inval id ACK nunber noni t or 13
109. 253. 134. 137l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
37.26.148.230 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 13
192. 118. 30. 102 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
31.168.192. 177 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
192.118.30. 102 [Israel 147.237.77. 233 |atal i df .1 Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent | opnitor |12
89. 138. 216. 157 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 85. 64 I srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
40.77.167.47  |Uited Sates [147.237.72. 166 |aka i of il Streamng Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dr opped.
89.138. 216. 157 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 118. 30. 102 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 12
192. 114. 105. 254 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
194. 114. 146. 227|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
80. 246. 130. 83 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
176. 13. 15. 53 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
212.179.21.194 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
62.0.197. 105 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
37.26.146.195 |lsrael 147.237.76. 31 |nakchal .idf.il drop First packet isn't SYN drop 9
213.8.173.6 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 9
213.57.7. 4 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 9
40. 77. 167. 47 Uhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19.86.101  |Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 63 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 85. 141 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
213.151.52. 225 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
176.12.151.7 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 8
183. 136. 196. 157 |Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
176. 13. 15. 53 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
213.8.173.6 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85. 81 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 85. 64 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 7
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Action

‘Count

212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df . | |100 MY of the Sane Response Code (404) in Session from Bl ock 1452
212.179.21.194
2.54.145.5 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 53
176. 13. 16. 90 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 43
2.54.145.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 36
176.13.7.27 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
176.13.17.161 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 12
176.12. 141. 148 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 9
212.179.46.16 |[Israel 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 7
46. 19. 86. 241 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 6
80. 246.136.33 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
208.115.113.88 [lhited Sates  |147.237.76.86 |navy.idf.il g\"’l‘yt r‘gfr _' izle/dgiﬁ/’;cocriﬁ ;s?)/ showd or um asp B ock 5
208.115.113.93 |Liited Sates 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Gode B ock 4
192.115.248.2 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/8/ B ock 3
46.19. 85. 107 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
204.13.200.200 [United Sates  |147.237.77.216 |dover . i df .| D stri bt oc 1?;;}:22;;?%%&?212;” Bl ock 2
46. 19. 86. 39 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.148.193 |[Israel 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock 2
2.54.180. 228 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.104 [lLnited Sates 147.237.77. 216 |dover.idf .il Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 104 B ock 2
109. 65. 187. 162 I srael 147.237. 72. 166 |aka. i df . i | chaut horl zed /'\f;':/";i ;'j:ﬁ;g‘i’rn. asp Bl ock 2
178. 162. 208. 141|Ger many 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock
40.77. 167. 44 Lhited Sates 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code B ock
176.13.1.17 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194.79 [Uited Sates  [147.237.77.216|dover. i df . i D stri but ec 1?;;}2;’;2;?&%&?22;” Bl ock 2
109. 67.117. 46 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
82.80.198.164 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
46.19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
40.77. 167. 44 Lhited Sates 147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
79.178.141. 157 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None 1
66. 249. 66. 81 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
161. 0. 103. 94 A'\ﬁ:ihlelré:”ds 147.237.77.74 |lawidf.il PHP At enpt B ock 1
66.249.66.28 I srael 147.237.72.166 |aka. i df . i | ﬂ?“tzggr ;;?iG?Mﬁfozut;gener o aspx Bl ock 1
107.178.194.79 |Uhited Sates  |147.237.77. 216 |dover . i df . i | e 1) 1155, 25650 el dover. aume B ock 1
80.246.137.83 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
184.106. 10. 128 |Uhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
66.249.93.101 |Israel 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Gode B ock 1
217.194. 204. 124l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
31.168.240.91 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
2.54. 44, 204 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
128.232.110.29 [united Kingdom |[147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
66.249.66.43 [ Israel 147.237. 77. 216 |dover . i df . i | e e e b sdover . asp B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover. i df .i | Illegal HITP \ersion HITP B ock 1
84. 95. 58. 148 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19. 85. 20 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79. 180. 96. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df . i | mu;':‘;rr:ig%}m‘;f;e;faj 1§ gt boxiedi agel | ery. aspx B ock 1
2.54,152.7 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
161. 0. 103. 94 x:nelr(lasands 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
66. 249. 66. 29 | sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i [Lnhaut hori zed LR. Access to chinuch. aka. i df .il/404. htm B ock 1
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