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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3020

95. 86. 105. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 12

14, 215. 3. 32 Chi na 147.237. 76. 148 gocenter. aka. i df.il B ock Wp Al Nets drop 3

183. 136. 196. 157 Chi na 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
37.215.179. 75 Bel arus 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 2

188. 138. 1. 218 Ger many 147.237. 76. 39 nobi le.neitav.idf.il |Bock Udp All Nets drop 1

31. 168. 66. 183 | srael 147.237.72. 14 dover.idf.il (ol d) B ock_Up Al _Nets drop 1

122. 25. 43. 50 Japan 147.237.76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1

31.168. 66. 183 | srael 147.237.72. 156 anan. i df.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
78. 46. 50. 246 Ger many 147.237.77.216  |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183. 136. 196. 154 147.237.77. 216 Chi na dover.idf.il G°PL SCAN nmap TCP 2
40. 115. 58. 160 147.237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 55. 3. 186 147.237.77.216  |New Zeal and dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
5. 39. 222. 253 147. 237.76. 147 Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
166. 63. 125. 149 147. 237.76. 197 Lhited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
117. 25. 155. 164 147.237.8. 27 Chi na enadimatal .idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
107. 167. 184. 195 147.237.8.28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
80. 82. 70. 230 147.237. 8. 45 Net her | ands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 125. 149 147. 237. 76. 197 Lhited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
117. 25. 155. 164 147.237.8. 27 Chi na e.madimatal .idf.il |ET SCAN NVAP -sS w ndow 3072 1
117. 25. 155. 164 147.237.8. 27 Chi na enadimatal .idf.il |[ET SCAN NVAP -f -sS 1
107. 167. 184. 195 147.237.8. 27 Lhited Sates enadimatal .idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8. 46 Chi na e. chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 0. 200 Chi na mu.idf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
46.19. 85. 132 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 119
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 22
212. 235. 103. 203 |l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d sequence nuniber noni t or 13
176.13.11. 33 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
2.54.190. 32 I 'srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19. 85. 132 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
79.177.164. 125 |Israel 147, 237.72. 167 [i shuri maka i o || 2 NG Engine: T Invalid invalid segnent retransmssion. | o 9
Ret ransm ssi on Packet dr opped.
46.116.58.129 [israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 86. 212 I srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
176.13.11. 33 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 8
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
37.26.148.162 |lsrael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 85. 247 I srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54.190. 32 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176.13. 11. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
2.52.186.9 I srael 147,237, 77. 243 |mobi e i1 | €M NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 114 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence I'nval i d ACK nunber noni t or 6
80.179.9.7 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 6
46.19. 86. 91 I 'srael 147.237. 77. 216 [dover. i df i | Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 178. 184. 141 |l srael 147.237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
82.102.169. 113 |lIsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 5
183. 136. 196. 157|Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
54.241.198.78 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 86. 212 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
78.84.11.81 Latvi a 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
79.177.103.8  |israel 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Invalid  invalid segnent retransmssion drop 3
Ret ransm ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
79.177.110. 180 |i srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 3
Ret ransnm ssi on Packet dr opped.
176.13.7.133 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
2.52.186.9 I sr ael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
207.46.13.160 |United Sares  |147. 237,72, 167 [ishurimaka idr i[> | Sam g Engine: TQP Invalid invalid segnent retransnission drop 3
Ret ransn ssi on Packet dr opped.
31.168.181.76 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
79.178.53.195 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
95. 108. 158. 194 gz::;”ion 147.237.76. 200 |ei tan. aka. i df .| ‘:e; ?Zr:s?r? Slir:gcl):e: TP Invalid :jg‘éf;td diegggg;. retransmssion. 4 o 3
31. 210. 186. 230 |l srael 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 3
Ret ransm ssi on Packet dr opped.
46.19. 86. 20 I'sr ael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
87.68.84.200  |Israel 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 3
Ret ransm ssi on Packet dr opped.
46. 19. 85. 200 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
66.249.66.61  |Uited Sates  |147.237.72. 166 |aka i df il Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 2
Ret ransnm ssi on Packet dr opped.
38. 81. 65. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
80. 178. 184. 141 |l srael 147.237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
2.54.32.204 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 45 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
132.74.244. 184 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on drop 2
Ret ransm ssi on Packet dr opped.
176.13.7.133 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
149. 78. 133. 228 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 2
207.46.13.169 |Lhited Sates 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invali d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.52.186.105 | srael 147.237.0.19 |nadimatal .idf.il Z?gz'ﬁ%y&o{oéhe Sane Response (bde (404) in Session from Bl ock 188
2.52.186. 105 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 127
2.52.186.105 | srael 147.237.0.19 |nadimatal .idf.il ;?gz'ﬁgy&oioéhe Sane Response Code (403) in Session from B ock 45
2.52.186.9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 44
46.19. 85. 228 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 26
46. 19. 85. 200 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 9
176.13. 3. 12 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock 5
213.204.101. 26 |Lebanon 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 5
208.115.111. 74 |Wited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 5
199. 16. 156. 126 |Lhited States [147.237.77. 216|dover. i df . i | m: (ijfb.“itﬁdsil‘;'j‘;t;o;gi ezﬁc: |g7ﬁ?iseszzg?<0/ 10957,  pa Bl ock 4
176.13.11. 97 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Gode B ock 4
46. 19. 86. 241 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.183. 116 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 3
40.77. 167. 44 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspicious Response Gode B ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . i | D stri utec 1?;;}2§g;§?ﬂe%v§?isp£” Bl ock 2
2.52.152. 17 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
185. 32.179. 214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf.il m“tngs;' B e e e/ navy. aspx. aspx Bl ock 2
87. 68. 20. 246 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Gode B ock 2
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code Bl ock 2
46. 165. 208. 245 |Ger many 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 12. 40 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Gode B ock 2
157. 55. 39. 88 Lhited Sates |147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code Bl ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
199. 16. 156. 125 |United Sates |147. 237. 77. 216 |dover. i df . i | st lifb“fﬁd;:;j‘s“tt:rogé T e 10937, pg Bl ock 2
138.163.160. 42 |lnited Sates |147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to wnidf.il/international _training/ B ock
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
107.178.194.79 |Wited Sates |147.237.77. 216|dover . i df . i | b stri bt oc gs?;fgggg_egeﬁvi‘f?:p;” Bl ock 1
157.55.39. 215 [wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock
213.8.204. 18 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to aka.idf.il/giys B ock 1
109.253.198. 14 [Israel 147.237.0.17 ;nlnly -kosher -kravi . 1d ?ﬁ;{ Ifoéﬁe‘ri‘rc;’&i . iﬁjrtmzzesﬁzg ?Halsp;” Bl ock 1
199. 16. 156. 125 |Lhited States [147.237.77. 216|dover. i df . i mu:;?riilzli?p':?{ofg;:f; Iteos/5/si 1622080/ 6255 pg Bl ock 1
68.180.228.112 |wited Sates [147.237.77.216|dover . i df .i | ma:'f]tferl Jyl%%x;']/aéé\?; _ngg)':“mi : B ock 1
141.212.122. 64 |Uited Sates |147.237.77.170|maar achot . i df . il Mal formed URL proxyt est. zrmap. i 0: 80 B ock 1
66.249.66.34  |Israel 147.237.72. 166 |aka. i df . i | luE“tzggr ;;e‘isﬁmffjgfiut;gener o aspx Bl ock 1
107.178.194. 83 |Uhited States |147.237. 77. 216 |dover . i df . i | 111 1155, 25656, nel dover. s Bock |1
46.19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
207.46.13.104 |lnited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df .il/1133-he/ x! x” B ock
188. 120. 148. 150l srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
Uhknown Paraneter catld in
79.180.179.34 [Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i1/ nai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ favi |None 1
con. gi f
176.12.142.50 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 253. 217. 167|| sr ael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Gode B ock 1
104. 236. 216. 14 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed LRL Access to / B ock 1
2.54.16.12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68.180. 228. 112 |thited Sates |147.237.77.216|dover.idf.il Whaut hori zed URL Access to wawidf.il/error.htm B ock 1
149. 88.92. 156 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
66. 249. 66. 40 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx [Bl ock 1
107.178.194. 87 |Uhited States |147.237. 77. 216 |dover . i df . i | 111 1155, 2461 nel dover. s Bock |1
188. 120. 148. 150|1 sr ael 147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
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