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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3284

198. 20. 69. 98 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock_Up Al _Nets drop 1

95. 6. 56. 104 Tur key 147.237. 76. 38 e.eneitav.idf.il B ock Wp Al Nets drop 1

118. 180. 229. 185 Chi na 147. 237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
41.41.118. 38 Egypt 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
107. 167. 184. 195[147.237.0.33 |lhited Sates |[idf.il ET SCAN Potential SSH Scan 2
66. 249. 66. 61 147.237.72. 166 |Lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
177.19.158. 160 [147.237. 76. 201 |Brazi e.atal.idf.il ET SCAN NVAP -f -sS 1
177.19. 158. 160 [147.237.76. 44 |Brazil e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.215. 19. 235 |147. 237. 76. 202 okfrea’ REpUDL 1 C o oy ag. i i ET SCAN Potential SSH Scan 1
, , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

108.176. 2. 75 147. 237. 8. 28 Lhited Sates |e.nobile-ks.idf.il . 1

Potential Scan or Brute Force
211.215. 19. 235 |147. 237. 76. 198 okfrea’ RepubliC 1o v ohat an. i df i ET SCAN Potential SSH Scan 1
211.215. 19. 235 |147. 237.76. 176 Okfrea RepUBI I C | oot ncore.idf i1 ET SCAN Potential SSH Scan 1
88, 249. 251 161 1147 237 76.30 |Turke i vmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . u | .| L .

Y Potential Scan or Brute Force
211.215.19. 235 |147. 237. 76. 86 Okfrea Republic oy idh i ET SCAN Potential SSH Scan 1
30,89, 24. 18 147 237 0.19 | na vadimatal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . 0. | | L N .

Potential Scan or Brute Force
180. 97. 106. 161 [147.237.0.35 |China akavs. i df . i ET SCAN Potential SSH Scan 1
177.19. 158. 160 [147.237.76. 201 |Brazil eatal.idf.il ET SCAN NVAP -sS w ndow 2048 1
177.19. 158. 160 |147.237.76.44 |Razil e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
122.56.102. 14  |147.237.77. 216 |New Zeal and  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
211.215. 19. 235 |147. 237. 76. 200 Okfrea’ REPUDL 1 C | it o sk i of i ET SCAN Potential SSH Scan 1
107. 167. 184. 195(147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
211.215. 19. 235 |147. 237. 76. 197 Okfrea' RepubliC 1o i rsh. i of i ET SCAN Potential SSH Scan 1
107.167. 184. 195[147.237.0. 17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
211.215.19. 235 [147.237. 76. 148 Okfrea Republ i C | center. aka. i df il ET SCAN Potential SSH Scan 1
74.208.172.235 |[147.237.0.200 |Lhited Sates |mdu.idf.il GPL SCAN super scan echo 1
198. 20. 69. 98 147.237.76.38 |Whited Sates [e.eneitav.idf.il ET DRCP Bshiel d B ock Listed Source 1
180. 97. 106. 161 |147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
177.19. 158. 160 [147.237.76. 201 |Brazil eatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 12

176. 13. 13. 44 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber nonitor |10

176.13.13. 44 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 9

185. 89. 217. 231 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8

185. 89. 217. 235 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 6

185. 89. 217. 226 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6

85. 250. 139. 12 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6

185. 89. 217. 229 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 6

46.19.85.105  |[israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ;ﬁﬁtrigggf&;gth monitor |6

46. 19. 85. 242 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor  [5

185. 89. 217. 233 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 5

46. 19. 85. 242 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |4

109. 186. 90. 116 | srael 147. 237. 76. 200 |ei tan. aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransissi on. drop 4
Ret ransni ssi on Packet dr opped.

188. 120. 148. 177|l srael 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber nonitor (4

212.199. 156. 81 |l srael 147. 237.76. 200 |6i tan. aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnmission. |y 4
Ret ransni ssi on Packet dropped.

46. 19. 85. 105 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 242 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert

185. 89. 217. 224 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop

79.183.197. 197 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.

109. 64.61.125 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnmission. |y 3
Ret ransni ssi on Packet dropped.

79.177.128.33 | srael 147. 237. 72. 166 |aka.i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.

68. 135. 50. 82 Lhited Sates [147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2

176.12. 146. 210 | srael 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.

82.102. 169. 113 |Israel 147.237.76. 42 |refuah.idf.il drop First packet isn't SWN drop

46.120.130. 14  [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

128. 232. 110. 28 z‘i;;gom 147.237.77.61 |e.cogat.idf. il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 2

77.125.114. 118 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or

185. 89. 217. 232 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop

128. 232.110. 28 LKJ?ir:gegom 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2

188. 120. 148. 237|I srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2

46. 19. 85. 82 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

68. 135. 50. 82 Lhited Sates |147.237.72.166 |aka.idf.il drop Frst packet isn't SN drop 2

80.179.9.7 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 2

79.176. 35. 58 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

68. 135. 50. 82 Lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 2

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 2

185. 89. 217. 234 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 2

46.120.130.14 [Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber alert 2

185. 89. 217. 230 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2

216.218.206.70 |Lhited Sates [147.237.76.39 [mobile. neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

37.142.174.188 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1

74.82.47.52 Lhited Sates [147.237.72. 217 e idf.il Geo- | ocati on enf or cement gﬁfolggixn  nbound drop 1

184.105.139. 75 |[lhited Sates |147.237.0.34 |[tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

139. 196. 104. 39 |Chi na 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1

198.20.69.74  |Wited Sates |147.237.77.226 "‘I”f"’ chamatz. aka. Tdf o\ At t ack SYN -> SYN-ACK -> Timeout  |reject 1

46.19.85.105 | srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence wﬁtﬁ;gx?&gth moni tor 1

89.248.160. 192 |Netherlands [147.237.72.14 |dover.idf.il (ol d) dr op First packet isn't SYN drop

79.180. 195. 102 |Israel 147.237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect

184. 105. 247. 207|wnited Sates |147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
82.80.192. 100 |Israel 147.237.72.167|i shuri maka. i df . il Distributed Too Many of the Same Response Code (404) B ock 111
109. 186. 90. 116 |Israel 147.237.76.200 |ei t an. aka. i df . i | Igg.'\gng. ;’; tlg‘g Sane Response (bde (404) in Session from Bl ock 49
2.54.175. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 29
208.115.113.93 |lhited Sates  [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 4
46.19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 146. 120 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
40.77.167. 47 Lhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwwy chi nuch. aka. i df.il/404. htm B ock 3
40.77. 167. 44 Uhited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
149. 88.92. 156 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
176.12.149.56 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
157. 55. 39. 88 Uited Sates |147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 2
31.13.112.119 |ireland 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
68. 135. 50. 82 Lhited Sates |147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
180. 76. 15. 151 |China 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 1
159. 203. 113. 112|thited Sates  [147.237.76.39 [nobile.neitav.idf.il |Uauthorized UR. Access to / B ock 1
117.242.212.21 |india 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
85. 65. 0. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
178. 150. 15. 140 |krai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v nag. i df . il/656- he/ B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp |B ock 1
107.178.194.87 |lhited Sates  |147.237. 77. 216 [dover . i df . i | e 1) 1155, 2461 el dover. aue Bock |1
68.180.228.112 |[thited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wwwvidf.il/navy/htm/gal eryfs. htm  |B ock 1
185. 32. 179. 214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.120. 251. 8 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
117.242.212.21 [india 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to vww | aw i df.il/xmrpc. php B ock 1
95. 86. 108. 41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | W, i df . i 1/1153- 19040- he/ kkkkkkk=b31c5224kkkkkkk_b31c5 |B ock 1
224
157.55.30.61  |lhited Sates  |147.237. 76. 147|chi nuch. aka. i df . i | m;‘?ﬁhgﬂ ;ﬂg“f z?”l ffioﬁtﬁfcess on Bl ock 1
109. 67. 209. 200 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Attack None 1
68.180.230.29 [United Sates  |147.237.77.176 |mat pash. i df . i | magigt pe M /01(?;;_02;3232?.’232)( Bl ock 1
204.13.200.200 |Uited Sates  |147.237. 77. 216 [dover . i df .i | e 1) 1155, 2461 el dover. aue Bock |1
54. 200. 5. 213 Lhited Sates  [147.237.72.166|aka.idf.il PHP Attenpt B ock
2.54. 145. 104 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
139. 196. 104.39 |Chi na 147.237.72. 167 |i shuri maka. i df . i | i‘&?ééa&igeaﬁjgm';g - Protocol violation None 1
95. 108. 158. 158 gcsj:;:ﬂ on 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
WWW. chamat z. aka. i d |Whaut horized URL Access to
180. 76. 15. 12 Chi na 147.237.77. 226 £l ::A;N chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upp |B ock 1
40.77.167.61  |wited Sates  [147.237.76.86 |navy.idf.il m”;;'\f’;_'izd?iﬁt‘eﬁcplc;s;/t;’hare 4 user cont 1ol header upper B ock 1
109. 186. 90. 116 |l srael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i | D stri butec lT;;_tggégg?ﬁeﬁvﬁffsp;” Bl ock 1
176.13. 13. 44 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
54.200.5.213  |Uhited Sates  |147.237.72. 166 aka. i df . i | Lhaut for ﬁ?:i»%&i?; ol epi &  here- opt ons. pho B ock 1
141. 8. 142. 27 :32::1”' on 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
107.23.6. 162 Lhited Sates  [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
180. 76. 15. 34 Chi na 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
159.203. 113. 112|thited Sates  [147.237.76.30 |hi nush.idf.il Unaut hori zed Method HEAD for / B ock 1
46.17.99. 32 Net her | ands 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsite/hebrew nain.asp |B ock 1
208.115.111.74 |tnited Sates  [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
82.166. 140. 117 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 1
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