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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3539
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

149. 202. 49. 56 Ger many 147. 237.76. 86 navy.idf.il C1000106: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 39 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
82.211. 60. 82 147. 237.76. 34 |Ger many yohal an. i df .i | ET SCAN NVAP -sS w ndow 2048 1
218. 205. 129. 146|147. 237. 76. 198 |Chi na e.yohalan.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
78.193.2.8 147.237.0.35 |France akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
211.215.19. 235 |147. 237. 76. 44 okfrea’ RpUDIIC |y refuanich.il |ET SCAN Potential SSH Scan 1
61.149.252.58 [147.237.76.198|Chi na e.yohalan.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
211.215. 19. 235 |147. 237. 76. 38 Okfrea’ Republic |y o reitav.idh.il |ET SCAN Potential SSH Scan 1
61.149. 252. 54  [147.237. 76. 198 |Chi na e.yohaan.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
211.215.19. 235 |147. 237. 76. 31 Okfrea' Republ i | oychal idf i ET SCAN Potential SSH Scan 1
61.50.100.130 [147.237.76.198|hi na e.yohalan.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
182. 72.109. 162 |147.237.77.179]|Indi a e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50.148.30.199 147 237 8.28 |kong Kon o nobi | e ks, i df i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
T T g g ' " |Potential Scan or Brute Force
119. 10. 114. 32 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
39, 67. 49 112 147 237 828 |oni ile ks idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . O. 1 ha €. NooI | e-KsS. | . .
Potential Scan or Brute Force
109. 96. 254. 231 |147.237. 77. 212 |Romani a e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
36.110.44.178  |147.237. 76. 198 |Chi na e.yohalan.idf.il [ET SCAN NVAP -f -sS 1
82.211. 60. 82 147.237.76. 34 |Ger many yohal an. i df il ET SCAN NVAP -sS wi ndow 3072 1
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Niller2 DDos
2.54.143. 163 147.237.77. 233 |l srael atal.idf.il 1
att ack
82.211. 60. 82 147. 237.76. 34 |Ger many yohal an.idf.il ET SCAN NVAP -f -sS 1
218. 205. 129. 146|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
211.215.19. 235 |147. 237. 76. 39 ok‘f’rea RepUbl i C | i1 e i tav. i of .i [ET SCAN Potential SSH Scan 1
61.149.252.58 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
211.215.19. 235 |147. 237. 76. 34 g?rea, RepUDL T C i an. i of i ET SCAN Potential SSH Scan 1
61.149. 252. 54  [147.237. 76. 198 |Chi na e.yohalan.idf.il [ET SCAN NVAP -f -sS 1
61.50.100. 130 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
180. 97.106. 37  |147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
119. 10. 114. 32  |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
36.110. 44.178 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 113 |147. 237. 77. 205 |kr ai ne prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.97.172.218 |147.237.76. 147 |Lnited Sates |chinuch.akaidf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.i df il drop SAMrule drop 12
Sreamng Engine: TCP Invalid ' i ssi
46.19.86.108  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46.19.86.9 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
212.143.142.56 |Israel 147.237.77. 216 |dover . i df i | drop First packet isn't SN drop 4
46.19. 86. 7 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor 3
46.19.86.7 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid ' i ssi
77.125.126. 151 | srael 147, 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249.69.30  |wited Sates |147.237.77. 243 |nobil e idr il 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 189 I srael 147.237.77. 216 |dover . i df i | Bad TCP sequence Invalid AGK nunber noni tor |2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.61  |lhited Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 189 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
128. 232. 110. 28 z‘;;gom 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 2
128. 232. 110. 28 E?';gegom 147.237.77. 234 |hal ag.idf .i SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
141.212.121. 188|nited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 178|United Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 160. 233. 254/l srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
207.59.159.58 [lWited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.79 |Uited Sates |147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.76 Chi na 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 1
141.212.121. 183|nited Sates [147.237.77.179 e nazi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |Chi na 147.237. 72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
221.231.6.246 |China 147.237.8.24 |elifestyle.idf.il  |Geo-1ocation enf or cerment Geo-I ocat i on i nbound drop 1
enf or cenent
74.82. 47.20 Lhited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-| ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 120|Wnited Sates [147.237.8.28 |e.mbile-ks.idf.il  [Geo-1ocation enfor cenent i?olr Szi'mon I nbound drop 1
141.212.121. 191 |wnited Sates [147.237.8.28 |e.mbile-ks.idf.il  [Geo-1ocation enfor cenent g?o'rggi'mon I nbound drop 1
32.218.140. 232 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
141.212.121. 179|Wnited Sates [147.237.0.15 |kosher-kravi.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
122.53.132. 114 |Pilippines |147.237.77. 216 |dover.idf.il Bad TCP sequence SYINFACK retransmt with monitor |1
different w ndow scal e
46. 19. 86. 189 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 121. 185|wnited Sates [147. 237. 76. 198 [e. yohal an. i of .1 Geo- | ocati on enf or cenent ﬁ?olr 22?2'”?” | nbound drop 1
139. 196. 104. 39 |Chi na 147.237.76. 177 |ncore. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
221.231.6.246 |China 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 1
74.82.47.58 Lhited Sates |147.237.77. 226 V‘:‘"IW chanatz. aka. Tdf |\ At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 208|Uhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 64 |Uhited Sates [147.237.77.19 |lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 181 |Uited Sates [147.237.77. 178 |e. nat pash.idf. i Geo-1 ocati on enf or cenent gﬁ?olr ggi'nfn I nbound drop 1
216.218. 206. 94 |tited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent il?o'r gg‘;;'nf” I nbound drop 1
46.116. 97. 84 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 212. 121. 186 Ui ted Sates [147.237.76. 198 |e. yohal an.idf. il Geo- 1 ocati on enf or cenent i?olr ggﬁi'mon I nbound drop 1
139. 196. 104. 39 |oni na 147.237.76. 202 |e.hal ag.i df . Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122.70 |Wited Sates [147.237.76.202 e hal ag.i df .il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
42.62.74.71 Chi na 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 1
141.212. 121. 182|Wnited Sates [147. 237. 77. 178 |e. nat pash.i of . i1 Geo- 1 ocati on enf or cenent ﬁ?olr (C’Zz;'nton I nbound drop 1
216. 218. 206. 100|Lhited Sates |147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.7 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 187|Uhited Sates [147.237.76. 200 |ei tan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address Sgnature Acti on ‘Count
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showforumasp |B ock
176.13.14. 31 I srael 147.237.76.30 |hinush.idf.il DO stributed Suspicious Response Code B ock
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il Dstributed Suspicious Response Code B ock
51. 39. 130. 105 E?';;gom 147.237.77. 216 |dover . i df . i | Ostributed PP Attenpt B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 46. 118. 155. 216 B ock
149. 88.92. 156 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
; . . D stributed Lhaut horized URL Access on
107.178.194. 79 |Wnited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
208.115.111.74 |lLhited Sates |[147.237.76.30 |hi nush.idf.il D stributed Suspicious Response Code B ock
40.77. 167. 44 Lhited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 66. 32 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
51.39. 130. 105 E?';gegom 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 51.39. 130. 105 B ock 2
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
175. 197. 148, 112 :Lﬁfi o |147.287.77.216|dover i df il Mil tipl e Unaut horized URL Access from 175.197. 148. 112 B ock 2
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock
199.59.148. 210 |Uhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 199. 59. 148. 210 B ock
52.70.244.121 |whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i|/1283-13421-en/ dover . aspx/ B ock 1
175.197. 148. 112 gﬁa ic of 147.237.77. 216 |dover.i df .| Uhaut hori zed URL Access to waw i df.il/shared cl i entscripts/{1} B ock 1
118. 159. 230. 98 |[Japan 147.237.77.216|dover.idf .il D stributed Unhaut hori zed LRL Access on waw i df.i|/anan B ock 1
68.180.229.27 |lLnited Sates |[147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnirpc. php B ock
; . . Unaut hori zed URL Access to
199. 59. 148. 210 [hited Sates |147.237.77.216|dover.idf.il vowei i1/ p storagel i1 es/ 2/ si e220x0/ 17672, | pg Bl ock 1
157.55.39.3 Uited Sates [147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
54.209.172. 211 |Uhited Sates [147.237.76.86 |navy.idf.il vow nawy. | df i 1/ shar ed/ user cont r ol s/ header upper / B ock 1
46. 19. 86. 108 | srael 147.237.72. 166 |aka. i df . i | Ml tiple Whauthorized URL Access from 46. 19. 86. 108 Bl ock 1
. . - SS. Lhtraceabl e Gonnection - Protocol violation
139. 196. 104. 39 |Chi na 147.237.72. 156 |arman. i df . i | (SSLCONN QLI ENT FI N SH) None 1
68.180.230.29 |lhited Sates [147.237.77.176|natpash.idf.il |72 amter Type Molation Fagehumin Bock |1
wawv cogat . i df . i|/2061- he/ cogat . aspx
157.55.39. 8 Lhited Sates [147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 [Wited Sates (147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
208.115.113. 93 |[Wited Sates |147.237.76.30 |hi nush.idf.il Suspi ci ous Response Code B ock 1
46.19. 86. 108 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/val tam B ock 1
180. 76. 15. 10 Chi na 147.237.76.30 |hinush.idf.il O stributed Suspicious Response CGode B ock 1
141. 8. 142. 24 RJSIS;;ni o 147.237.76.30 |hi nush.idf.il Oistributed Suspicious Response Code B ock 1
89. 38. 150. 47 Rormani a 147.237.77. 216 |dover.idf .l Ostributed PHP At tenpt B ock 1
Unaut hori zed URL Access to
207.46.13.168 |[Wnited Sates [147.237.77.170|nm@arachot.idf.i| |[www maarachot.idf.il/pdf/files/5/ 109335. pdf xeA»Atx“xYA; AVA»x“xY B ock 1
A AV - x“x Y A AVP» x“x ¥ Ag AVA» x o A» AC x“x ¥ Ag AB» x“x Y A AVA»
157. 55. 39. 61 LUhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
108. 26. 200. 188 |United Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/894-he B ock 1
180. 76. 15. 142 |China 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 1
141.212.122. 64 |Uited Sates (147.237.77.19 |lawforumidf.il |[Mifornmed URL proxytest.zmap. i o: 80 B ock 1
89. 38. 150. 47 Rormani a 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to www i df . i|/wp-si gnup. php B ock 1
208.115.111. 73 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/anan Bl ock 1
51. 39. 130. 105 E?Ir:;gom 147.237.77.216|dover.idf . il Unhaut hori zed LRL Access to waw i df.il/ar/l ogin. php Bl ock 1
109. 67. 209. 200 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
66. 249. 66. 83 | srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
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