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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3663
146. 185. 239. 100 Russi an Federati on 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 dr op 1
185. 106. 94. 126 147.237.76. 31 nakchal .idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

66.249.66.33  |147.237.77.74 |United Sates |[lawidf.il ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66.36 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
143. 208. 27. 99 |147. 237.76. 30 hi nush. i df i | ET SCAN Potential SSH Scan 2
143.208.27.99 |147.237.76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 2
143.208.27.99 [147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
143. 208. 27. 99 |147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
218.77.79.38 [147.237.8.24 |hina elifestyleidf.il ET SCAN Rapi d PCP3 onnections - Possible Brute Force Attack 1
58.253.96. 122 [147.237.76.39 [China nobi | e.neitav.idf.il  |ET SCAN NVAP -sS wi ndow 4096 1
143.208.27. 99 |147.237.8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 |147.237.77. 179 |Wited Sates [e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
58.253. 96. 122 [147.237.76.39 |China nobi | e.neitav.idf.il |ET SCAN NVAP -f -sS 1
143.208. 27. 99 |147.237.8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
143.208.27.99 |147.237.0. 200 . i df . il ET SCAN Potential SSH Scan 1
143.208.27.99 [147.237.77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
143.208.27.99 |[147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
143.208.27.99 |147.237.77.212 e.dover.idf.il ET SCAN Potential SSH Scan 1
137. 117. 34. 247 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
137. 117. 34. 247 |147.237.0.33 |Lhited Sates [idf.il ET SCAN NMAP -sS wi ndow 1024 1
143.208.27.99 |147.237.76.196 e.svivaidf.il ET SCAN Potential SSH Scan 1
66.249. 66. 185 |147.237.72.166 |Lhited Sates |aka idf.il SE?.\/E?-APAO-E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
143. 208. 27. 99 |147. 237. 76. 34 yohal an. i df .il ET SCAN Potential SSH Scan 1
143.208.27.99 [147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237. 77. 179 |United Sates |e.mazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
58.253.96. 122 [147.237.76.39 [China nobi | e. meitav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
143.208.27.99 [147.237.8.45 eeitanidf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 |147.237. 77. 179 |Whited Sates |e nazi.idf.il ET SCAN NVAP -f -sS 1
23.97.172.218 |(147.237.76.34 |[Wnited Sates |yohalan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201.227.7 |147.237.72.14 |kraine dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
143.208.27.99 [147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
143.208.27.99 [147.237.77.216 dover.idf.il ET SCAN Potential SSH Scan 1
137.117. 34. 247 [147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
143.208.27.99 |147.237.77.178 e. nat pash. i df il ET SCAN Potential SSH Scan 1
137.117. 34. 247 |147.237.0.34 |Lnited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
143. 208.27.99 [147.237. 76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
137.117. 34. 247 [147.237.0.19 |UWited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess Signature
37.204.40.67  |SSian 147.237.76. 42 |refuah.idf.il dro First packet isn't SWN dro 1930
: : ’ Federati on : ’ ’ ’ ’ p pa P
. . SWNretransmit wth different
110.92.98.1 S ngapor e 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e aert 64
110.92.98. 1 S ngapore 147.237.77.74 |lawidf.il Bad TCP sequence SN retransmt wth different monitor |64
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
172.56.34.190 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
125. 161. 35. 231 I ndonesi a 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber nonitor |16
Sreaning Engine: TGP Invalid i i SSi
66.249.66.90  |lUited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
66.249.66.39  |lnited Sates |147.237.77.234|halag.idf il 9 =g Inval id segnent retransmssion. |, 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249.66.61  |Wited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, ., 8
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
66.249.66.16  |Wited Sates [147.237.0.19 |nadimatal .idf.il 9 29 Invalid segment retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
. s SWNretransmit wth different .
125. 39. 9. 149 Chi na 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e nonitor |5
Sreaning Bngine: TQP Invalid i i SSi
199.30.25.81  |UWited Sates  |147.237. 76. 200 |ei tan aka i df il 9 =g Inval id segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
166.182.83.94 |Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
198.90.112.27 |thited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
66.87.125.125 |lhited Sates  [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
104.196. 87. 187 |Wnited Sates |147.237.72. 166 |aka idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
66.87.125.125 |Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
84.95.212.217 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
66.87.125.125 |lLhited States  |147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
66.87.125.125 |lhited States  |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |3
125.39. 9. 149 Chi na 147.237.77. 216 |dover.idf .i Drectory Traversal directory traversal overflow noni t or 2
Sreaning Bngine: TQP Invalid i i SSi
66.249.66.42  |Wnited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
37.204. 40. 67 RJSf::I”ion 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
Sreaning BEngine: TCP Invalid i i ssi
66.249.64.70  |United Sates |147.237.76. 200 |eitan aka idf. il 9 =9 Inval i d segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
128.232. 110, 28 | ted 147.237.0.200 |rdu.idf. il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
37.26.149.154 |[lIsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
128. 232. 110. 28 E?';gegom 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject 2
192. 116. 177. 138l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaning Engine: TQP Invalid i i ssi
66.249.66.95 |lUhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Lhi ted R . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenent onf or coment drop 2
141.212.121. 179|Uhited Sates |147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|nited Sates |147.237.77. 234 |hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.60 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.121. 189|Wited Sates  |147.237.72. 217 |e.idf.il Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206.78 |tited Sates [147.237.0.16 i”I"'kOSher'kraV"'df' SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Wited Sates |147.237.8.27 |enadimatal.idf.il |Geo-1ocation enfor cenent ﬁ?;:ggﬁ:nfn I nbound drop 1
192. 116. 177. 138|l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid sequence nunber monitor |1
180. 76. 15. 20 Chi na 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
74.82.47.26 Lhited Sates |147.237.77.61 e cogat.idf.il Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
141.212.122.68 |lhited Sates |147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 180|tnited Sates |147.237.76. 176 [test. ncore.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.102.204. 140 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 223|Wnited Sates |147.237.0.35 |akaws.idf.il drop drop 1
153.92. 127. 143 |Ger many 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |[reject 1
141.212.122.64 |wited Sates  |147.237.76.196 |e. sviva.idf.il Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
139. 196. 104. 39 |Chi na 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
40.77. 167. 44 Lhited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code Bl ock 4
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Gode Bl ock
157.55. 39. 61 Lhited Sates [147.237.76. 147 |chi nuch. aka.idf.il Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock
] . . . Par aneter Type M ol ati on PageNumin
68.180. 228. 109 |Whited States (147.237.0.34 [tikshuv.idf.il wn i kshuv. i df i 17901 he/ ti kshuv. aspx B ock 2
208.115.113.93 |lLnited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
m ny- kosher-kravi .id i ng - : i
176.12.141.71 [ srael 147.237.0.17 my Doubl e LRL Encoding - paraneter: Feturnul in B ock 1
foil mny-kosher-kravi.idf.il/tenpl ates/|ogin. aspx
104. 131. 161. 59 |[thited Sates |147.237.0.16 |ny-kosher-kravi . i df.il|authorized UR. Access to waw ny-kosher-kravi.idf.il/ B ock 1
66.249.73.225 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to nakhal .idf.il/m Bl ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 65 I srael 147.237.77.74 |lawidf .il Unaut hori zed URL Access to waw mag. i df . i1/993/ pat zar . aspx B ock 1
_ m ny- kosher - kravi . i d _
141.212.122. 64 |lhited Sates [147.237.0.17 £l Mal formed URL proxytest.zmap. i o: 80 B ock 1
5.22.129. 144 I srael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . il/dover/site/ nai npage.asp  |Bl ock 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
- - Unaut hori zed URL Access to
66.249. 66. 183 [l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel 1| es/ 4/ 60984. pf B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il wwwy i df . i |/1133-18848- he/ kkkkkkk=6de3a06ekkkkkkk_6de3a06 |B ock 1
e
66.249.79.106 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ atal . aspx |B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122. 64 |Lnited Sates |147.237.72.167|i shurimaka.idf.il Mal formed URL proxytest. znap. i o: 80 B ock 1
31.13.110.101 |[ireland 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 1
] . . Unaut hori zed URL Access to
74.6.254. 127 Lhited Sates |147.237.77.216|dover.idf.il ww i of i1/ caily statisticsl engl i Sh/ 1. doc. B ock 1
. - Lhtraceabl e SS. Sessions: Protocol violation
66.249. 66. 185 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
216.218.206. 66 [Lhited Sates [147.237.0.16 [ny-kosher-kravi .idf.il|Uauthorized URL Access to 147.237.0. 16/ B ock 1
- - Unaut hori zed URL Access to
66. 249. 66. 34 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
180. 76. 15. 19 Chi na 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Gode B ock 1
; ] . D stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.79.108 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1408-he/ atal . aspx |B ock 1
208.115.111. 74 |Wited Sates [147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 1
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il DO stributed Suspicious Response CQode B ock 1
84.229.158.217 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.66. 191 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 66. 37 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
180. 76. 15. 146  |Chi na 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code Bl ock 1
66.249.64.70  |Israel 147.237.76. 200 |ei tan. aka. i df . i | thknowun Paraneter sear chText in None 1
wa ei tan. aka. i df . il/983-en/ ei tan. aspx
167.114. 0. 27 Canada 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to ww i df.il/newsitel/english/main asp |B ock 1
) m ny- kosher - kravi . i d ) o
104. 131.5. 73 Lhited Sates |147.237.0. 17 £l Unaut hori zed URL Access to waww mny-kosher-kravi.idf.il/ B ock 1
66.249.73.225 |lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from 66.249. 73. 225 B ock 1
184. 105. 247. 196|tnited Sates |147.237.76.39 [nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
. . Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 (dover. i df . il 147.237. 77, 216/ 1133- he/ dover . aspx Bl ock 1
. . . URL is Above Root Drectory
125. 39. 9. 149 Chi na 147.237.77.216|dover . i df . i v df i1/ ../ shar el user cont rol s/ header upper/ B ock 1
68. 180. 228. 112 [Lhited Sates |147.237.77. 216 |dover. i df. il Paraneter Type Mol ation PageNumin Bl ock 1
ww i df . i | /1133-ar/ dover . aspx
] . - D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 66. 84 I srael 147.237.76.30 |hinush.idf.il O stribut ed Suspicious Response Gode Bl ock 1
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