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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4833

183. 60. 48. 25 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under_ Attack _Con_Tcp drop 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

185. 106. 94. 126 147.237.76. 38 eeneitav.idi.il |Bock Np Al Net drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
62. 210. 85. 77 France 147.237.77.216  |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl

non- SSL connection to SSL port

208.90.155. 46 |147.237.72.166 |Lhited Sates [aka idf.il . . 2
deni al of service attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
66.249.66. 127 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
196.47.173.21 |147.237.76.30 |te DIvoire |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193.201.227.7 |147.237.76.38 |lkraine eemeitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165[147. 237. 76. 147 |Uhited Sates |chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76.30 |Lhited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.97.172.218 |147.237.77.61 |Whited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165|147. 237. 76. 198 |Lhited Sates |e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
162.222.185. 165|147.237. 76. 44 |Uhited Sates |e.refuah.idf.il |ET SCAN Potential SSH Scan 1
104. 209. 183. 157|147. 237. 77. 216 |Uhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 796
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66.249.66.61  |Lnited Sates 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dropped.
203.116.59. 35 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 19
40. 77. 167. 47 Lhited Sates 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
149.78.154.69 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
79. 182. 55. 133 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
Sreamng Engine: TCP Invalid i i ssi
183.79.221.201 |Japan 147.237.76. 200 feitan. aka. i of 1| o ransn? ssigon :D:éak]eltddsreggsgfj. retransmssion. 4 10
68.100.242. 101 |Lhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
149.78.154. 69 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber alert
40.77.167.47  |Wited Sates 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
203.116.59.35 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
212.199. 182. 150]l srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
5. 29, 34. 196 I srael 147.237.77. 243 |moti e i op iy |27 €M NG Engine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
74.110.208.43 [thited Sates 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.177. 42. 89 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
203.116.59.35 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
207.46.13.169 [thited Sates 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
66. 249. 66. 61 Lhited Sates 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.108. 100. 251 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
207.46.13.104 [thited Sates 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.200. 12. 143  |lkrai ne 147.237. 77. 170 |nmar achot . i of . i [|dr op SAMrul e drop 4
84.108. 100. 251 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
77.125.118.245 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 4
84.108. 100. 251 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
212.179. 90. 106 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 36 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
87. 68. 49. 106 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
68.180. 230. 224 |[Lhited Sates 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
84.228.193.24 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
207.46.13.189 |lnited Sates 147. 237. 72. 156 |aman. i of . i Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
54,72.0.55 I'rel and 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
66.249.66.81  |Uited Sates  |147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.102  |Israel 147.237.72. 166 |aka. i df .i Streamng Engine: TCP Inval id - invalid segnent retramsmission. |, o 3
Ret ransm ssi on Packet dropped.
192.116. 177. 138|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
213.57.129. 237 |Israel 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
68. 180. 229. 239 |lhited Sates 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
208.115.113.92 |Lhited Sates 147.237.77. 176 |natpash.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 3
66.249.66.23  |Uited Sares  [147. 237,72, 156 |aranicr i1 | SAMNG Engine: TGP Invalid - invalid segnent retramsnission | o 3
Ret ransn ssi on Packet dropped.
66. 249. 66. 61 I 'srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
128.232.110.28 |United Kingdom |[147.237.72.217|e.idf.il Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf or cenent |drop 2
86.50.110.141  [F nl and 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
84.95.212.217 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
192. 249. 66. 247 |Lnited Sates 147.237. 77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
180. 149. 143. 17 [China 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
61.135.169.56 [China 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
95. 38. 61. 199 'Féx'bl i'z'?i'c 147.237.77. 216 |dover.icf.il  [Bad TOP sequence Inval i d ACK nunber monitor |2
115. 239. 212. 134|Chi na 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
128.232.110.28 |United Kingdom [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation inbound enf orcenent |drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
. . . Unaut hori zed URL Access to
5. 29.34.196 I srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 12
208.115.111.74 [tnited Sates [147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 6
46.119. 127. 230 |Wkraine 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
46.119. 127. 230 |Wkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 46.119. 127. 230 B ock 5
109. 253. 146. 114]I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 4
66. 249. 66. 80 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Qode B ock 3
157.55. 39. 3 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 2
157. 55. 39. 61 Uhited Sates [147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 2
84.94. 26. 101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
] . ; Distributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
98.137.84.194 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/daily statistics/english/ 1 doc. B ock 1
] . . O stributed Uhaut hori zed URL Access on
208.184.112.74 |thited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
66. 249. 66. 81 I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock
180. 76. 15. 159  |China 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock
] . ; Distributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates |147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . asp Bl ock 1
46.119. 127. 230 |Wkraine 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. idf.il/main/giyus/index. php B ock 1
] . . Mil tipl e Lhtraceabl e SSL Sessi ons from 208. 90. 155. 46 (Pr ot ocol
208. 90. 155. 46 Lhited Sates [147.237.72.166|aka.idf.il viol ati on (SSL_QONN QLI ENT HELLO)) None 1
98.139.14.250 [lhited Sates [147.237.77.216|dover.idf.il O stributed haut hori zed LR Access on Bl ock 1
vy i df .il/daily statistics/english/1. doc.
220.227.161.85 |india 147.237.77. 216 |dover.i df . i | PHP External Variabl e Mini pul ati on SERVER Par anet er B ock
66. 249. 66. 83 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock
. ; . Unhknown Paraneter | in
183.79. 221201 |Japan 147.237.76.200 [ei tan. aka. i df . i vy ei tan. aka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
79.181.193.211 [israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.66.60 I srael 147.237.76.86 |navy.idf.il thautt hori zed URL Access to Bl ock 1

navy. i df .il/giyus/forun asp/ showf or um asp

: . . S Lhtraceabl e Gonnection - Protocol violation
208.90. 155. 46 |lLhited Sates |147.237.72.166|aka.idf.il (SSL_CONN CLI ENT HELLO) None 1

DO stributed Whaut hori zed URL Access on

107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66. 249. 66. 87 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
203.217.72.86 |Australia 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for aka.idf.il/mai n/sachar/ nas. aspx Bl ock 1
141.212.122. 64 |Uited Sates [147.237.0.15 |kosher-kravi.idf.i|Milformed URL proxytest.zmap.io: 80 B ock 1
66. 249. 66. 77 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
157. 55. 39. 88 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 1
107.178.194.79 |United Sates |147.237.77.216 |dover. i df .il D stri bt oc Esé’fgggggﬁeﬁvﬁ‘ff:pz” Bl ock 1
66.249. 66. 137  [Israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
141.212.122. 64 |Uited Sates |147.237.76.31 |nakchal .idf.il Mal formed URL proxyt est. zmap. i o: 80 B ock 1
86.50.110. 141 |Finl and 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df . il /navy/ B ock 1
208.115.113.93 [lnited Sates [147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
180. 76. 15. 157  |China 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 1
107.178.194.83 |Wited Sates [147.237.77.216|dover. i df il D stri utec 1?;;}:;22;?&%&?221;” Bl ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df . i|/1399-en/ dover. aspx B ock 1
204.13.200.200 [United Sates [147.237.77.216 |dover. i df il D stri bt oc Esé’fgggggﬁeﬁvﬁ‘ff:pz” Bl ock 1
141.212.122.64 |Uhited Sates [147.237.77.216|dover.idf.il Ml tiple Mal formed URL from 141.212. 122. 64 B ock 1
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