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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3413
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 1 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
166. 63. 125. 149 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
166. 63. 125. 149 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -f -sS 1
117. 25. 155. 164 147.237.77. 233 Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 209. 183. 157 147. 237. 76. 200 Lhited Sates eitan. aka.idf.il ET SCAN Potential SSH Scan 1
41.230.11.1 147.237.0. 19 Tuni si a madi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
166. 63. 125. 149 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
117. 25. 155. 164 147. 237.77. 233 Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
117. 25. 155. 164 147.237.77. 233 Chi na atal.idf.il ET SCAN NVAP -f -sS 1
91. 218. 246. 103 147. 237.76. 30 Russi an Federat i on hi nush. i df .i | ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147.237.0. 17 kr ai ne m ny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
41.230.11.1 147.237.0. 19 Tuni si a madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237.76. 201 Wited Sates e.ata.idf.il ET DRP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
2.54.164.11 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
50. 82. 126. 11 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
50.82.126.11 [Uited Qates  [147.237.77. 216 [dover.idf il Bad TCP sequence SINWACK retransmt with monitor |7
different w ndow scal e
2.54.164.11 I srael 147. 237.77. 216 |dover.idf .il SYN Attack rej ect 6
2.54.164.11 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
2.54.164. 11 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |6
2.54.164.11 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
5. 255. 253. 188 RJSIS::t”ion 147. 237. 72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 5
68.180.229.239 |lLhited Sates |147.237.72.166 [aka.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
68.180.228. 112 [Wited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject
Sreaning BEngine: TQP Invalid i i SSi
183.79. 221. 201 |Japan 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.54.164.11 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
Sreaning Engine: TQP Invalid i i Ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
} . . SYNtACK retransmt wth .
68.180.228. 112 [Wited Sates |147.237.77.216|dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 mnitor |4
68.180.229.239 |lhited Sates |[147.237.72.166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 3
Russi an D Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
: s SYNtACK retransmt wth .
68. 180.229. 239 |Uhited States |147.237.72.166 |aka.idf.il Bad TCP sequence di fferent vindow scal & monitor |3
68. 180. 229. 239 |LWhited Sates 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 3
Russi an s SYNtACK retransmt wth .
5. 255. 253. 188 eration 147. 237. 72. 166 |aka.i df . i Bad TCP sequence di fferent vi ndow scal e monitor |3
68.180.231.40 |lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
94.230. 86. 135 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
. e . Geo- | ocati on i nbound
61.135.190.72 [China 147.237.0.200 |rdu.idf.il Geo- | ocation enf or cenent enf or cement drop 2
213.57.137.52 [Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |reject
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber noni t or
213.57.138.182 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |[reject
128. 232, 110. 28 E?';gegom 147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> Tineout |reject 2
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Lhi ted s
128.232.110.28 | . ngdom 147.237.76.34 |yohalan.idf.il drop drop 2
68.180.231.40 |UWnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert
68.180.229.239 |lLhited States |147.237.72.166 [aka.idf.il Bad TCP sequence I'nval i d AGK nunber aert
128. 232. 110. 28 LKT';gegom 147. 237. 77. 205 [pri sha.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 2
68.180.228.112 [Wnited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACGK nunber noni t or
181.25.131.41 |Argentina 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Russi an R . Geo- | ocati on i nbound
195.62.53.168 |- (o o oo 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
141.212.122.73 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
8.37.70.123 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
139. 196. 104. 39 |Chi na 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
} . . SYNtACK retransmt wth .
72.203.169.29 [Wited Sates |147.237.77.216|dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 noni t or 1
141.212.121. 190|Wnited Sates  [147.237. 76. 202 |e. hal ag. i of . Geo- | ocati on enf or cenent Sﬁfolrzgﬁ;'mo” i nbound drop 1
109. 66. 158.12 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
207. 46. 13. 34 Lhited Sates [147.237.77. 176 |nat pash. i df .i SYN At ack SYN -> SYN-ACK -> Tineout |reject 1
146. 185. 239, 102|SS an 147. 237. 76. 197 |e. hinush. i df . | Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
: R SYNtACK retransmt wth .
8.37.70.123 Uited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
139. 196. 104. 39 |oni na 147.237. 77. 178 |e. nat pash. i df . i | Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
80. 82. 64. 37 Net her | ands 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop 1
185. 3. 146. 243 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.121. 190|Wited Sates |147.237.77.235[sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lLited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 5
2.54.23.186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
84.94. 26. 101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 3
208.115.113.93 |Wiited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 3
112. 119. 224. 110|Hong Kong 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 2
94.230.86.135 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
208.115.111.74 |Wited Sates [147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 2
157. 55. 39. 61 Lhited Sates |147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 2
40.77. 167. 44 Uhited Sates |[147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock 2
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
] . . Distributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . Distributed Uhaut hori zed URL Access on
150. 70. 173. 51  |Japan 147.237.77.216|dover.i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.109. 104. 128 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
Unaut hori zed URL Access to
66. 249. 66. 72 I srael 147.237.77. 176 |nat pash. i df . i | ww cogat . i df . i 1/ coor di nat i ongazal news_gazal ar chi v/ pages/ agr ega |Bl ock 1
ti n25456. aspx
192. 157. 245. 129|Uhited Sates  [147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to wawidf.il/pricing B ock 1
. . . . Unaut hori zed URL Access to
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ styl el shared/ | ayout . css B ock 1
68.180.228.49 |[hited Sates [147.237.76.30 [hinush.idf.il D stributed Suspici ous Response Qode B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
207.46.13.169 |lhited Sates [147.237.76.200[eitan. aka.idf.il Mil tipl e Uhauthorized URL Access from 207.46. 13. 169 B ock 1
. . Distributed Uhaut hori zed URL Access on
150. 70.173.51  |Japan 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
5.175. 0. 137 Ger many 147.237.77. 216 |dover . i df . i | tnaut hor | zed URL Access to B ock 1
ww i df . i | / shared/ user cont r ol s/ header upper /
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 194. 90. 128. 185 B ock 1
61.135. 190. 197 |[Chi na 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
. . Unaut hori zed URL Access to
132.74.95. 19 I srael 147.237.77. 170 |maar achot . i df . i | mar achot . i df i1/ pdf/ £ es/ 9/ 108950, pof Bl ock 1
. . Unaut hori zed URL Access to
83.204. 252, 121 |France 147.237.77. 216 |dover . i df .i | ww i i1/ nawy/ si t el t enpl at es/ cont rol | er. asp B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam Bl ock 1
66. 249. 66. 80 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
61.135. 190. 197 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/text.css |B ock 1
197.40.201.25 |Egypt 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.i|/gen204 B ock 1
_ m ny- kosher - kr avi . i ,
137.116.71. 170 |lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/robot s. t xt Bl ock 1
Unaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nformation/ i dkoni i pages/ 20092010nask |8l ock 1
or ot . aspx
190.136.91.43  |Argentina 147.237.77. 216 |dover . i df . i | PHP Att enpt B ock 1
. - - . Unaut hori zed URL Access to
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ styl el shar ed/ | ayout 2. css Bl ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. Bl ock 1
66. 249. 66. 83 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock
61.135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shared/ 960. css  |B ock
141. 8. 142. 24 RJSIS;;ni o 147.237.76.30 |hi nush.idf.il Ostributed Suspicious Response Code B ock 1
84.108.130.62 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
66. 249. 66. 72 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 66. 72 Bl ock
190. 136.91.43 |Argentina 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
. - . . Unaut hori zed URL Access to
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ styl e/ 1. hel | angst yl e. css B ock 1
; . . Distributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 74. 45 I srael 147.237.77.233|atal . i df.il Lhaut hori zed LR. Access to atal.idf.il/ni B ock 1
. . . . Unaut hori zed URL Access to
61.135.190. 200 |China 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34 shared/ ol | ent scri pt s/ ¢l i ent scri pts. | s Bl ock 1
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