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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 5969

41. 37. 23. 150 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
178.162.198. 135 Ger many 147.237.76. 198 e.yohalan.idf.il |Bock Wp Al Nets drop 1

178. 162. 198. 135 Ger many 147. 237.76. 196 e svivaidf.il Bl ock Wdp All Nets drop 1
178.162. 198. 135 Cer many 147.237.76. 197 e hinush.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

208. 80. 155. 223 [147.237.77. 216 |lhited Sates |dover.idf.il [Tehila - Perl LWP with fake user agent 2

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il  |Tehila - Perl LWP with fake user agent 2

66. 249. 66. 33 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2

220.231. 195. 122147. 237. 77. 233 |Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 3072 1

01 173.45.10  |147. 237, 76. 196 Ivexi co o svivaidf il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

901 173.45.10 1147 237 76.34 |Mexi co T ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

134.213.133.4 |147.237.77.121 LKJi"ir:;gom enavy.idf.il |ET SCAN NVAP -sS w ndow 1024 1

115. 47.52. 157 |147.237.8.24 |[China e.lifestyle.idf JET SCAN NVAP -sS wi ndow 1024 1

77.125.100.58 |147.237.77. 216 |I srael dover.idf.il ET SCAN NVAP -sS w ndow 4096 1

01 173.45. 10 |147. 237 76. 176 |vexi co test. neore. i df | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

115.47.52.157 |147.237.8.24 |China e.lifestyle.idf [ET SCAN NVAP -sS wi ndow 3072 1

82.117.208.243 [147.237.77.121 enavy.idi.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il drop First packet isn't SW drop 1182
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
87.110.29.18 |Latvia 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with i fferent monitor |21
W ndow scal e
89. 206. 52. 99 Pol and 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 15
R SYNretransmit wth different .
79.183. 2. 205 I srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence wi ndow scal e noni t or 10
2.54.149. 210 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
197. 246. 242. 90 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.202 |lIsrael 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.149. 210 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 3
Sreaning Engine: TGP Invalid i i sSi
37.26.148.248 |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
2.54.149. 210 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
77.127.211. 251 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
197. 246. 243. 138|Egypt 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
2.54.149. 210 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
195. 60. 232. 66 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 66. 132. 175 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
o SYNHAK retransmit with different .
197. 246. 243. 138|Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i ssi
84.228.229.17 |migaria 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
128.232.110. 28 |United Ki ngdom|147.237.76. 147 |chi nuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
5.29. 125. 169 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
68.180.231.40 |Wited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
209.133.111. 211|thited Sates  |147. 237. 77. 216 |dover.idf.il drop SAMrul e drop 2
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 2
62.210. 136. 217 |France 147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 85. 57 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 2
79.181.112.99 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different al ert 2
w ndow scal e
213.57.137.52 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
149. 50. 89. 45 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
s SYNretransmit wth different .
79.181.112.99 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 2
5.22.134.121 | srael 147.237.77. 170 |marachot.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
85.130. 129. 175 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 1
68.180.230.29 |Lhited Sates |147.237.77. 176 |nat pash.idf.i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 154. 146. 225|France 147.237.77. 216 |dover. i df .il drop SAMrul e drop 1
46. 19. 86. 245 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
5. 255. 253. 188 R‘F Sf:;”ion 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
79.181.112.99 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
208.115.111. 72 |Wnited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
54.175.3.91 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 32, 179. 133 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
41.37.23.150 Egypt 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
141.212.122. 64 |wited Sates [147.237.77.212|e.dover.idf.il  |Geo-1ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46.117.128.27 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 1
137.116.71.170 |Wited Sates |147.237.76.202|e.halag.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
61.135.190.72 |China 147.237.0.35 |akavs.idf.il drop drop 1
195. 60. 232. 57  |Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.37.23.150 Egypt 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
141.212.122.65 |Whited Sates |147.237.77.212|e.dover.idf.il  |Geo-1ocati on enf or cerent Geo- | ocati on i nbound drop 1

enf or cenent
5.102. 254. 52 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site S gnature Action ‘Count
185. 120. 126. 87 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 58
46. 19. 85. 219 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 24
2.54.20.0 I srael 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 6
176. 13. 8. 156 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
208.115.111.74 |thited Sates 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 4
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to ww chi nuch. aka.idf.il/404.htm |B ock 3
46. 116. 216. 206 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
- - D stributed Lhaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
’ . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
157. 55. 39. 88 Lhited Sates 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock
84.108.130.62 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
] . . D stributed Unauthori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216|dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
2.52.2.210 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
173.252.90.87 |lnited Sates 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response CGode B ock
; . . D stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
79.177.210.98 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
157. 55. 39. 61 Lhited Sates 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock
207.46.13.104 |Uhited Sates 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 112 [Uited Sates 147.237.77. 216 (dover. i df . il v i df i 1/ 1806- he/ dover . aspx B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
79. 183. 2. 205 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
192.241.218.53 |Lhited Sates 147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wp/ wp-adnn/ B ock 1
157. 55. 39. 61 Lhited Sates 147.237.76.200(ei tan. aka. i df . i| |Unhknown Paraneter t in v eitan. aka.idf.il/script/vipdetail.js |None 1
92.222.242.103 |France 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 1
207.46.13.169 |Uited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwn aka. i df . il/doctor Bl ock 1
. . D stributed Lhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover.idf.i |l v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.149. 210 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None
176.13.22. 244 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . . Unhaut hori zed URL Access to
81.88.49.2 Italy 147.237.0.34 (tikshuv.idf.il f5, o " df i 1/ vior dpr ess/ wp- admi v Bl ock 1
66. 249. 74. 45 I srael 147.237.77.233|atal . i df.il Lhaut hori zed LRL Access to atal.idf.il/m B ock
104. 236. 35. 173 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to v idf.il/newsitelenglish/ Bl ock
. - - Unhaut hori zed URL Access to
77.75. 76. 169 Czech Republic 147.237.77. 216 |dover.i df.i | Wi i df i |/t enpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 1
46.18.19. 28 glcis;ilgéan Territory. 1147 237.77. 176 |mat pash.idf.il Whaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
180.76.15. 9 Chi na 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 [Wnited Sates 147.237.77. 216 (dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
66. 249. 74. 47 I 'srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/mobilef B ock 1
159.203.3.137 |Uited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/wp-admn/ B ock
104. 236. 211. 231 147.237.77. 216 |dover. i df . i | Distributed Lhaut hori zed LR Access on Bl ock 1
wwv i df . i1/ newsitel/ english/
79.170.40.232 |Wnited K ngdom 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/bl og/ wp-adnin/ B ock 1
216.220.251.14 [Lnited Sates 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
180. 76. 15. 147  |China 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code Bl ock 1
109. 64. 25. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . . Unaut hori zed URL Access to
87.110.29.18  [Latvia 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
207.46.13.104 |Uited Sates 147.237.77.216|dover.idf.i |l D stributed Unaut horized URL Access on wawidf.il/error.htm |B ock
68.180.228.49 [lnited Sates 147.237.76.30 [hinush.idf.il D stributed Suspici ous Response Code B ock 1
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