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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swit chbl adG dest - r eset 4975
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 29
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 4

115. 230. 124. 164 Chi na 147.237.0. 35 akavs.idf.il |JLMPurple Gon Linit Tcp drop 1

115. 230. 124. 164 Chi na 147. 237. 0. 200 ndu. i of i | JLMPurple Con Linit Htp drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Count
185. 106. 94. 91 147.237.76. 86 navy.idf.il QD03: HTTP: phpM/Adnin access B ock 1
185. 106. 94. 91 147.237.0. 19 madi matal .idf.il Q003: HTTP: phpM/Adni n access B ock 1
185. 106. 94. 91 147.237.77. 74 lawidf.il Q003: HTTP: phpM/Admi n access B ock 1
185. 106. 94. 91 147. 237.72. 166 aka.idf.il QD03: HTTP: phpM/Adnin access B ock 1
185. 106. 94. 91 147.237.77. 170 maar achot . i df . i | Q003: HTTP: phpM/Adnin access B ock 1
185. 106. 94. 91 147. 237.72. 167 ishurimaka.idf.il Q003: HTTP: phpM/Admi n access B ock 1
185. 106. 94. 91 147.237.77. 234 hal ag.idf.il QD03: HTTP: phpM/Adnin access B ock 1
185. 106. 94. 91 147. 237.76. 39 nobi le.nei tav.idf.il Q003: HTTP: phpM/Adnin access B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66.61 [147.237.72.166[lthited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
183. 37.237.61 |147.237.76.30 |China hi nush.idf.il . 1
Potential Scan or Brute Force
158.255.2.52  [147.237.77.74 :Z;:I'}m lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
, , . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Connecti ons,
119.181. 17. 186 |147. 237. 8. 27 Chi na e.nadi matal .idf.il . 1
Potential Scan or Brute Force
113.59.33.61  |147.237.76.38 [China eemitav.id.il [ET SCAN NVAP -sS wi ndow 3072 1
45.79.129.60 |147.237.72.166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.231.6.246 |147.237.0.15 |China kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
189.198. 95. 25 |147 237 72. 14 |Mexi dover. i . i1(ol 0 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X1 CO . . .
Potential Scan or Brute Force
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
181. 48.128. 22 |147.237.0.33 |Col onbi a idf.il ) 1
Potential Scan or Brute Force
139. 162. 155. 21 |147. 237. 72. 167 |Net her | ands ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
113.59.33.61 |147.237.76.38 |China eemtav.id.il |ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48. 195 |147.237.76.39 |Netherlands nobi | e.neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
46.19.86.172  |147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
23.97.172.218 |147.237.72.156|lnited Sates anan. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 1146
Sreanming Engine: TCP Invalid i i ssi
79. 178. 203. 165 |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 432
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.66.390  |Wnited Sates |147.237.77.234|hal ag.idf.il g =g nvalid segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.
37.26.148.213 |lsrael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
. . SWNretransmt wth different .
109. 66. 111. 31 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 22
w ndow scal e
46. 19. 86. 237 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 21
Sreaning Engine: TQP Invalid i i SSi
46.19. 85. 18 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.
46. 19. 86. 187 I srael 147.237.72. 167 |i shuri maka.i df . i [dr op SAMrule drop 16
Sreaning Engine: TQP Invalid i i sSi
81.218.25.202 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 14
Ret r ansm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
80. 246.136.86 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 13
79.179.122. 107 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 18 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 10
109. 67. 155.84 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 10
109. 66. 103. 187 |l srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TCP Invalid i i SSi
87.68. 73. 63 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
5.29.113.93 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning BEngine: TQP Invalid i i SSi
2.52. 35, 206 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
84.228.225.172 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
5.29.113.93 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
109. 65. 162. 246 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
81.218.25.202 |Israel 147.237.76.200|eitan.aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
46.117.175. 126 |l srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
192, 115. 190. 190! srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i ssi
185.3.146.87  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.176.125.17 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 65. 102. 99 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
80. 246.136. 86 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
. e SYNHAK retransmit with different .
81.218.25.202 |Israel 147.237.76.200|eitan. aka. idf.il |[Bad TCP sequence wi ndow scal noni t or 5
Sreaning Engine: TQP Invalid i i SSi
84.95.210.213 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 5
Ret ransni ssi on Packet dr opped.
5.102.254. 155 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 86. 41 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82.166.247. 199 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4
213.57.131.10 [Israel 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
188. 120. 148. 213|l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
213.57.137.52 |lIsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
5.22.134. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi
79.181.32.150 |Israel 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
77.125.7.134  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
37.142.180. 158 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i SSi
62.219.137.5  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
80.246. 136.86 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TQP Invalid i i sSi
79.183.107.83 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.65.111.86  |Israel 147.237.77. 243 |nobi 1 e.i o i g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
185. 120. 125. 8 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.199 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
213.57.149.81 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

79.179.197. 110 [I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 368
46. 19. 85. 93 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 230
176.13.7.244 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 200
79.179.197. 110 [I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 172
46. 19. 85. 93 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 148
176.13.7.244 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 141
79.179.197. 110 [I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 109
176.13.7.244 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 72
81.218. 25. 202 |[lIsrael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 72
84.108. 45. 207 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 61
109. 66. 103. 187 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 55
79.178. 203. 165 [l srael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 39
46.19. 85. 93 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 28
109. 66. 103. 187 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 21
46.19.86.241 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 19
2.54.192.172 |Israel 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Gode B ock
46.19.85.122 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
157. 55. 39. 61 ;h;::g 147.237.76.30 |hinush.idf.il D stributed Suspi ci ous Response Code B ock 5
40.77. 167. 44 ;h;:ees 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock 5
109. 67.57. 219 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
176.12. 141. 14 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
5.102. 254. 250 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/main/sahar B ock 3
2.52.10.7 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ general . aspx |B ock 2
46.120.46.55 |Israel 147.237.0.17 ;nfnlyl kosher -kravi.i |, o iied Illegal Paraneter Encoding None 2
2.52.140. 70 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock
79.178.206. 75 |lsrael 147.237.76.30 |hinush.idf.il Distributed Suspicious Response Code B ock
37.53.192.73  |kraine 147.237.72. 166 aka. i df . i | mu;lt‘g.ril jfec: Ilﬁ; uf‘i:fr(:istozr ces/ i nages/ body/ i nages/ nai n. j pg Bl ock 2
66.249.66.83 |[Israel 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 2
176. 12. 146. 219 |l srael 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Gode B ock 2
176.13.7.244 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock 2
2.54.19. 229 I srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
84.109. 127. 142 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
176.13.11. 152 |[Israel 147.237.76.30 |hi nush.idf.il Distributed Suspicious Response Code B ock 2
84.108.16.40 |[Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Code B ock 2
68. 180. 228. 49 g;tts: 147.237.76.30 |hinush.idf.il Distributed Suspici ous Response Code B ock 2
54. 153. 33. 145 g"atteeg 147.237.77. 226 \é\‘AfIW\iI.ICha[TBt z. aka. | Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
84.228.27.206 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1

Unhaut hori zed URL Access to
212.76. 119. 253 |1 srael 147.237.76.42 |refuah.idf.il ‘r"mrtezfj”:r']j;gjaéik?]fz'(;flé;;g;;;?ﬁfg;g:; % iié%f:éii:i%ﬂ?jg;'ﬁwiq Bock |1

5j zsg
110.174.197.85 |Australia  |147.237.77.216|dover.idf.il PHP At t enpt B ock 1
80.179.14.97 I'sr ael 147.237.0.34  [tikshuv.idf.il V\Laﬂa\zuttihlfsrr:uz\f?dﬁ_ | /ptC ::paslsatteZ/ opr ol escat egor y/ opr ol escat egory. i n. aspx Bl ock !
199. 16. 156. 126 g;tts: 147. 237.77. 216 |dover . i df . i | mult ;olri'lzles? pt_'zt‘o':;;;sfsi Itgs/ 1/ si 26220x00 11501 | pa Bock |1
37.53.192.73 |Wraine  |147.237.72.166|aka.idf .il m ;Lg“lt sfd_ iLfﬁ“:Sﬁr;ﬁzfgsgﬁc (f:/CienS;geosr; body/ | mages/ i . pg Bock |1
2.54.188.186 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
94.230.93.183 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.66.69 [Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 69 B ock 1
176.13.18. 237 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108.40.78 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
213, 151. 38, 209 |1 sr ael 147.237. 72. 166 [aka. i df . i | Dstr) buted thauthorl zed LR :Cslcie:;geosr} body/ | nages! mai .| pg Bock |1
46.19. 85. 45 | srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
109. 67.33.31 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
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