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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3222
77.126.12.58 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
79.178.54.173 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
52.53.222.9 Lhited Sates 147. 237. 76. 197 ehimishidf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185.32.179. 132 (147.237.0.19 |Israel nadi matal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80. 246. 133. 192 |147. 237 77. 2331 57 ael atal il ET DC5 Large amount of TQP ZeroVndow - Possible Nkiller2 DDos 5
attack
124, 195. 216. 105|147. 237. 72. 166 | M di ves aka idf.il portscan: TGP DO stributed Portscan 1
23.97.172.218 |147.237.76.38 |[Lhited Sates eenitav.idf.il |ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147.237.76.44 |india e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
5.29. 53. 246 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
94.102.48.195 [147.237. 77. 233 |Net her| ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 139. 6. 147 147.237. 72. 166 I srael aka. idf.il portscan: TCQP D stributed Portscan 1
221.231.6.246 |147.237.77.233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77. 227 |Wnited Sates e. hanaz. i df .i | ET DRCP Dshiel d B ock Listed Source 1
60. 169. 78. 38 147. 237. 76. 198 [Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
193.201.227.7 [147.237.0.15 |Wkraine kosher-kravi.idf.i[ET SCAN NVAP -sS w ndow 1024 1
60. 169. 78. 38 147.237.0.19 [China nadimatal .idf.il |ET SCAN Potential SSH Scan 1
23.97.172.218 [147.237.77.235|lnited Sates sviva.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TGP DO stributed Portscan 1
23.97.172.218 [147.237.77.179|Wited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 |147.237.76.44 |india e.refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
23.97.172.218 |147.237.76.38 |Lhited Sates eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 200. 157. 163|147. 237. 76. 199 |kr ai ne e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.28. 150. 20 147.237. 72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
93.172.164.66  |147.237.72. 166 |l srael aka idf.il portscan: TGP DO stributed Portscan 1
84. 228. 250. 2 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
213 234.18. 210 147 237 76,30 |FUSSian i msh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
79.178. 114. 214 |147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
60. 169. 78. 38 147. 237. 76. 148 |Chi na gacenter. aka. i df .i [ET SCAN Potential SSH Scan 1
192. 228. 132. 151|147. 237. 76. 30 |Mil aysia hi nush. i df .i | Flit :ﬂ\l aIBeggz:]ogfl Brul]tugulijo: Zef ast inbound Tel net Connecti ons, 1
23.97.172.218 (147.237.77.243|Wited Sates nobi 1 e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.245.32.84 |147.237.72.14 |Mexico dover.idf.il (ol d) Egt :ﬂ\l aIBegggogfl B{T:;“EIO: ():/ef ast inbound Tel net Connecti ons, 1
23.97.172.218 |147.237.77.205|Wited Sates prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf il dr op SAMrule drop 36
183.79. 220. 161 |Japan 147. 237, 76. 200 |ei tan aka i i1 | SN NG Egine: TP Invalid —invalid segnent retransmssi on. drop 32
Ret ransmi ssi on Packet dr opped.
84.110. 109. 147 |israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence mdgirsa:asl"gt wth different moni tor |29
2.54.62.22 | srael 147.237.77. 243 |nobi l e.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
213.57.133.182 |[Israel 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 15
77.126.12.58 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
213.57.133.182 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
213.57.133.182 |israel 147. 237.72. 166 |aka. i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | onitor |10
79.176.206.81 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dr opped.
79.180. 168. 126 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
2.54.184. 38 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dr opped.
5.22.131. 92 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 8
66.249.66.61  |United Sates |147.237.72. 166 |aka idf. i Streamng Engine: TCP Invalid  invalid segnent retransnission drop 8
Ret ransni ssi on Packet dr opped.
37. 46. 39. 252 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
5.102. 254. 118 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
77.127.233.32  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
213.57.133. 182 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 160. 167. 203|I srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
62.90.210.236 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 157 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
213.57.133.182 | srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence mgf,]\l(;:reansnht wehdifferent | oitor |6
46.116.186. 196 [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
46.116. 186. 196 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 6
213.57.133. 182 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
109. 67. 177. 125 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.116. 186. 196 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
188. 120. 148. 179]l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
46.116.186. 196 [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert 4
2.54.62.22 I srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence I'nval i d ACK nunber alert 4
31.210. 186. 153 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
149.78.117. 171 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.62.22 I srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 4
37.142.64.73  |israel 147237, 72. 167 |i shurimaka i i || SAM NG Enginex TP Invalid — invalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
91.200. 12. 7 kr ai ne 147.237.72. 166 [aka.i df . i | dr op SAMrul e drop 4
213.57.137.52 |[Israel 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46.116. 186. 196 |l srael 147.237.72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 63 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.62.22 I srael 147.237.77. 243 [nobi | e.i df . i | Bad TCP sequence Invalid sequence nunber noni t or 4
77.126.12.58 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
5.102.254.219 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12. 7 kr ai ne 147.237.77. 216 |dover.idf il dr op SAMrule drop 4
46. 19. 85. 87 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
109. 66. 123. 189 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 37 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACK nunber alert 3
5. 29. 236. 233 | srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 98 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 3
80. 246. 136. 37  |Israel 147.237.72. 166 |aka.idf .i | Bad TCP sequence Invalid AGK nunber noni t or 3
46.19.85.128  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engine: TCP Invalid  finvalid segnent retransmssion drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
185.32.179. 132 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 301
109. 67. 185. 215 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 244
185. 32. 179. 132 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 126
109. 67. 185. 215 |l srael 147.237.0.19 |nadimatal .idf. |10 My of the Same Response Cbde (403) in Session from g oo\ 115
109. 67. 185. 215
109. 67. 185. 215 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
183. 79. 220. 161 |Japan 147.237.76.200(ei tan. aka. i df.i| |Mitiple Abnormal Iy Long Request from 183.79.220. 161 Bl ock 83
183.79. 220. 161 |Japan 147.237.76.200|ei tan. aka. i df .i| [Mitiple Illegal HITP \ersion from183. 79. 220. 161 B ock 83
176. 12. 146. 253 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sanme Response Code (404) B ock 49
185. 32.179. 132 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (403) Bl ock 44
46.117.134.58 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
95.35.173.127 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
37.26.146.190 [Israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Same Response Code (404) B ock 16
91.200.12. 106  |Wkrai ne 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 12
91.200. 12.106  |lkraine 147.237.77.74 [lawidf.il Mil ti pl e Unhaut hori zed URL Access from 91. 200. 12. 106 B ock 11
2.52.176. 161 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 10
109. 64. 160. 140 |l srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 7
2.54.4.158 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
104. 197. 184. 168|lhited Sates 147.237.77.216|dover . i df .i | Mil tiple Whaut horized URL Access from 104. 197. 184. 168 B ock 6
91. 200. 12. 18 kr ai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
91.200. 12. 18 kr ai ne 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 91.200. 12, 18 B ock 5
185. 32.179. 161 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 5
213.57.225.166 |[lIsrael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 4
2.52.54. 81 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 4
5.20.53.246 |Israel 147. 237. 72. 166 |aka. i df . i | m“;?;rii jfé?lﬁmﬁ/cgfsjs/tgomrm o ot ey A Bl ock 3
84. 109. 68. 86 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
79.179.197. 110 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.12. 253 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 78. 216. 107 |l srael 147.237.76.30 |[hi nush.idf.il Distributed Suspici ous Response Code B ock 2
109. 66. 28. 158 |l srael 147. 237.72. 166 |aka. i df . i | mu;grii jfe'oi' Iﬁmﬁclcsziia:fun — Bl ock 2
46. 60. 56. 206 z'cf;iig;a” Territory, 147 237.77. 176 |nat pash.idf.il [wauthorized LR Access to www cogat.idf.il/894-ar B ock 2
2.54.0.61 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock
94. 230. 86. 255 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock
204.13.200. 200 [United Sates 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:2;5?%%&?22;” Bl ock 2
173.252.88.92 |Uited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
149. 78.179. 136 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/nai n/gi yus/ B ock
95. 86. 71. 245 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
66.249.66.31  |Israel 147.237.72.166 |aka. i df . i | ﬂ?”tzggr ;ZéiG?naﬁ?Zisiluts(ljgener o aspx Bl ock 1
84.110. 109. 147 |Israel 147.237.77. 234 |hal ag. i df . i | ﬁ?géggf;i?gsﬁmpggssssh;oe /bl et L. i Bl ock 1
213.8.204.49  |israel 147. 237.72. 156 |anan. i df . i | m“;::r:_iizd?iﬁtfgg?fmoam_i gl Bl ock 1
54.153.33.152 |[thited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46.19.85.18  |Israel 147.237.77. 216 |dover. i df . i | (SSSLSLU_" gﬁﬂfﬁfiﬁf& Protocol violation None 1
79. 180. 25. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
207.46. 13. 34 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/ajax/visit_log B ock 1
2.54.184. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
95. 86. 73. 165 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 66. 77 I srael 147.237.76.30 |hinush.idf.il D stributed Suspicious Response Code B ock 1
66.249.65. 118  Israel 147.237.76.42 |refuah.idf.il  [Ja"fori2ed IR Aoeess 1o aspx Bl ock 1
173.252.90. 124 |Uited Sates 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Gode Bl ock 1
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