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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 4363

52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

82.132. 214. 244 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
4.28.133. 129 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

109. 160. 241. 67 | srael 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1

115. 231. 222. 40 Chi na 147.237.0. 34 tikshuv.idf.il |JLMPurple Con Limt_Tcp drop 1
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|Top Attackers In IPS|

At t acker At t acker

’Target Address |Site Sgnature

Gountry

59. 67. 153. 212 |Chi na 147.237.0.19 |nadimatal .idf.il 13076: HTTP: Apache Struts 2 OGN Command | nj ection Bl ock 1

Wl nerability
-kosher-kravi . i df. : - i ecti

61.181.128.8 |hina 147.237.0.17 | Y- KOSher-kra df. 13076: HITP. Apache Struts 2 OGN Conmand | nj ecti on B ock 1
il WUl nerabil ity

88.150.221.26 |united Ki ngdom|147.237.77.216|dover.idf.il Q008: HTTP: Xenu User Agent B ock 1

88. 246. 245. 10 |Turkey 147.237.77.74 [lawidf.il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
60. 30. 204. 2 147.237.0.19 |China medi matal .idf.il [GPL SCAN nmap TCP 2
14, 173.192. 144 |147.237.77. 216 |M et nam dover.idf.il portscan: TCP O stributed Portscan 1
5.28.183. 80 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
208.115.113. 89 |[147.237.77.216|Wited Sates |[dover.idf.il portscan: TCP O stributed Portscan 1
177.19. 158. 160 (147.237.8.45 |Brazil eeitanidf.il ET SCAN NVAP -sS wi ndow 4096 1
128.199. 233. 32 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
98.218.229. 153 |[147.237.77.216|Wited Sates |[dover.idf.il portscan: TCP O stributed Portscan 1
85. 25. 217. 91 147.237.8.27 |Ger many e.nadimatal .idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
30,85 155. 141|147 237 0.33 |ani na il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.29.128. 79 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 177. 148|147. 237. 72. 167 |I srael i shurimaka.idf.il SER.’\/ER-APAO—E.ApaChe mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 176. 169 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 25.217. 91 147.237.76. 34 |Ger many yohal an.idf . il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 667
Sreamng Engine: TCP Invalid i i ssi
109.67.145.13 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 72
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
183.79. 220. 161 [Japan 147. 237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 50
Ret ransnm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
46.19.85.135  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. o 27
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 18 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.247  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 18
Ret ransnm ssi on Packet dropped.
154. 20. 38. 81 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
. - i.id|Sreamng Engine: TCP Invalid i i Ssi
66.249 66.113 |wnited Sates [147 237 0 17 m ny kosher-kravi.id g _g Inval id segnent retransnission. drop 9
f.il Ret r ansn ssi on Packet dr opped.
213.57.133.182 | srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence SYNGACK retransmt with moni tor  [9
different w ndow scal e
46.19.85.153  |israel 147. 237.77. 226 :’W“Cha"atz' aka.idf-1 1pad TOP sequence Inval i d ACK nurber moni tor~ [9
213.57.131.47 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
14.173.192. 144 [\ et nam 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber monitor |9
46. 19. 86. 56 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
94.230. 86.133 |l srael 147. 237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber monitor |9
213.57.133.182 |lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
46. 19. 86. 158 I srael 147.237.72. 166 [aka. i df .| Bad TCP sequence I'nval i d AGK nunber nonitor (8
46. 19. 85. 88 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
79.182.111. 188 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |7
104. 34.155. 164 |Lhited Sates [147. 237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |7
46. 19. 86. 75 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber monitor (6
149. 88. 13. 94 I srael 147.237.72. 166 [aka. i df .| Bad TCP sequence I'nval i d AGK nunber alert 6
Sreamng Engine: TCP Invalid i i SSi
84.229.35.100 |israel 147.237.77. 243 |nobi 1 e. i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
62.0.34.177 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
149. 88. 13. 94 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
185.3.144.129 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180.99.221 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
149.78.117. 171 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACGK nunber monitor |6
Sreaming Engine: TCP Invalid i i ssi
37.26.146.190 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dr opped.
46.19.86.56 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SYNHACK retransmt with monitor 6
different w ndow scal e
5.22.134.69 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber monitor (5
46.19. 86. 14 I srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |5
79.176.97.202 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.176.179. 252 |[lIsrael 147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 172 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nvalid AGK nunber monitor |5
46.151.211. 161 |Saudi Arabia |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
68.180. 229, 121 |United Sates |147. 237. 76. 200 |ei tan. aka.i df il Bad TCP sequence SINWACK retransmt wi th monitor |5
di fferent w ndow scal e
213.8.204. 23 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 117. 182. 186! srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 90 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber monitor (4
213.57.137.52 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
109. 67. 164. 180 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 4
68. 180. 229. 121 |Uited Sates [147. 237. 76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
183. 79. 220. 161 |Japan 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
79.176.179. 252 |l srael 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 85. 172 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 4
. e SYN+tACK retransnmt wth .
183. 79. 220. 161 |Japan 147. 237. 76. 200 |ei tan. aka. i df . i | Bad TCP sequence di fferent vi ndow scal & moni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176. 12. 146. 253 |l srael 147.237.72.167|i shuri maka. i df . i{D stributed Too Many of the Sane Response Code (404) B ock 421
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 118
46.19. 85. 135 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 103
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 102
183. 79. 220. 161 |Japan 147.237.76.200|ei tan. aka.idf .i| |Mitiple Abnormal |y Long Request from 183.79. 220. 161 B ock 86
183. 79. 220. 161 |Japan 147.237.76.200(ei tan. aka. i df.i| |Mitiple Illegal HITP Version from 183.79. 220. 161 B ock 86
37.26.146.190 |lsrael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 74
2.54. 160. 101 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
176.13.17. 161  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 12
79.177.217.219 |lsrael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 6
185.13.193. 116 |[lsrael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 6
46.19. 85. 155 I srael 147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 4
109. 253. 135. 111|I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 4
46.19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.180. 121 I srael 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
2.54.8.171 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
84.109. 166. 116 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.130. 106 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
85. 250. 201. 164 |I srael 147.237.72. 166 |aka. i df . i | \;P;rwa;f;elr f??/ﬂj{v\gaihjriﬁnegiis?raﬂom Jordl e ster. aspx None 3
87. 69. 56. 248 I srael 147.237.76.30 |hinush.idf.il O stributed Suspicious Response Code B ock
84.229.135.45 |Israel 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock
204.13.200.200 |United Sates [147.237.77.216 |dover. i df il D stri utec 1?:;};%;;?&%&??:&” Bl ock 2
109. 245.57. 6 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock

66.249. 64. 218 |l srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock

82. 80. 164. 15 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

107.178. 195. 167|United Sates [147.237. 7. 216 |dover . i df . i | D stri uted 1?;;‘;;258%%\/??;‘);” Bl ock 2
109. 245.57. 6 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/xmrpc. php B ock 2
213.8.204. 78 I srael 147.237.72. 166 [aka. i df . i | Mul ti pl e Uhaut hori zed Method for Known URL from 213.8.204. 78 B ock 2
79.178.110. 204 |l srael 147.237.76.30 |hinush.idf.il D stributed Suspici ous Response Qode B ock 2
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
37.142.213.3 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
84.229.35.100 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
204.13.200.200 |United Sates [147.237.77.216 |dover. i df.il D stri utec 1?:;};322;?&%&??:&” Bl ock 1
79.178.151. 236 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
37.26.149. 148 |lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
2.54.141.73 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 186. 128. 197 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249. 64. 154 |l srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
212.179.177. 148|l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessions: Protocol violation (SSL_GONN QI ENT HELOQ  |None 1
46.19. 85. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
180. 76. 15. 146  |China 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock 1
80. 246. 136. 213 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180.229.27 |wnited Sates [147.237.76.30 |hi nush.idf.il O stributed Suspicious Response Code B ock 1
5.29. 164. 192 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 78.117. 171 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
54.153.33.233 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.52.144. 74 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
93.173.231.46 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to 10.100. 102. 6/ upnpcp/ not i fy/ event B ock 1
37.46. 39. 47 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 124. 224 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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