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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3451
168. 235. 201. 35 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover _Gon Linmt_Htps drop 28
168. 235. 201. 35 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

85. 64. 11. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
115. 230. 124. 164 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under At tack_Con_Tcp drop 2

80. 82. 64. 198 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ock Np Al _Net drop 1
119.124.133.175 Chi na 147.237.76. 148 gacenter.aka. idf.il [JLM Under_ Attack_Con_Tcp drop 1

80. 82. 64. 198 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np All Net drop 1
168. 235. 201. 35 Lhited Sates 147.237.77.216 dover.idf.il F Dover Under Attack Con Hps drop 1

80. 82. 64. 198 Net her | ands 147.237. 76. 197 e. hinush.idf.il B ock Np Al Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




12-14-2015-17:04:04 to 12-14-2015-18:04:04

|Top Attackers In IPS|

Attacker Address

| Attacker Gountry

Target Address

|Site

|Sgnature

Devi ce Action

|Oount

46.10.32.72 Bul garia 147. 237.77. 216 dover.idf.il |[C008: HTITP: Xenu User Agent B ock 1
162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000106: HITP. najestic bot B ock 1
194. 88. 154. 138 Pol and 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64.190 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
194. 88. 154. 138 [147. 237. 72. 166 |Pol and aka.idf.il S Injection - Select From 2
85. 25. 217. 91 147.237.76. 38 |Ger many eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
77.125.137. 128 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193.201.227.7 |147.237.77.74 |lkraine lawidf.il ET SCAN NVAP -sS w ndow 1024 1
112. 216. 65. 78  |147.237. 72. 156 |Korea, Republic of aman. i df.il ET SCAN Potential SSH Scan 1
5.102.247.159  |147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
109. 66.53. 173  |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 209. 183. 157|147.237.0. 16  [lhited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
85. 25.217. 91 147. 237. 77. 170 |Ger many maar achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
85. 25. 217. 91 147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
85. 25. 217. 91 147. 237. 76. 176 |Ger many test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
212.179. 177. 148|147. 237. 72. 167 |l srael ishurimaka i df.il SERVER APAO_E Apac.he mod_ss| non- SSL connection to SS 1
port denial of service attenpt
85. 25. 217. 91 147. 237. 72. 156 |Ger many anan. i df il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 66. 33 147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 1
149.78.147.28 |147.237.77.216|Israel dover . idf.il portscan: TP D stributed Portscan 1
37.8.25.197  |147.237.77.216 Zazlcis;iie”;a” Territorys Joover i df. il portscan: TGP D stributed Portscan 1
112.216.65.78 |147.237.72.14 |Korea, Republic of dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
109. 65. 120. 182 |147. 237. 77. 216 |I srael dover.idf il portscan: TCP D stributed Portscan 1
104. 209. 183. 157|147. 237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
85. 25.217. 91 147.237.77. 74 |Ger many lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 25.217. 91 147. 237. 76. 197 |Ger many e. himush. i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

46.19. 86. 160 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 46

213.57.128. 142 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 42

168. 235.201. 35 |Wnited Sates |147. 237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 41

213.57.128.142 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit i th monitor  [38

di fferent w ndow scal e

192. 116. 131. 223|l srael 147.237.76.30 |hinush.idf.il dr op First packet isn't SYN drop 31

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 29

46.19. 86. 122 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d ACK nunber moni tor |29

R SN retransmit wth different .
87. 68. 18. 40 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |26
r eam n ine: TCP Invali i i ssi

46.19.85.228  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.

178. 241. 150. 66 |Tur key 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
Sreanming Engine: TCP Invalid i i ssi

183.79. 220. 161 [Japan 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.219  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.

212.235.98. 139 |[Israel 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 11

194. 114. 146. 227|l srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i ssi

2.54.168.218  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 243 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect

207.232.21.105 |Israel 147.237.77. 226 [\ chamatz. aka. 1df 1paq TOP sequence Inval i d ACK nurber monitor |9

46. 19. 86. 243 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 9

46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |9

46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunier noni t or 9

207.232.21.105 |Israel 147.237.77. 226 [\ chanatz.aka.1df |ga4 TOP sequence Inval i d ACK number aert 8
Sreamng Engine: TCP Invalid i i ssi

46.120.92.125 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df i drop drop 8

81. 218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 8

46.19. 85. 144 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber monitor |7

80. 178. 150. 219 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 7

213.57.137.229 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

212.179.21.194 |israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi

37.26.147.146 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.

46.19. 86. 187 I srael 147.237.72. 166 |aka. i df .i drop SAMrul e drop

46. 19. 85. 52 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or

62.219. 129. 152 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid sequence nunber noni t or

213.57.137.229 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFACK retransnit i th monitor |6

di fferent w ndow scal e

5.102. 254. 147 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

46.19.85.149  |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.179. 210. 163 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.52.54.26 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 199 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6

79.178.30.102 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |6

109. 64. 165. 77 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber moni tor |6

213.57.137.52 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

149.78.147.28 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber moni tor |6

185. 3. 144. 55 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreamng Engine: TCP Invalid i i ssi

176.13.4.147  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.

95. 86. 124. 76 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6

95. 90. 230. 52 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.164. 177 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 457
2.54.12. 24 I srael 147.237.0.19 |nadimatal .idf.il|[Too Many of the Same Response Code (404) in Session from2.54.12.24 |B ock 250
2.54.164. 177 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 225
2.54.12.24 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 158
2.54.164. 177 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
176. 13. 4. 147 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 52
2.54.12.24 | srael 147.237.0.19 |madi matal .idf.il[Too Many of the Sane Response Code (403) in Session from2.54.12.24 |B ock 33
183. 79. 220. 161 |Japan 147.237.76.200|ei tan. aka. i df.i| |Mitiple Abnormal |y Long Request from 183.79. 220. 161 B ock 30
183. 79. 220. 161 |Japan 147.237.76.200ei tan. aka. i df.i| |Mitiple Illegal HITP Version from 183.79. 220. 161 B ock 30
2.54.12.24 | srael 147.237.0.19 |nadimatal . i df. i I[Suspi ci ous Response Code Bl ock 24
212.199.224.24 |lIsrael 147.237.76.86 |[navy.idf.il Mil tiple Wnauthorized URL Access from 212.199. 224. 24 B ock 6
37.26.147.131 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 6
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46. 118. 155. 216 Bl ock 4
95. 86. 80. 99 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from 95. 86. 80. 99 B ock 4
176. 13. 23. 16 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
79.180.9. 216 | srael 147.237.76.30 |hi nush.idf.il Distributed Suspici ous Response Code Bl ock 3
37.26.146.188 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95.35.145. 175  [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
213.57.48.26 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200.200 [United Sates [147. 237. 7. 216 |dover . i df . i | D stri utec 1Lfs3lj_tggzgi_ege>’:;fe°r°_fssp£” HBock |2
2.52. 46. 54 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.61.158 I srael 147.237.76.30 |hi nush.idf.il D stributed Suspici ous Response Code B ock
107. 178. 195. 167 Wi ted Sates |147. 237. 77. 216 |dover . i df . i | D stri uted gg‘;_t;g;gfﬂeﬁvﬁc_?sspz” Bock |2
46. 19. 85. 219 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from46. 19. 85. 219 B ock 2
213.8.204. 78 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il/main/gi yus/ B ock 2
68.180.229.173 [Lnited Sates |147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
212.179. 177. 148|I srael 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connection - Protocol violation (SSL_GONN QLI ENT_HELLO [None 1
109. 67. 65. 63 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
183.79.220. 161 " |Japan 147.237.76.200 [ei tan. aka. i df . i1 mn;mpanea;’ka;ﬁtd?r. iII /IthpI at es/ sendt of ri end/ sendt of ri end. aspx None !
Unknown Par arret er
84.108.76.208 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19. 85. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
176.13.7. 104 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.164.72 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
141.212.122.64 |Uited Sates [147.237.76.42 |refuah.idf.il Mal formed URL proxyt est . znap. i 0: 80 B ock 1
79.176. 209. 100 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Unknown Par arret er
5. 28.159. 169 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
107.178. 195, 171 Ui ted Sates [147. 237. 7. 216 |dover . i df . i | D stri uted gg‘;_t;gg;g?ﬂeﬁvﬁc_?sspz” Bock |1
66.249. 64.233 |Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed LRL Access to waw idf.il/error. htm Bl ock 1
183. 79. 220. 161 |Japan 147.237.76.200|ei tan. aka. i df . i | |Abnormal Iy Long Request request version B ock 1
2.54. 25. 209 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
87.69.33.176 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.22.219 I srael 147.237.77. 216 |dover . i df . i | SSL Whtraceabl e Connection - Unknown SSL Sessi on None 1
79.181.99.191 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/mai n/ sachar/tfasi maspxa€?a€Z|B ock 1
46. 19. 85. 170 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 171 |lhited Sates [147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
68.180.230.29 |lhited Sates [147.237.77. 176 |nat pash. i df . i | Par anet er Type Mol ation PageNumin wwwy cogat . idf.il/1038-ar/cogat.aspx |B ock 1
212.179. 177. 148|I srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SS. Sessi ons: Protocol viol ation (SS._GONN QLI ENT_HALLO None 1
37.26.146.212 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
109. 67. 115.55 |l srael 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 101 cooki es B ock 1
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