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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3238
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 93
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

80. 82. 64. 198 Net her | ands 147.237.76. 148 gacenter.aka.idf.il |B ock Udp Al Nets drop 1

1. 195. 8. 250 Chi na 147.237.76. 198 e.yohal an.i df .il B ock Up Al _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 76. 30 hi nush. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count

212.179.177. 148 I srael 147. 237.72. 166 aka.idf.il ]C1000107: DDCS- Spoof ed HTTP Packets B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

85. 25.217. 91 147. 237. 76. 147 |Ger many chinuch. aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
84.94.198. 33 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
66.249.79.104 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
23.97.172.218 |147.237.76.148|lhited Sates |[gacenter.aka idf.i|ET SCAN NVAP -sS wi ndow 1024 1
192.115.248.2  |147.237.77. 216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175. 196. 159. 201[147. 237. 77. 61 g‘f’rea’ RepUbl i € 1o cogat.idf i | Potential Sean or Brute For():/e 1
149. 78. 150. 6 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
08.119.105. 221 |147.237.0.200 [Lhited Sates |mu.idf.il ET SCAN NVAP -sS wi ndow 4096 1
85. 25. 217. 91 147. 237. 77. 233 |Ger many atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 25.217. 91 147.237.76. 42 |Ger many refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.180. 68. 251  [147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 90 147.237.76.86 |Lnited Sates [navy.idf.il ET SCAN NVAP -sA (2) 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
185. 89. 217. 234 |147.237. 72. 166 akaidf.il portscan: TCP D stributed Portscan 1
149. 78. 230. 215 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
120.150. 29. 211 |147.237.8.46 |Austrdia e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
93.173.152. 251 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

46. 19. 85. 66 | sr ael 147. 237. 76. 200 [ei tan. aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 1254
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 55
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
81.218.66.107 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 22
77.126.167. 198 |Israel 147.237.76.42 |refuahidf.il  |Bad TOP sequence mdr;tvrsagnlt with different monitor |17
66.249.66.39  |Wited Sates |147.237.77.234|hal ag.idf.il Streaning Engi ne: TCP Invalid Jimvalid segnent retransissi on drop 16
Ret ransni ssi on Packet dropped.
2.54.172. 104 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
213.57.137.52 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
79.176.42.149 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdroitvrsac':"lt with different moni tor |11
46. 19. 86. 90 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
37.26.148.168 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
2.54.15.143 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 212|I srael 147.237. 72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
79.176.42.149 |Israel 147.237.77. 176 |matpash.idf .il  |Bad TCP sequence I'nval i d ACK nunber noni t or
109. 67. 179. 152 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
91. 221. 59. 28 Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
5.102. 254. 48 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
5.102.254. 186 |[lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
91.221.59. 28 Ger many 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
185. 89. 217. 235 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 6
79.181.141.159 |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md:jvrsacr‘:l”lt wth dfferent mnitor |6
5. 255. 253. 188 :3:::30” 147.237.72. 166 |aka i df . i | ;{ ?2:;;? Sz?gc'):e: T Invalid ::g\éileitd dsreggggé_ retransmssi on. drop 6
82.80.154.209 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
76.167.133.97 |wited Sares  |147. 237,72, 167 |i shurimaka iar. i[> | S NG Engine: TP Invalid finvalid segnent retransmssion | 6
Ret ransni ssi on Packet dropped.
2.54.172.104 | srael 147.237.72. 166 |aka. i df .il SYN Attack rej ect
46.117.6. 111 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 63 I'srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
82.80.154.209 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
91.221.59. 28 Ger many 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
37.26.146.171 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 6
79.178.180.79 [Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
91.221.59. 28 Ger many 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
80.179.9.115  |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid - finvalid segnent retransnission. |, o 6
Ret ransni ssi on Packet dropped.
37.26.148.190 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
80. 246. 140. 17 |l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
93.172.149. 124 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.190 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192.115.92.55 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber nonitor |4
213.57.130. 216 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
2.54.172.104 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid sequence nunber noni t or 4
81.218.241.26 |[lsrael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 4
213.57.130. 216 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |4
212.179.21.194 |[Israel 147.237.77.212|e.dover.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
5.102.254. 152 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87.69.89.216  |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁvrsﬁ"y wth dfferent moni tor |4
176.12.146.51 |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
66.249.64.190 [Uited Sates  |147.237.72.166 |aka idf.il Streamng Engi ne: TCP Invalid i mwalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.
85.65.167. 144 | srael 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 4
Ret ransni ssi on Packet dropped.
2.54.172. 104 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.144. 74 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 66
138.246.2.137 |Germany 147.237.77. 216 |dover.i df .i | Mil tipl e Abnormal |y Long Request from 138.246. 2. 137 B ock 53
138.246.2.137  |Ger many 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP \ersion from138.246.2. 137 B ock 53
46. 19. 85. 66 I srael 147.237.76. 200 |ei tan. aka. i df . i | Zgélggiloé6the Sane Response bde (404) in Session from Bl ock 51
37.26.146.212 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 30
2.54.136. 223 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 28
46.19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
37.26.146.142 |[israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 12
176.12. 151. 130 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 6
46. 19. 86. 203 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.149.140 [israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 6
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 5
212.179.180. 30 |Israel 147.237.76.86 |navy.idf.il mmm;“;:\?;.'izdiéi%i s‘i‘s:f;saée‘;“ s/ 6/ s 2633640/ 1796, b Bl ock 4
213. 8. 204. 74 I srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 3
149. 78. 243. 131 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.26.147.155 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 3
2.54.12.24 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
213. 8.204. 74 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xnrpc. php Bl ock 3
91.183.174.34  |Bel gium 147.237.77. 216 |dover . i df . i | mult gfolri'lzﬁinﬁt:f:ﬁ; ;g’/ R — B ock 3
176.13.17.161 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
93.172.164.66 | srael 147.237.72. 166 |aka. i df . i | m“;kh:ri idﬁdl /'\f;r:/’:i mgn(’err . s Bl ock 3
2.52.176. 161 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 Bl ock
2.54.2.206 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock
109.65.111.69 [ srael 147.237.0.17 g;n.lﬂ kosher-kravi.i |, i ted I1legal Paraneter Encoding None 2
185. 32.179. 100 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.12. 252 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 66. 152. 123 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19. 86. 114 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
31.44.132.135 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ gi yus/ B ock 2
46.121.158.29 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock 2
46.121.158.41 |israel 147.237.76.42 |refuah.idf.il Paraneter Type Mol ation o Lgf’fgfg;i”;;fcem' deristxt@ntent in g oo |2
176.13.19. 16 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
107.178.195. 171 Wi ted Sates [147. 237. 77. 216 |[dover . i df . i | D stri bt ec 1T§g;§g;§?ﬁeﬁvﬁcfsspﬁn Bl ock 2
79.178.182.55 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  [B ock 1
46. 19. 86. 253 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.12.137. 115 |israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
37.236.200.93 |[iraqg 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
70.138.150.82 |lnited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 70. 138. 150. 82 B ock 1
5.28.190. 33 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
87.69.190.81 |Israel 147. 237.72. 156 |anan. i df . i | m“ﬁ_iizdeﬁiﬁtfggf’fmom_idf_ " B ock 1
66.249.64.75  |Israel 147.237.76. 200 |ei tan. aka. i df . i | m ;ii tb;r:'?k;?zlf’f ?f;isrzl:rdedﬁ afjf?;ﬁt o agal | ery. asp Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock
82.80.154.209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46.19. 85. 234 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
79.176.42.149 |israel 147.237.76.42 |refuah.idf.il ma':";i;gf _\i"d(;' _f’i‘tli /0;4356?:1;?:2?Laihr.1aspx B ock 1
66.249.79.217 |lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
207.46.13.169 |Uited Sates [147.237. 72. 166 [aka. i df . i | :E:“It;forl il /Zﬁdbgbﬁzs; rtezoum of et i | ecortent.. b, asp B ock 1
95. 35. 37. 153 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84. 228. 83. 69 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
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