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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3465
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 93
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
141.0. 14. 75 Eur ope 147.237. 76. 86 navy.idf.il JIMPurple Gon Linit Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
79.179. 6. 184 | srael 147.237.77. 19 lawforumidf.il B ock Up Al _Nets drop 2

66. 240. 236. 119 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il |B ock Up Al _Nets drop 1
141.0. 14.75 Eur ope 147.237.76. 86 navy.idf.il JLM Under _Attack_Con_Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature |Devi ce Action |Oount |
2.54.131.59 I srael 147.237.77.176 |nmat pash.idf.il 14170: HITP. Bl ank User-Agent (descriptor but no string) B ock 7
64.251.25.176  |lLnited Sates 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
94.102. 153. 58 Uhited Kingdom [147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.170 |nmmarachot.idf.il| |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

94.102.153.58 |147.237.77.233 E?i;;gom atal.idf.il S Injection - Select Fom 4
64.251.25.176 |147.237.77.74 |Whited Sates |[lawidf.il SQ Injection - Select From 3
46. 19. 85. 45 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
91.138.233. 215 [147.237.77. 216 |G eece dover.idf.il portscan: TCP O stributed Portscan 1
5.102.222.9 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80.179.37.165 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
80.83.135.131 |147.237.8.46 |Georgia e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
79.177.13.243  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
77.127.226. 154 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 100. 20 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
60.4.60. 20 147 237, 76. 148 loni na gqcemer.akaidf.”Er SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

115. 47.52. 157  [147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 2048 1
58.253.96. 122 [147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -f -sS 1
109. 186. 39. 170 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 241 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.146. 147 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82.102. 171. 133 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80.83.135.131 |147.237.8.50 |Georgia etikshuv.idf.il |ET SCAN Potential SSH Scan 1
80.83.135.131 [147.237.8.24 |Georgia elifestyleiidf.il [ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.8.24 |France elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
212.199. 108. 206|147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 64.214. 114 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
58.253.96.122 |147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
115. 47.52. 157  [147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -f -sS 1
46.120. 28. 83 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
109. 67. 111. 44  |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi
2.54.189.255 | srael 147. 237.76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion drop 474
Ret r ansni ssi on Packet dropped.
46.19. 85. 17 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 108
141.0.14.75 Eur ope 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 68
. . SN retransmt wth different .
80. 246. 133. 142 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 63
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 52
46. 19. 85. 203 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 43
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.44.5 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 24
109.186. 64. 119 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor |21
w ndow scal e
183.79.221.9 Japan 147.237.76. 200 |eitan. aka.idf.il [drop SAMrul e drop 18
Sreanming Engine: TQP Invalid i i ssi
2.54.24. 145 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.211. 100 |israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
82. 80. 59. 71 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
66.102.9. 118 Lhited Sates |147.237.72.166 |aka.idf.il drop Frst packet isn't SYN drop 11
192.114.3.241 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op SAMrul e drop 11
212.235.52.194 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.54.145. 1 | srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 80 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 133. 168 || srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor 9
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109.67. 111. 44 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.
5.22.134.137 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 8
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 8
2.52.146. 24 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
5.29. 47. 189 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 107 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 7
66. 102. 9. 10 Lhited Sates |147.237.72.166 |aka.idf.il drop Frst packet isn't SYN drop 7
2.52.146.24 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TCP Invalid i i ssi
2.54.26.194  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 7
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.54.30.5 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
89.139.27.116 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
85. 64. 35. 21 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi
77.126.98.193 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.223.16 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
212.117. 143. 250|i srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.8.204.26  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.54.162.103  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.166. 9. 35 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 64. 25. 67 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102. 254. 37 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 5
149. 88.25. 251 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
81.218.55.253 |lsrael 147.237.77. 170 |nmarachot. i df .il [dr op First packet isn't SYN drop 4
2.52.176.103 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i sSi
146. 185. 56. 162 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
208.54.35.228 [lhited Sates [147.237.72. 156 |aman.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
5.102. 254. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.134.151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.181.32. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
213.8.204.19 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 222 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 142 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 70
79.178. 140. 243 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 52
2. 54.189. 255 I srael 147.237.76.200(ei tan. aka. i df.i| |Too Many of the Sane Response Code (404) in Session from2.54.189.255 |B ock 49
176.13. 16. 21 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 48
37.26.148.153 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 34
46.19. 86. 142 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 30
203.86.236.20 |Hong Kong (147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 203. 86. 236. 20 Bl ock 13
77.126.85.101 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.126. 85. 101 B ock 9
46.19. 86. 238 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 8
37.26.149.187 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 6
46. 19. 85. 127 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176. 13. 20. 67 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx [Bl ock 6
176.12. 148. 124 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 6
31.168. 1. 202 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 31.168. 1. 202 B ock 4
203.86.236.20 |[Hong Kong [147.237.77.74 |lawidf.il PHP Att enpt B ock 4
212.199. 107. 106 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
2.52. 169. 159 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.179.21.194 |israel 147.237.0.19 [nadimatal .idf.il Ed?':;te; _T)i/Z?_\iﬂ ‘,"ﬁgﬁ'ﬂ,ﬁﬁoﬁggf e Bl ock 3
203.86.236.20 |Hong Kong |147.237.77.74 |lawidf.il :(\,?Iotni]gloeg%/gtgggz.a-zgzlzz Manbo 4.6.3 Path D scl osure Wl nerabi | ty(+) Bock |3
213. 8. 204. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/fachar B ock 3
212.235.13.100 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 3
84.108.37.1 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.24.145 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.9. 143 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 3
107. 178. 195. 1633 1 147.237.77. 216 |dover . i df .i | D stri buted 1?;;};;25?&%&?222” Bock |2
212.199. 224. 24 |lIsrael 147.237.77. 216 |dover. i df . i | Distributed Unaut horized HTTP Met hod Bl ock 2
2.54.189.255  |Israel 147.237.76. 200 |ei tan. aka. i df . i | m”;r:cg_zaii iff"_ i’i‘jﬁiegloaj 1§ gt boxedi agal | ery. asp Bock |2
2.54.24. 145 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock
213.8.204.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
109. 64. 25. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | D stri bt oc gggfggzgfﬁeﬁvﬁffssp;n Bock |2
84.108.70.198 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
203.86.236.20  [Hong Kong (147.237.77.74 |lawidf.il murt'r:;rildzl‘e.?lﬁkgcdrfzrs/ (tacci)i tor/fil emanager/ connect or s/ asp/ connect or . asp Bt ock !
46. 19. 86. 93 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
109. 65. 54. 167 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 136. 128 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 3. 144. 160 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/mai n/sachar/undefi ned B ock 1
85. 64. 150. 93 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.24. 145 I sr el 147. 237.72. 166 |aka. i df . i | (SZ‘SLUj g\i\iﬂ?éﬁ?ﬂ%ﬁnﬁ O'ZTOECR‘;&%“‘“ on None |1
84.228.101.57 [Israel 147.237.72. 167 i shuri maka. i df . i|Mi tiple Ml formed LR from 84.228. 101. 57 B ock 1
79.177.22.165 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13.5. 30 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 186. 64. 119 |l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shar ed/ 960. css B ock 1
Ill1egal Byte Code Character in Header Nane [[#7]][[#14] ] MAEARA
84.228.101.57 |[Israel 147.237.72. 167 |i shuri maka. i df . i[} dASA™d[ [ #31] ] AA'A'=AMAcAS [ [ #28] ] A [ [ #12] ] AGA%_A¥b6uEAE Bl ock 1
=[[#17] ] AFT] [ #20] ] A20A~ AceXA'BA?Ace[ [ #29] ] [ [ #18] ] A [ [ #30] ] AA2{ ArA?
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | D stri bt oc gggfggggéﬁeﬁvﬁffssp;n Bock |1
54.186. 248. 49 g‘;lts: 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to waw idf.il/1294-he/ waw idf.il Bl ock 1
37.142.64.92 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwv aka.idf.il/main/home/6_s3 B ock 1
82.80.59. 71 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/gius B ock
203.86.236.20 |[Hong Kong [147.237.77.74 |lawidf.il COVE-2008-7212: Manbo 4. 6.3 Path Discl osure WVul nerability B ock
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